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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
New SID on security aspects of enablers for Network Automation for 5G - phase 3
Acronym: FS_eNA_SEC_PH3 

Unique identifier: 
{A number to be provided by MCC at the plenary} 

Potential target Release: Rel-18. 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Classification of the Work Item and linked work items

2.1
Primary classification

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	760047
	Study of enablers for Network Automation for 5G
	Rel-16 SA2 study on eNA

	820020
	Stage 2 of eNA
	Rel-16 normative work of eNA

	840022
	Study on Enablers for Network Automation for 5G - phase 2
	Rel-17 SA2 study on eNA-phase 2

	900031
	Enablers for Network Automation for 5G - phase 2
	Rel-17 SA2 normative work on eNA-phase 2

	890015
	Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2
	Rel-17 SA3 study on security aspects of eNA-phase 2

	930007
	Security aspects of eNA_Ph2
	Rel-17 SA3 normative work on eNA-phase 2

	940073
	Study on Enablers for Network Automation for 5G - phase 3
	Rel-18 SA2 study on eNA-phase 3
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Justification
SA2 Rel-18 study item SP-211330 Study on Enablers for Network Automation for 5G - phase 3 was approved at SA#94 in December, 2021. The SA2 study item aims at further investigating system enhancements for NWDAF, based on what has been specified in the previous releases to allow 5GS to support network automation. 
There are working task of  SP-211330 which have potential security aspects need to be studied:
WT#2.1: Whether and how NWDAF can assist application detection
- Implies that NWDAF may collect sensitive user data. User data protection level should be higher or there may be user privacy issues.

WT#2.2: Whether and how to support data and analytics exchange in roaming case (including network sharing)

- a) Considering security aspects of potential roaming architecture  b) Data is shared with different PLMNs, privacy issues between different PLMNs need to be studied. 
WT#3.4: Study whether and how interactions between NWDAF can leverage MDAS/MDAF functionality for data

collection and analytics 
-Security aspects of potential new interface between NWDAF and MDAS/MDAF
WT#4.1: Study whether and how to enhance architecture to support federated learning in the 5GC

- a) Security aspects of potential new architecture and new network function. b) Data transmission protection of federated learning
4
Objective
The aim of this study item is to study the security aspects of enablers for network automation for the 5G-phase 3. More specifically, this study item will identify security issues and requirements and provide corresponding security solutions related to the following scenarios:

-
Security aspects of potential architecture enhancement: roaming, supporting federated learning, interaction between NWDAF and MDAS/MDAF, etc.
-
Handling of sensitive information inherent to application detection, roaming and location information.
-    KIs from R17 which don’t  have  enough time to proceed, e.g. NWDAF detection related issues.

· 
· 
· Any further security enhancements which need to be studied based upon the ongoing SA2 eNA Phase 3 work
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	33.xyz


	Study on security aspects of  enablers for network automation for the 5G system phase 3
	TSG SA#98
	TSG SA#99
	Chang Liu, China Mobile, liuchangyjy@chinamobile.com


{Note 1: Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.}

{Note 2: The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".}

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)

Chang Liu, China Mobile, liuchangyjy@chinamobile.com
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Work item leadership

SA3

8
Aspects that involve other WGs

SA2 for architectural aspects 
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Supporting Individual Members

	Supporting IM name

	China Mobile

	ZTE

	Ericsson

	Apple

	China Unicom

	Huawei

	Hisilicon

	CAICT

	China Telecom

	Xiaomi

	Cablelabs

	Lenovo

	Motorola Mobility

	Nokia

	Nokia Shanghai Bell

	CATT

	Samsung

	InterDigital


