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1	Decision/action requested
It is proposed to approve the key issue described in this document.
2	References
[1] 3GPP TS 23.003: "Numbering, addressing and identification".
[2] 3GPP TS 33.501: "Security architecture and procedures for 5G System".
[3] Mihir Bellare, A. Desai, E. Jokipii, Phillip Rogaway: "A concrete security treatment of symmetric encryption ". 
3	Rationale
According to TS 23.003 [1], subscribers’ permanent identifiers, called SUPIs, are allowed to be in Network Access Identifier (NAI) format -- username@realm. It is likely that many networks will have the username part created from real-world names. Therefore, SUPIs can have significantly different lengths.
Using the Elliptic Curve Integrated Encryption Scheme (ECIES), a user device and the home network agree on a shared key by leveraging the public key of the home network. The user device uses the shared key in a symmetric encryption scheme (AES in counter mode) to encrypt SUPIs, into concealed identifiers, called SUCIs [2]. 
In the symmetric-key setup, security notions like real-or-random, left-or-right, or semantic security are defined in the context where plaintexts have the same lengths [3]. Though AES counter mode is secure according to these notions, direct use of it is not sufficient to serve an intended purpose of SUCIs -- indistinguishability of SUCIs. This is because SUPIs can have different lengths, and in counter mode, the length of the plaintext and the corresponding ciphertext is the same. Therefore, when two SUPIs have different lengths, their ciphertexts are distinguishable from each other. Also, SUCIs that have rare lengths are easily recognisable. 
4	Detailed proposal

*** 1st CHANGE ***
[bookmark: _Toc2086436]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[XX]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[XY]	3GPP TS 23.003: "Numbering, addressing and identification".
[XZ]	IETF RFC 7542: "The Network Access Identifier".
[XW]	John Preuß Mattsson and Prajwol Kumar Nakarmi. 2021. "Nori: Concealing the Concealed Identifier in 5G". In The 16th International Conference on Availability, Reliability and Security (ARES 2021). Association for Computing Machinery, New York, NY, USA, Article 105, 1–7. DOI:https://doi.org/10.1145/3465481.3470076 
[X1]	Mihir Bellare, A. Desai, E. Jokipii, Phillip Rogaway: "A concrete security treatment of symmetricencryption".

*** 2nd CHANGE ***
5.X	Key issue: SUPI length disclosed by SUCI
5.X.1	Key issue details
The use of SUCI achieves the notion of “indistinguishability” or “semantic security", meaning even a very capable attacker cannot distinguish the encrypted ciphertext from a random string. However, it has been disclosed in [references] that SUCI may provide poor anonymity and leak personally identifiable information which can be practically useful for an attacker.	Comment by Alec Brusilovsky: From #108 (with slight modifications).
As stated in [references], NAI format of SUPI allows variable-length username part of SUPI. It is the username part of SUPI (cleartext) that is being protected by the procedure transforming SUPI into SUCI (ciphertext) that is specified in TS 33.501 [1]. The specified algorithm (AES in counter mode) does not change the length of the cleartext username part of SUPI and the resulting cyphertext length is equal to the length of 5G SUCI. That leads to SUCI providing poor anonymity when concealing variable-length SUPI (i.e., username) in NAI format leading to some subscribers being easily identified and tracked.	Comment by Alec Brusilovsky: From #057. Much more concise description with reference to the original article by Prajwol and past SA3 contributions.





5.X.2	Security threats 
An attacker that is eavesdropping over the air interface can identify and track subscribers with unusual lengths of the username field of variable-length SUPI in NAI format by their SUCI (e.g., relatively short or long SUPIs). 	Comment by Alec Brusilovsky: Inserted from #057. 
If such an unusual length of the username field is unique to a single subscriber, that SUCI will be uniquely attributed to that subscriber by an adversary.
If there is a group of subscribers with unusual lengths of username fields in their SUPIs, the attacker will be able to infer the membership of those subscribers in such group.

5.X.3	Potential security requirements
5G system shall support the protection of SUPI privacy by concealing the length of NAI-format SUPI when constructing SUCI using the non-null schemes.
*** END OF CHANGES ***
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