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Decision/action requested

Approve the KI for Secure RRC connection setup procedure 2
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3
Rationale

The initial messages exchanged between the UE and the Base Station is not security protected, until the UE is authenticated, and UE specific AS security is established. This lack of security for the initial messages prevents the UE from including any sensitive information such as S-NSSAI, location information of the UE etc in the RRC Msg5, which carries the initial NAS REG-REQ message. In many scenarios such parameters are needed from the UE at the network elements such as base station, to route the initial NAS REG-REQ to the proper AMF. 
Hence providing security between legitimate UEs and any legitimate Base station of the network even before the UE gets authenticated and establishes UE specific AS security context is increasingly becoming important in multiple features such as Non-Terrestrial Networks (NTN), Network Slicing etc.
Circumventing the lack of security for the initial message with user consent for exposing sensitive information in the initial message, is not really solving the fundamental problem.
None of the existing key issues in TR 33.809 are not really focussed on protecting the initial message RRC Msg5. Key Issue #1: Security of unprotected unicast messages is about unprotected uplink and downlink message such as RRC UECapabilityInformation, and RRC UE Capability Enquiry, and REJECTs in RRC/NAS layers. Key Issue #2: Security protection of system information is about protecting SIB broadcast information.
Therefore, a new key issue is proposed here to study this aspect and the solutions to address it. 

4
Detailed proposal

******************** Start of New Text **********************************************
5.x
Key Issue #x: Secure RRC Connection setup
5.x.1
Key issue details

The initial messages exchanged between the UE and the Base Station is not security protected, until the UE is authenticated, and UE specific AS security is established. This lack of security for the initial messages prevents the UE from including any sensitive information such as S-NSSAI, location information of the UE etc in the RRC Msg5, which carries the initial NAS REG-REQ message. In many scenarios such parameters are needed from the UE at the network elements such as base station, to route the initial NAS REG-REQ to the proper AMF. 

Hence providing security between legitimate UEs and any legitimate Base station of the network even before the UE gets authenticated and establishes UE specific AS security context is increasingly becoming important in multiple features such as Non-Terrestrial Networks (NTN), Network Slicing etc.

The issue is highlighted in the figure below.


[image: image1.emf]UE

gNB

AMF

RACH Preamble (Msg1)

RACH Response (Msg2)

RRC Connection Setup Request (Msg3)

RRC Connection Setup (Msg4)

RRC Connection Setup Complete + 

NAS RR (Msg5)

Unsecure 

messages

NAS Security Context Setup

AS Security context setup

Until UE specific NAS 

context is setup, UE 

cannot share any 

sensitive information 

to the network

Until UE specific AS Security context is 

setup, UE cannot share any sensitive 

information with BS


                                                              Figure 5.x.1: RRC Connection setup is not protected

5.x.2
Security Threats

Lack of security protection for RRC connection setup with a genuine base station of the network creates many privacy and security threats.

Over the air exposure of sensitive information: If RRC connection setup procedure is not secured sensitive information will get exposed over the air. Sensitive information such as location of the UE, network slice identifier S-NSSAI etc are required by the base station for selection of AMF and routing the initial NAS message.

Extraction of sensitive information by False Base Stations: False base stations may advertise themselves as genuine base stations and UEs may select these base stations and try to attach. Unless the security establishment is restricted to the genuine base stations of the PLMN, the sensitive information may fall into the wrong hands of the attacker.

Threat to roaming UEs: Both Roaming and non-roaming UEs need the secure RRC connection setup, otherwise when UEs roam outside of their PLMN, the sensitive information gets exposed. 

5.x.3
Potential Requirements

UEs shall be able to do RRC connection setup procedure with any genuine base station of the network in a secure manner and not to any false base stations.

It shall be possible for roaming and non-roaming UEs to perform secure RRC connection setup procedure.
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