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1. Introduction

SA3 has received an LS in S3-220039/R3-221473 that is RAN3’s reply to the outgoing SA3 LS in S3-214462 in which SA3 informed RAN3 and RAN2 about the CRs that SA3 had agreed on LTE UPIP. 

RAN3 are requesting for responses on two topics:

1)  (for SA3) In case of handover from a UPIP supporting eNB to a UPIP non-supporting eNB, would it be acceptable to SA3 if occasionally some packets over bearers with UPIP policy set to “required” are sent without integrity protection before the CN triggers the release of the bearer?

2)  (for SA3 and SA2) RAN3 has noted the functionality difference between EPS and 5GS, e.g., when UPIP policy is ‘preferred’, the NG-RAN node is required to notify if the UPIP is performed or not

This paper provides some discussion on both these topics.

In addition, this paper considers RAN 3’s comment on LTE-LTE Dual Connectivity.

2. Need to integrity protect packets just before bearer is released?
The procedures specified by SA2 (see section 5.10.3 of TS 23.501) and CT4 ensure that (in networks with correctly implemented MMEs (R17 or legacy), SGWs (R17 or legacy) and R17 SMF+PGW-Cs) bearers with a UPIP policy of “required” will be released by the SMF+PGW-C after mobility (both connected mode handover and idle mode mobility) to an eNB and/or MME that does not support UPIP. 
Releasing after the handover is completed could allow traffic to be sent and received without integrity protection for a short period of time. This could be avoided if procedures are designed, implemented, deployed and debugged so that the source eNB does not hand over bearers with a UPIP policy of “required” to the target eNB/GERAN/UTRAN. RAN3 are interested in knowing whether SA3 requires this work to be performed.

From a security perspective:

- in a correctly implemented network it seems difficult to exploit an attack because the SMF will release the bearer (and, because the UPIP policy is per PDN connection, all the bearers of that PDN connection will be released). But
- allowing any packets to be sent without integrity protected opens up a loophole to attack, and, allows for negative publicity.
Proposal 1: SA3 should discuss how to respond to RAN 3 on question 1.

3. Why notify the SMF as to whether UPIP is in use when policy is “preferred”?
Within the 5G System, there does not seem to be any requirement to notify the SMF of changes in the use of UPIP (for UPIP policy = “preferred”) in TS 33.501. However, section 6.6.1 of TS 33.501 v17.3.0 does enable the SMF to check that the new eNB has the correct security policy:

Further, in the Path-Switch message, the target ng-eNB/gNB shall send the UE's UP security policy and corresponding PDU session ID received from the source ng-eNB/gNB to the SMF. The SMF shall verify that the UE's UP security policy received from the target ng-eNB/gNB is the same as the UE's UP security policy that the SMF has locally stored. If there is a mismatch, the SMF shall send its locally stored UE's UP security policy of the corresponding PDU sessions to the target ng-eNB/gNB. This UP security policy information, if included by the SMF, is delivered to the target ng-eNB/gNB in the Path-Switch Acknowledge message. The SMF shall support logging capabilities for this  event and may take additional measures, such as raising an alarm. 

Within the SA2 specifications TS 23.501 and TS 23.502, there also does not seem to be any mention of this notification procedure other than (end of section 5.10.3 in TS 23.501) for the situation when, with dual connectivity, a Master NG-RAN node might cause the ability to use UPIP to change:  
In the case of dual connectivity, the Integrity Protection is set to "Preferred", the Master NG-RAN node may notify the SMF when it cannot fulfil a User Plane Security Enforcement with a value of Preferred. The SMF handling of the PDU session with respect to the Integrity Protection status is up to SMF implementation decision.

The above text was introduced by CR 0762r2 to TS 23.501 in S2-1901247/SP-190154 (source ZTE, Qualcomm) and this CR’s reason for change gives some background information: 
During today UE mobility, the target NG-RAN provides the new security status to SMF via “Handover Acknowledge Transfer” and “Path Switch Request Transfer” container.  However, such kind of security status exchange is not explicitely specified for the Dual Connectivity scenarios when the PDU session changes its termination node, i.e. MN -> SN or SN -> MN, where the new terminating NG-RAN node will decide the new security status w.r.t. to the given PDU session. 

In order to ensure the consistent system behavior for the user plane security enforcement, the NG-RAN and and SMF should support the same kind of security status exchange with or without Dual Connectivity for the given PDU session.
In RAN3’s N2-AP specification TS 38.413, section 8.4.4 on Path Switch Request for Xn handover states:
For each PDU session for which the User Plane Security Information IE is included in the Path Switch Request Transfer IE of the PATH SWITCH REQUEST message, the SMF shall behave as specified in TS 33.501 [13] and may send back the Security Indication IE within the Path Switch Request Acknowledge Transfer IE of the PATH SWITCH REQUEST ACKNOWLEDGE message.

And the information elements are as below:
9.3.1.60
User Plane Security Information
This IE indicates user plane security information related to security policy.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Security Result
	M
	
	9.3.1.59
	

	Security Indication
	M
	
	9.3.1.27
	


9.3.1.59
Security Result
This IE indicates whether the security policy indicated as "preferred" in the Security Indication IE is performed or not.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Result
	M
	
	ENUMERATED (performed, not performed, …)
	Indicates whether UP integrity protection is performed or not for the concerned PDU session.

	Confidentiality Protection Result
	M
	
	ENUMERATED (performed, not performed, …)
	Indicates whether UP ciphering is performed or not for the concerned PDU session.


9.3.1.27
Security Indication
This IE contains the user plane integrity protection indication and confidentiality protection indication which indicates the requirements on UP integrity protection and ciphering for corresponding PDU sessions, respectively. Additionally, this IE contains the maximum integrity protected data rate per UE for integrity protection for DRBs.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Integrity Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)

	Indicates whether UP integrity protection shall apply, should apply or shall not apply for the concerned PDU session.
	-
	

	Confidentiality Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)
	Indicates whether UP ciphering shall apply, should apply or shall not apply for the concerned PDU session.
	-
	

	Maximum Integrity Protected Data Rate Uplink
	C-ifIntegrityProtectionRequiredorPreferred
	
	Maximum Integrity Protected Data Rate 

9.3.1.103
	Indicates the maximum aggregate rate for integrity protected DRBs supported by the UE in UL. If the Maximum Integrity Protected Data Rate Downlink IE is absent, this IE applies to both UL and DL.
	-
	

	Maximum Integrity Protected Data Rate Downlink
	O
	
	Maximum Integrity Protected Data Rate 

9.3.1.103
	Indicates the maximum aggregate rate for integrity protected DRBs supported by the UE in the DL.
	YES
	ignore


	Condition
	Explanation

	ifIntegrityProtectionRequiredorPreferred
	This IE shall be present if the Integrity Protection Indication IE within the Security Indication IE is set to “required” or “preferred”.


****
Hence it is not clear whether there is any security reason for the SMF+PGW-C to be informed as to whether or not UPIP is in use when the UPIP policy is “preferred”.

The current LTE UPIP CRs from SA2 and CT4 and the proposed CRs from RAN3 enable the SMF+PGW-C and MME to ensure that the new eNB always has the UE’s UPIP policy.
Observation 1: there does not seem to be any SA3 requirement to report changes in UPIP usage to the SMF+PGW-C.

Proposal 2: SA3 should discuss how to respond to RAN 3 on question 2.
4. LTE Dual Connectivity

Given the scope of the RAN plenary R17 WID (RP-213669) on LTE UPIP, and the comment from RAN 3:
RAN 3 would like to inform SA3 that they do not plan to provide specification changes to support UPIP when using LTE-LTE Dual Connectivity.

It is suggested that a future meeting of SA3 removes the Release 17 changes (in sections E.1.2 and E.2 of TS 33.401) but KEEPS them in the Release 18 version of TS 33.401.
Proposal 3: a future meeting of SA3 removes the Release 17 changes (in sections E.1.2 and E.2 of TS 33.401) for LTE-LTE dual connectivity but KEEPS them in the Release 18 version of TS 33.401.
5. Conclusion and proposals

Proposal 1: SA3 should discuss how to respond to RAN 3 on question 1.

Observation 1: there does not seem to be any SA3 requirement to report changes in UPIP usage to the SMF+PGW-C.

Proposal 2: SA3 should discuss how to respond to RAN 3 on question 2.
Proposal 3: a future meeting of SA3 removes the Release 17 changes (in sections E.1.2 and E.2 of TS 33.401) for LTE-LTE dual connectivity but KEEPS them in the Release 18 version of TS 33.401.

