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1
Decision/action requested

Approve the proposed pCR as normative text to TS 33.558.
2
References

[1]
3GPP TS 33.558: "Security aspects of enhancement of support for enabling edge applications"

[2]
3GPP TR 33.839: "Study on security aspects of enhancement of support for edge computing in the 5G Core (5GC)"

3
Rationale

The contribution proposes a normative text for the authentication and authorization between EEC and EES in TS 33.558 [1]. It has been concluded that AKMA and GBA are two optional solutions to be used for this purpose in TR 33.839 [2]. 
4
Detailed proposal

It is suggested to approve the following changes.
*** Start of 1st Change ***
2
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*** End of 1st Change ***
*** Start of 2nd Change ***
6.2
Authentication and Authorization between EEC and EES


6.2.1 General

The detailed service procedures between EEC and EES are described in the TS 23.558 [AA]. There are two options that can be used for the authentication and authorization between EEC and EES, i.e., TLS with AKMA [BB], TLS with GBA [CC]. Those options are described in the following clause.
6.2.2 Procedure for the Authentication and Authorization between EEC and EES

TLS 1.3 with AKMA shared key and TLS 1.3 with GBA shared key shall be supported by the EEC and EES. The UE shall support AKMA and GBA features and the HPLMN shall support at least one of the AKMA and GBA features. The EES shall be configured with the information of support of AKMA and GBA feature by the HPLMN.
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Figure 6.2.2-1: Authentication and authorization for service provisioning
1. When the EEC contacts to the EES using TLS 1.3, the procedure described in clause 5.4.0.2 in TS 33.222 [CC] for GBA with the modifications specified in Annex B.1.3.2.2 in TS 33.535 [BB] for AKMA is executed. 
2. The EEC sends the service request to the EES, which may include the GPSI and an access token. 
3. The EES shall authorize the EEC by its local authorization policy or using the access token. Also, the EES authenticates the GPSI, if a GPSI is sent in step 2, by comparing the GPSI sent by the EEC with the GPSI received, during the AKMA or GBA procedure, from the HPLMN. If the authentication and authorization is successesful, then the EES processes the request.
4. The EES sends the service response back the EEC. 
*** End of 2nd Change ***
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