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1
Decision/action requested

SA3 is kindly requested to approve the proposed changes to TR 33.809.
2
References

[1]
TR 33.809
3
Rationale

This contribution addresses the Editor’s notes in 6.27.2.2.4
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.27.2.2.4 Limitations

Digital signatures provide authenticity and message integrity of system information, preventing an attacker from originating any MIB/SIBs or tampering with an existing MIB/SIB. However, a timestamp may not prevent a replay attack if the allowed delay window is set to a value that is long enough for a replay to succeed. 

Further, PCI may not always allow a UE to detect a replay if the UE is out of the range of a legitimate gNB whose system information is being replayed. This can be illustrated in Figure 6.27.2.2.4-1, assuming an omnidirectional antenna used by a gNB. Attacking area when a gNB uses beamforming may be different (i.e., smaller), but the fact remains same that a UE may only receive replayed SI and not the SI from legitimate gNB.   



Assume R1 be the broadcasting area of a real base station (RBS1), and F be the broadcasting area of the false base station (FBS). If the FBS replays the system information from RBS1 and uses the same PCI as the RBS1, A UE located within the intersection of R1 and F, denoted by F(R1, will be able to detect the duplicated PCI from two base stations. However, a UE located within the area of F but outside the area of R1, i.e., F-F(R1, will not be able to detect the duplicated PCI. Although the area where UEs may be attacked by an FBS is reduced by digitally signing PCI, an FBS may choose to replay the system information from another RBS to expand its attacking area.  For example, the FBS can replay the system information from RBS2 to attack UEs located within the area of F(R1.
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Figure 6.27.2.2.4-1: Attacking areas of an FBS by relaying system information from RBSs

Although it is possible to replay system information in theory, there are practical challenges an attacker needs to overcome in order to succeed. 

First, to replay system information in real-time (or relay system information), an FBS needs to include a UE and a gNB. By using the same PCI and downlink frequency, an attacker must find a strategy to prevent FBS-UE from connecting to FBS-gNB. With the control of both FBS-UE and FBS-gNB, an attacker can be assumed to have the ablity to prevent the FBS-UE from connecting to FBS-gNB. But this raises the bar for the attacker. A common strategy of filtering out FBS-gNB in FBS-UE based on PCI does not work anymore.  


Second, even if an FBS manages to successfully relay system information from a legitimate gNB, it is not clear if it can also successfully lure UEs away from their camped cells. According to [9], an FBS needs to use a tracking area code (TAC) that is different from a UE’s current TAC to trick the UE into believing that it has entered a new tracking area to reselect the FBS. Since TAC in SIB1 is integrity protected, the FBS is unable to modify the TAC. Thus, it is not clear how much impact replayed system information could have on UEs currently camped on the nearby cells. Even if we assume that a different TAC is not necessary for an FBS, an attacker needs to find new way to be effective. This raises the bar for the attacker. 
    
Third, replayed system information can be detected when a UE can receive both the original system information and the replayed one. In other words, an FBSmay be able to lure UE with a replayed SI if he UE cannot receive the original one but UE mobility offers the opportunity to detect the FBS when the UE moves to an area where it can receive the original SI  It is not clear what strategy an FBS can adopt to hide. 

    
Fourth, when a replayed system information is detected based on duplicated PCI, a UE could report to the network. If necessary, the network can adjust its configuration on the SIB1 timestamp to reduce the allowed delay window so that other UEs can detect replayed SIB1 based on timestamp. 

To summarize, while it is theoretically possible to relay integrity protected system information, the security impact from the relay attack remains to be seen. We suggest this could be an active research area in the near future. Additional mitigation can be further introduced if needed, e.g.,  based on future research results. 

It is also worth noting there are legitimate devices that need to relay signals from legitimate cells, e.g., to expand network coverage. For example, RAN recently approved a new WID [10] on NR repeaters. Sucn NR repeaters usually relay physical layer signals, and do not add enough transmission delay to interfere with the replay protection based on timestamp. 
    
***
END OF 1nd CHANGE
***

