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1
Decision/action requested

SA3 is kindly asked to approve the proposed solution for user consent handling in NTN use case.
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Rationale

In response to SA3 reply LS (S3-214349 [1]) on NTN specific user consent, RAN2 sent a latest reply LS (R2-2201754 [2]) asking whether it is possible for SA3 to specify NTN-specific user consent handling in Rel-17.
SA3 has agreed on new generic requirements in a draft CR to TS 33.501 Rel-17 (S3-213680 [3]) for user consent handling. This paper provides a proposal as a complementary solution in order to cover the specific NTN use case. Based on the functional requirement on the UDM for retrieval of user consent parameters in subscription data, the user consent preference can be delivered from the UDM to the gNB/NTN-GW so that the user consent handling can be used specifically for the NTN use case.
4
Detailed proposal

In NTN use case, the network function requiring user consent is the gNB, which needs to obtain and process the UE location information by configuring the UE to report its GNSS-based information. By referencing the common architecture in TR 33.867 [4] clause 5.2, the UE is the data subject and the gNB is both the data controller and data processor. 

According to the agreed generic requirements in the draft CR S3-213680 [3], the parameters indicating user consent preference are stored in the UDM as subscription data, which can be retrieved via UDM service for network function to check whether user consent is granted for the requested operation or not. Specifically for NTN use case, it is proposed that user consent preference for a UE can be stored in a UE NTN privacy profile as part of UE subscription data in the UDM/UDR. The user consent preference within the UE NTN privacy profile can be used to indicate whether the configuration by the gNB is allowed or disallowed. 

Given that the use of user consent information at the NG-RAN could allow its enforcement at the earliest RAN convenience as indicated in the LS from RAN3 (R3-221210 [5]), it is proposed that the user consent information shall be provisioned by the UDM at the earliest possibility to the AMF, i.e. during Registration procedure, which could be “initial registration”, “periodic registration update” or “mobility registration update” procedure, etc. The AMF can store the received user consent preference in the UE context, which further provisions the user consent preference to the gNB.
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1.
The UE sends the Registration Request to the NG-RAN (gNB or NTN-GW) including its SUCI or 5G-GUTI.

2.
The NG-RAN selects an AMF for the UE and sends to the AMF a N2 message (e.g. Initial UE Message) containing N2 parameters in addition to the Registration Request. The N2 message also includes a UE Context Request indicating that the user consent preference on UE location information for NTN access is needed or to be updated. 

3.
Based on the N2 message from the NG-RAN, the AMF determines that the RAT type is NTN access. If the received N2 message contains a UE Context Request requesting the user consent preference, the AMF checks whether its stored UE context already contains the user consent preference of the UE for NTN access by checking against the SUCI or 5G-GUTI. If the user consent preference of the UE is not available in the UE context or the validity timer for user consent preference has expired, the AMF proceeds to step 4. Otherwise, the AMF proceeds to step 8.

4.
The AMF sends a Nudm_SDM_Get request to the UDM for retrieving the user consent preference on UE location information for NTN access from the UE’s subscription data.

5.
After receiving the Nudm_SDM_Get request, the UDM checks with the UDR for the user consent preference on location information for NTN access in the UE’s subscription data against the SUPI of the UE. 

6.
The UDM sends a Nudm_SDM_Get response to the AMF containing the subscription data including the user consent preference on UE location information for NTN access.

7.
After receiving the Nudm_SDM_Get response, the AMF stores the user consent preference of the UE in the UE context, or updates its stored user consent preference of the UE with the one received from the UDM. The user consent preference indicates whether it is granted or not for the UE to report its location information. The user consent preference may also indicate whether the specific requesting gNB (via gNB ID) is allowed to obtain UE’s location information. If the gNB requesting user consent is not allowed to obtain UE’s location info, the AMF will not send the user consent preference to the gNB or send the user consent preference of the UE indicating “not granted”.

8.
The AMF sends a N2 message (e.g. Initial Context Setup Request) to the NG-RAN, which includes user consent preference on location information for NTN access in addition to the Registration Accept.

9.
After receiving the N2 message, the NG-RAN stores the user consent preference in its UE context. Based on the received user consent preference received, the NG-RAN decides how to configure the UE. 

10.
The NG-RAN sends the RRCReconfiguration message (including Registration Accept and location configuration info) to the UE. If the user consent preference indicates user consent is granted for location reporting, the NG-RAN sends the configuration for the UE to report its location (e.g. via includeCommonLocationInfo in the reportConfig); if the use consent preference indicates user consent is not granted for location reporting, the NG-RAN does not send such configuration.

11.
The UE sends the RRCReconfigurationComplete message to the NG-RAN.

12.
The NG-RAN sends a N2 message (e.g. Initial Context Setup Response) to the AMF.

13.
The UE sends the Registration Complete message to the NG-RAN.

PROPOSAL: it is proposed to approve the above solution to be specified for NTN specific user consent handling in Rel-17 and enclose the agreed the solution in the reply LS to RAN2. Upon approval, new text based on it can be added as a normative Annex in TS 33.501.
UE
NG-RAN
AMF
UDM/UDR
1.Registration Request
3.Check user consent preferences in the UE context
4. Nudm_SDM_Get Request
(requesting user consent preferences)
5. Check user consent preferences in the UE subscription data
2. N2 Message (UE Context Request for user consent preference, Registration Request)
6. Nudm_SDM_Get Response
(provisioning user consent preferences)
7.Store user consent preferences in the UE context
8. N2 Message (user consent preference, Registration Accept)
9.Store user consent preferences in the UE context and decides how to configure the UE
12. N2 Message
10.RRCReconfiguration (Registration Accept, Configure UE for location reporting)
11.RRCReconfiguration Complete
13.Registration Complete



