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1
Decision/action requested

SA3 is kindly asked to approve the proposed update to solution #1 in TR 33.874.
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Rationale

In solution #1 of TR 33.874 V0.5.0 [1], it is stated that untrusted AF is configured with ENSI instead of S-NSSAI to avoid sensitive information leakage. However, according to TS 33.501 [2], internal 5G Core information such as DNN, S-NSSAI etc. shall not be sent outside the 3GPP operator domain, which implies that the AF shall not be configured with S-NSSAI when it is outside 3GPP operator domain irrespective whether it is trusted or untrusted. Hence, S-NSSAI should be mapped to ENSI when S-NSSAI needs to be sent outside 3GPP operator domain. Therefore, the usage of ENSI should be determined based on whether AF is outside the 3GPP operator domain rather than its trustiness.
4
Detailed proposal
*************** Start of the Change ****************

6.1.2.2
Number of UEs and PDU Sessions per network slice status retrieval by AF procedure
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Figure 6.1.2.2-1: Number of UEs and PDU Sessions per network slice status retrieval by AF procedure

1.
To retrieve information about the number of the UEs registered with a network slice or the number of the PDU Sessions established on a network slice or both, the AF sends Nnef_SliceStatus_Retrieval Request (Event ID, Event Filter) message to the NEF.  

The Event ID parameter defines the information to be reported, i.e. the number of registered UEs with a network slice or the number of the PDU sessions with a network slice or both. The Event Filter parameter defines the S-NSSAI for which reporting is required. If the AF is within the 3GPP operator domain, the Event Filter parameter is S-NSSAI whereas the Event Filter parameter is ENSI for the AF outside the 3GPP operator domain. 
NOTE: If AF is from the 3rd party that belongs to a different security domain than the operator, ENSI shall be used to meet the requirement for AF in clause 5.9.2.3, TS 33.501[7]. 
2.
The NEF checks whether the AF is authorised based on the AF token. It needs to check whether the token claims matches the AF’s identity and the Event Filter parameter. If authorised, the NEF may query the NRF to find the NSACF responsible for the requested S-NSSAI. The authorization check by NEF needs to make sure the AF is allowed to access the S-NSSAI.
The NEF shall map to S-NSSAIs from ENSI for the AF ouside the 3GPP operator domain. The authorization check by NEF needs to make sure the AF is allowed to access the S-NSSAI.

3.
The NEF forwards the request to the NSACF with Nnsacf_SliceStatus_Retrieval Request (Event ID, Event Filter). 
4.
The NSACF returns the Nnsacf_SliceStatus_Retrieval Response (Event ID, Event Filter, Event Reporting information) message to the NEF, as in TS23.502 [3]. 

5.
The NEF forwards the message to the AF in the Nnef_SliceStatus_Retrieval Response (Event ID, Event Filter, Event Reporting information) message. The Event Filter parameter is changed to the mapped ENSI for the AF outside the 3GPP operator domain. 
6.1.3
Evaluation

This solution addresses the key issue #3 by optionally storing a mapping between an S-NSSAI and ENSI in NEF. The AF which is outside the 3GPP operator domain is configured with ENSI instead of S-NSSAI to avoid sensitive information leakage.
NOTE: the mapping between an S-NSSAI and ENSI is only configured for untrusted AF.
This solution is in line with the SA2 defined procedures for the AF to get access to the network slice quota information. 

The NSACF services, i.e. “Nnsacf_SliceEventExposure_Subscribe/Unsubscribe” and “Nnsacf_SliceEventExposure_Notify” are not affected and can be kept as is in TS23.502 [3]. 
Optionally, the corresponding NEF services may be updated with the different Event Filter values. 
*************** End of the Change ****************
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