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1	Decision/action requested
Endorse the detailed proposal on UE capabilities indication in UPU
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3	Rationale
In SA3#105e an LS was sent to CT1 asking if there is a need for a UE capability indication for UPU in Rel-17 [1]. The topic had been discussed in the eNPN WI, but no additional UPU parameters had been identified for eNPN. 
According to the reply [3], CT1 has introduced a new "Disaster roaming information updating data" UPU parameter as part of MINT WI (see also LS to SA2 in [2]). According to the reply LS [3], there is a need for a UE capability indication mechanism. CT1 asks SA3 whether this indicator needs to be secured by a protection mechanism between the UE and the HPLMN.
Note that SA2 has given the task to CT1 [4] to design the actual mechanism. The scope of SA3 is only to decide whether any protection mechanism is needed. 
This leads us to the main issue scope of this discussion paper regarding if this capability transfer needs integrity protection. This has already been discussed in detail in the context of NPN without any agreement on the need for integrity protection.
Two main arguments have been used to promote the use of integrity protection for the UE capability indication:
1. The Serving Network (SN) might have something to gain by changing the value of the indicator (assuming that NAS protection mechanisms are used for protection over radio interface as proposed in both alt 1 and 2 in [5]) 
2. It is a good security principle to always use protection mechanisms when possible
With regards to 1 above, there were no concrete cases presented for NPN where SN would have any gain of changing the capability indicator. For MINT this needs to be analysed. 
If we assume that only Rel-17 (and later) UEs will send a capability indication and that the capability indication is only sent if the UE has the capability, the threat would be that the SN removes the indication sent by the UE. This results in the HN believing that the UE has no support for updating the parameter related to disaster roaming so the HN will not attempt to update the parameter using UPU. Hence the parameter value enabled/disabled will stay until a new capability indication is sent over another SN that does not remove it. When this is performed depends on the chosen mechanism for UE capability indication (HN initiated or UE initiated).  
The potential impact is:
· If the parameter in the UE is set to ‘enabled’ and the HPLMN is not able to change it due to the SN removing the indicator, the UE will seek disaster roaming in another PLMN offering disaster roaming to UEs of the VPLMN even though the HN would like it not to. This will generate unnecessary load on the PLMN offering disaster roaming.
· If the parameter in the UE is set to ‘disabled’ and the HPLMN is not able to change it due to the SN removing the indicator, the UE will not seek disaster roaming in another PLMN offering disaster roaming to UEs although it would be allowed to, resulting in loss of service.
It is not clear how the SN would gain anything from removing the UE capability indicator. However, the argument 2 above still holds. 
The security mechanism that has been discussed previously is integrity protection. Note however that depending on how the capability indication transfer is designed, integrity protection might not prevent the SN removing the indication undetected. For the HN to be able to detect it the HN needs to expect a UE capability indication. This might be due to HN sending a request for capability or the UE sending the capability in at some expected point in time. Both alternatives previously discussed in the context of NPN (called alt1 and alt2 in [5]) would fulfill this. 

4	Detailed proposal
[bookmark: _Hlk94269140]It is proposed to reply to CT1 that although no security threats have been found with respect to sending a UE capability indicator for UPU for MINT without end-to-end protection between UE and HN (assuming that NAS protection mechanisms are used for protection over radio interface), SA3 recommends to always use protection mechanisms when possible. The integrity protection mechanisms proposed by alt1 and alt2 in LS C1- 212599 [5] are possible from security point of view. A draft LS reply is provided in [6].

