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1
Decision/action requested

This contribution proposes normative text for clause 6.3 of TS 33.558. 
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3
Rationale

This contribution proposes normative text for clause 6.2 of TS 33.558 [1] based on the conclusion for Key Issue #2 in clause 7.2 of TR 33.839 [2]. 

The proposed solution for clause 6.2 describes GBA and AKMA-based options for authentication and authorization between EEC and ECS with the following considerations: 

Key diversity

In order the address key diversity need, the solution takes into account the mechanism defined in clause 6.31 of TR 33.839 [2]. 

The use of HMAC-SHA-256 is proposed as KDF to derive the key Ks_(int/ext)_NAF_unique or KAF_unique, but it could be another KDF if considered as more appropriate. 

NOTE2 

Note 2: 
How to select between options, and which network/UE side elements need to support which options is not addressed in the present document.
This contribution proposes that the choice of the option (GBA or AKMA) should be let to operators / 3rd parties in order not to require them to support in their infrastructure both GBA and AKMA. Consequently, the UE has to support both GBA and AKMA. 

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.558 [1].

*** START of 1st CHANGE ***

6.3
Authentication and Authorization between EEC and EES


6.3.1 General

The detailed service procedures between EEC and EES are described in TS 23.558 [5].

Two options can be used for the authentication and authorization between EEC and EES:

· TLS with GBA as specified in TS 33.220 [xx] and TS 33.222 [yy], with some exceptions defined in this document to ensure that GBA-based application key is per EEC for use with the EES.

· TLS with AKMA as specified in TS 33.535 [zz], with some exceptions defined in this document to ensure that AKMA-based application key is peer EEC for use with EES.

Those options are described in the following clause.
6.2.2 Procedure for the Authentication and Authorization between EEC and EES

Pre-requisites:

· Edge-capable UE shall support both AKMA mechanism and GBA mechanism.

· EES supports either AKMA mechanism or GBA mechanism.
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1. The EEC and EES establish TLS tunnel between EEC and EES thanks to GBA or AKMA shared key. The EEC selects the GBA or AKMA thanks to capability inidication provided by the ECS.
Option A: Establishment of TLS tunnel thanks to GBA shared key as specified in TS 33.220 [xx] and TS 33.222 [yy] with the following exceptions. 

The Ks_(int/ext)_NAF is not used directly in the TLS or Digest protocol but an additional key, Ks_(int/ext)_NAF_unique, is derived from Ks_(int/ext)_NAF and a random number named RAND_EEC. This new key, Ks_(int/ext)_NAF_unique, is used directly in the TLS or Digest protocol exactly as Ks_(int/ext)_NAF. 
-
In the UE, the GBA client (that handles the Bootstrapping, the derivation of Ks_(int/ext)_NAF keys and passing the relevant key to the application) does not pass Ks_(int/ext)_NAF to the EEC but instead generates a random number (RAND_EEC) and derives Ks_(int/ext)_NAF_unique from Ks_(int/ext)_NAF and the generated random number (RAND_EEC). The GBA client then passes Ks_(int/ext)_NAF_unique and the random number to the EEC in the UE.

Ks_(int/ext)_NAF_unique = KDF (Ks_(int/ext)_NAF, RAND_EEC)
-
The EEC in the UE uses Ks_ (int/ext)_NAF_unique as it would the Ks_(_int/ext)_NAF and passes the random number to the EES. For Digest this is done in the 'cnonce' information element and for TLS this is done as part of the random number sent in the ClientHello message.

-
The EES fetches Ks_(int/ext)_NAF from the BSF as normal. The EES uses the random number RAND_EEC received to derive Ks_(int/ext)_NAF_unique and uses this key as it would the Ks_(int/ext)_NAF.

Option B: Establishment of TLS tunnel thanks to AKMA shared key as specified in TS 33.535 [zz]

The key KAF is not used directly in the TLS but an additional key, KAF_unique, is derived from KAF and a random number named RAND_EEC. This new key, KAF_unique, is used directly in the TLS or Digest protocol exactly as KAF. 
-
In the UE, the AKMA client (that handles the generation of KAF keys and passing the relevant key to the application) does not pass KAF to the EEC but instead generates a random number (RAND_EEC) and derives KAF _unique from KAF and the generated random number (RAND_EEC). The AKMA client then passes KAF _unique and the random number to the EEC in the UE.

KAF _unique = KDF (KAF, RAND_EEC)
-
The EEC in the UE uses KAF_unique as it would the KAF and passes the random number to the EES. For Digest this is done in the 'cnonce' information element and for TLS this is done as part of the random number sent in the ClientHello message.

-
The EES fetches KAF as normal. The EES uses the random number RAND_EEC received to derive KAF _unique and uses this key as it would the KAF.
2.
The EEC sends the service request to the EES, which may include the GPSI. 

3. The EES may authorize the EEC with the EES service token if included in the service request. If the token-based authorization is not used, the EES should authorize the EEC by its local authorization policy. 

If the GPSI is received from the EEC, the EES uses IP translation to acquire the GPSI of the UE. Then the EES verifies the GPSI by comparing the GPSI in the service request and GPSI retrieved from the 3GPP core network.

If the authorization and the GPSI verification success, the EES processes the request. Otherwise the EES stops the procedure. 
4. The EES sends the service response back to the EEC.
*** END of 1st CHANGE ***

*** START of 2nd CHANGE ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[3]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[4]
3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".

[5]
3GPP TS 23.558: "Architecture for enabling Edge Applications."

[6]
3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[7]
3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs"

[8]
3GPP TS 23.558: "Architecture for enabling Edge Applications."

[9]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[10]
IETF RFC 8446: “The Transport Layer Security (TLS) Protocol Version 1.3".

[11]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[xx]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[yy]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using HypertextTransfer Protocol over Transport Layer Security (HTTPS)".

[zz]
3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
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