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Decision/action requested

It is proposed to discuss the security enhancements for 5GC LoCation Services Phase 3. 
2
References

[1]
3GPP SP-211637: " Study on 5GC LoCation Services Phase 3".
[2]
3GPP RP-213588: "Study on expanded and improved NR positioning".
3
Rationale

In order to provide location to support both regulatory and commercial use for 5G systems, 3GPP has specified general location service in Rel-15, Rel-16 and Rel-17. In Rel-18, SA2 and RAN groups have agreed SIDs as per [1] and [2] on enhanced support to location services. Some potential security issues are presented below.
3.1
Security issues related to architectural enhancement
As described in the SA2 SID proposal [1], potential architectural enhancements for location service will be studied to support better performance, such as reduction of location service latency, signalling overhead. In addition, positioning signalling via user plane will be discussed in the scenarios like edge computing. The related text in the SA2 SID proposal [1] is highlighted as following:
“In Rel-17, the support for edge computing functionality has been further progressed in SA2 and SA6. It enables the operators  to host their own and/or 3rd party applications close to the users. The UE can access the application via (R)AN and locally deployed UPF, which reduces the latency to the edge applications and offload heavy traffic from the backbone network to the edge. In those edge computing deployed scenarios, some issues (e.g. how to reduce the location services latency from E2E perspective, how to expose the UE location estimate to application in the edge) have not been studied yet. These issues need to be investigated and resolved to enhance the location service of edge computing.”

Observation 1: To support the architectural enhancement, new interfaces and new location procedure may be introduced. How to protect the new interfaces and the privacy for UE location needs to be taken into consideration. 
3.2
Security issues related to Positioning Reference Units
Specific network functionality related to use of Positioning Reference Units (PRUs) will be potentially introduced to improve the accuracy of positioning, and reduce the signalling. The related text in the SA2 SID proposal [1] is highlighted as following:
The accuracy of positioning heavily relies on the number of Line of Sight (LoS) path, e.g., insufficient LoS path (e.g., less than 3) decreases the positioning accuracy. Positioning in the indoor environment is complex, as there are many factors that reduce the possibility of LoS path. For example, the (semi-)static objects like high shelters in warehouse or moving objects like big trucks, blocks the LoS path for positioning.  It is resource consuming and complicated to deploy sufficient RAN nodes (e.g., pRRUs or gNBs) to provide enough LoS path, considering the complex environment with possible changes.  Consequently, a simplified node is required to provide more potential LoS paths for positioning. A new type of node/functionality (i.e. new Reference node/functionality, e.g. a specific UE type of node) could provide a low complexity solution to create potential LoS paths between reference node/functionality and UE, in order to assist the 5GS for positioning of the UE. The new type of node/functionality could be easily added to the network and moved from one place to another, in order to adjust to the potential changes of surroundings..
Observation 2: For Positioning Reference Units, how to authenticate and authorize this specific UE type of node needs investigation. The interface between UE and PRUs also needs security protection. If the security feature related to PRUs is missing, the misbehaving/fake units may cause the inaccurate positioning result.
3.3
Security issues related to location service aspects for 5G with satellite access
For 5G with satellite access, SA2 will collaborate with RAN to study LCS architectural enhancement to support network verified UE location and network controlled positioning, and to meet location services related requirements. The related text in the SA2 SID proposal [1] is highlighted as following:
However, following location service aspects for 5G with satellite access has been considered. 1). When UE access 5G via satellite access, some services with regulatory requirements, e.g. emergency calls service and lawful interception, require a trusted/reliable method to determine with sufficient accuracy the UE location without relying on UE reported location information, i.e. the network based UE location determination for this case has not been considered. 2). Further, the Clause 6.3.2.3 of TS 22.261v18.4.0 defines positioning requirements for Satellite access; the Clause 7.3.2.2 of TS 22.261v18.4.0 defines positioning performance requirements for Satellite access. Whether and how this can be supported for satellite access has not been evaluated. SA2 should work in collaboration with RAN for aforementioned service requirements.

Observation 3: How to support a trusted/reliable method to meet the regulatory requirements may also require SA3’s study. 
4
Detailed proposal

It is proposed that a study for the security enhancements for 5GC LoCation Services Phase 3 is needed, possibly after SA2/RAN groups have made progress. 

