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**** START OF CHANGES ****

[bookmark: _Toc92816624]I.9	Securing initial access for UE onboarding in SNPNs
[bookmark: _Toc92816625]I.9.1	General
Onboarding of UEs for SNPNs is specified in clause 5.30.2.10 of TS 23.501 [2].
Onboarding of UEs for SNPNs allows the UE to access an Onboarding Network (ONN) based on Default UE credentials for the purpose of provisioning the UE with SNPN credentials and any other necessary information. The Default UE credentials are pre-configured on the UE.
To provision SNPN credentials in a UE that is configured with Default UE credentials, the UE selects an SNPN as ONN and establishes a secure connection (or initial access) with that SNPN referred to as Onboarding SNPN (ON-SNPN). 
The present clause specifies securing of the initial access for UE onboarding.
[bookmark: _Toc92816626]I.9.2	Authentication 
[bookmark: _Hlk88066032][bookmark: _Toc92816627]I.9.2.1	Requirements
The primary authentication shall be performed before initial access for UE onboarding is allowed. The UE shall use Default UE credentials for the primary authentication. Credentials or means used to authenticate the UE based on Default UE credentials may be stored within the ON-SNPN or in a Default Credentials Server (DCS) that is external to the ON-SNPN.
[bookmark: _Hlk88066066]Editor’s Note: additional requirements are FFS.
Editor’s Note: It is FFS how using anonymous SUCI or skipping default credentials identifier to initiate onboarding will meet the scope of ‘UE being verified as "uniquely identifiable and verifiably secure".
Editor’s Note: It is FFS, how the default credential identifier i.e., verifiably secure identifier is used as SUPI during the authentication procedure related to Onboarding.
[bookmark: _Toc92816628]I.9.2.2	Primary authentication without using DCS
When the primary authentication is performed between the UE and the ON-SNPN, any one of the existing authentication methods defined in the present document may be used, i.e., 5G AKA, EAP-AKA’the ON-SNPN may use EAP-TLS, EAP-TTLS or any other key-generating EAP authentication method (e.g., EAP-TLS) that can rely on a means stored within the ON-SNPN to authenticate the UE based on Default UE credentials. The primary authentication in case of EAP-TLS and EAP-TTLS is performed as described in Annex B and Annex U, respectively, with the omission of steps 3-5.
The choice of primary authentication method used is left to the decision of the ON-SNPN.
NOTE 1:	In case of EAP-TTLS, the Default UE Credential is a digital certificate and the means stored within the ON-SNPN can be e.g. a set of root certificates. 
NOTE 2:	If the UE is already provisioned with a set of Credential Holder credentials (e.g. 5G AKA, EAP-AKA’, EAP-TLS, EAP-TTLS, etc.) and needs to be provisioned with an additional set of SNPN credentials, the UE can leverage the User Plane connection enabled by the available set of Credential Holder credentials to get access to a Provisioning Server. In this case the UE uses the normal (i.e. not related to UE onboarding) procedures for network selection and registration
[bookmark: _Toc92816629]I.9.2.3	Primary authentication using DCS
When the primary authentication is performed between the UE and the DCS, the authentication requirements and procedures defined in clause I.2 for Credential Holder shall apply with the DCS taking the role of the Credentials Holder. When the DCS uses AAA Server for primary authentication, AUSF directly selects the NSSAAF as specified in 23.501 [2]. In this case, the UDM is not involved in the procedure defined in clause I.2.2.2.2, and the step 3 to step 5 shall be skipped. 
The choice of primary authentication method used between the UE and the DCS is left to the decision of the DCS. Any one of the existing authentication methods defined in the present document may be used, i.e., 5G AKA, EAP-AKA’ or any other key-generating EAP authentication method (e.g., EAP-TLS).
When the primary authentication is performed between the UE and the DCS via the AUSF using EAP-TTLS, Annex U X can be used.
[bookmark: _Toc92816630]I.9.2.4	Secondary authentication using DCS
When the DCS is not involved during primary authentication, after successful primary authentication as described in I.79.2.2, upon the establishment of the Onboarding PDU Session, the ON-SNPN may trigger secondary authentication procedure with the DCS using Default UE credentials as described in clause 11.1.
The UE shall use Default UE credentials for the primary authentication. The secondary authentication is performed between the UE and the DCS. The secondary authentication may use the same Default UE credentials or a different UE credentials.
I.9.2.X	Secondary authentication with External AAA
When the DCS is involved during primary authentication, after successful primary authentication as described in I.9.2.2, upon the establishment of the Onboarding PDU Session, the ON-SNPN may trigger secondary authentication procedure with external AAA as described in clause 11.1. The UE shall use Default UE credentials for the primary authentication. The secondary authentication may use the same Default UE credentials or a different UE credentials.

**** END OF CHANGES ****
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  Figure 5.30.2.10.2.2 - 1: Architecture for UE Onboarding in ON - SNPN  when the   DCS includes an AUSF and a   UDM  


