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***	BEGIN OF CHANGES	***
6.X 	Solution #X: Authentication and Authorization between EEC and ECS based TLS-PSK 
6.x.1 General
It is assumed that the UE or the network could not support either AKMA or GBA, in such cases, TLS-PSK based on the primary authentication can be used for authentication and authorization. There might be 2 scenarios in the practice, ECS in MNO domain and ECS out of MNO domain. The following 6.x.2.1 and 6.x.2.2 provides the prodecures for both scenarios. 
6.x.2 Authentication and Authorization between EEC and ECS
6.x.2.1 	ECS is in MNO domain
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Figure 6.x.2-1: Authentication and Authorization between EEC and ECS with internal ECS 
Step 0: UE performs primary authentication with the network. Then KAUSF is shared between UE and AUSF in Home network.
Step 1: UE generates Kedge and Kedge  ID using KAUSF and SUPI, and stored securely. 
Step 2: AUSF generates Kedge and Kedge  ID using KAUSF and SUPI, and stored securely.
	NOTE 1: AUSF may not store KAUSF per TS 33.501, but if MNO supports MEC, then AUSF shall derive the Kedge before deleting KAUSF. 
Step 3: EEC fetches the Kedge and Kedge  ID. This requires UE to provide secure interface to transmit Kedge and Kedge  ID to EEC.  
Step 4: EEC sends the Authentication request (EECID, Kedge  ID) to ECS. 
Step 5: ECS received the Kedge  ID, then sends the key request (Kedge  ID) to AUSF through Nausf_UEAuthentication_keyrequest defined in Clause 6.x.3. This requires a new interface between AUSF and ECS.
Step 6: AUSF responds Kedge to ECS according to the Kedge  ID. If AUSF can not found the Kedge  ID, it will reply a failure to the ECS. After step 6, EEC and ECS shares the Kedge and Kedge  ID. 
Step 7. EEC and ECS establish the TLS security tunnel based on the pre-shared key Kedge. And then complete the TLS-PSK following the RFC 8446[10], in which EEC is the client, ECS is the server. 
6.x.2.2 	ECS is out of MNO domain
When ECS is out of MNO domain, the message exchange shall be transmited through NEF. 
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Figure 6.x.2-2: Authentication and Authorization between EEC and ECS with external ECS
Step 0: UE performs primary authentication with the network. Then KAUSF is shared between UE and AUSF in Home network. 
Step 1: UE generates Kedge and Kedge  ID using KAUSF and SUPI, and stored securely. 
Step 2: AUSF generates Kedge and Kedge  ID using KAUSF and SUPI, and stored securely.
	NOTE2: AUSF may not store KAUSF per TS 33.501, but if MNO supports MEC, then AUSF shall derive the Kedge before deleting KAUSF. 
Step 3: EEC fetches the Kedge and Kedge  ID. This requires UE to provide secure interface to transmit Kedge and Kedge  ID to EEC. 
Step 4: EEC sends the Authentication request (EECID, Kedge  ID) to ECS. 
Step 5.1: ECS received the Kedge  ID, then sends the key request (Kedge  ID) to NEF
Step 5.2: NEF forwards the key request to AUSF through Nausf_UEAuthentication_keyrequest 
Step 6.1: AUSF responds Kedge to NEF. If AUSF can not found the Kedge  ID, it will reply a failure to the NEF. 
Step 6.2: NEF forwards the key respond (Kedge , Kedge  ID) to ECS. After step 6.2, EEC and ECS shares the Kedge and Kedge  ID. 
	NOTE 3: The interface between NEF and ECS must be encrypted. 
Step 7. EEC and ECS establish the TLS security tunnel based on the pre-shared key Kedge. And then complete the TLS-PSK following the RFC 8446[10]. EEC is the client, ECS is the server.

6.x.3 Nausf_UEAuthentication_keyrequest service operation
Service operation name: Nausf_UEAuthentication_keyrequest
Description: NF request Kedge in AUSF based on Kedge ID. The Kedge is used for the TLS-PSK. 
Input, Required: Kedge ID
Input, Optional: None 
Output, Required: Kedge  / failure.
Output, Optional: None
6.x.4	Solution evaluation 
Impact on UE: UE needs to generate the Kedge  based on KAUSF
Impact on AUSF: AUSF needs to generate the Kedge  based on KAUSF, whenever the MNO supports the EDGE, AUSF shall derive the Kedge before deleting KAUSF. A new interface between AUSF and ECS is needed. A new service Nausf_UEAuthentication_keyrequest need to be supported by AUSF for the key delivery from AUSF to ECS. 
Impact on ECS: ECS needs to support a new interface with AUSF for the fetching the key, and needs to support the authentication method. 

***	END OF CHANGES	***
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