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1	Decision/action requested
This is a discussion paper used for justifying the need to create a SID on blockchain based approach for cross-domain certificate management in 3GPP system.
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3	Rationale
3GPP has spent many efforts to study the issue pertaining to cross-domain certificate management in the past.  This issue, however has not been well addressed in 3GPP system till now. NDS/AF has defined cross-certification process for establishing a secure channel between two SEGs. Such process is rarely deployed in practice due to its complexity. In 5G system, cross-domain certificates are manually managed by SEPPs. This may leads to a long deployment period. Moreover, a mechanism to check the revocation information of a certificate in SEPP is missing. In the SBA archtecure,the client credentials assertion (CCA) based authentication cannot be used in the roaming case as the cross-domain certificate management specified in NDS/AF is rarely applied.

A blockchain system can create and maintain an immutable ledger to record transactions among un-trusted or semi-trusted participants by using cryptographic algorithms and consensus mechanisms. It has the advantages of decentralization, non-tampering, and trustworthiness. So blockchain technology is one of promising approaches to address the trustworthy issues in cross-domain certificate management. ITU-T has been working on the standardization of the DPKI (Decentralized Public-Key Infrastructure), which is established on the basis of permissioned blockchain system.  Blockchain based approach like DPKI  relies on the immutable blockchain to ensure the authenticity of public keys, which overcomes the shortcomings of the conventional PKI. There are many merits if blockchain based approach like DPKI is applied to cross-domain certificate management in 3GPP system, such as no cross-certification needed, fast and flexibile deployment, no delegation problem, easy to obtain revocation information,  and CCA used in the roaming case. 

Based on the aforementioned discussions, there is a need to create a study item to investigate how blockchain based approach like DPKI can be introducted into the 3GPP system. 
[bookmark: _Toc513201990]4	Detailed proposal
4.1 PKI 
(1)  Certificate
The authenticity of the public key has to be assured in a system otherwise it is subject to the man-in-the-middle attacks. For this, usually X.509 certificates which bind the public key with the user’s identity are deployed in the system [1].  Certificates are signed by a trusted third party (TTP) called CA (Certificate Authority) to prove their authenticity. 
The X.509 certificate management relies on the existence of a public key infrastructure (PKI), which has a centralized architecture.  The functions of a PKI primarily include the creation, the revocation, the storage and archival of public key certificates. A PKI consists of the following components:  Certificate authority (CA) for issuing certificates and the certificate revocation lists (CRLs); Registration authority (RA) optionally used to undertake some administrative functions from the CA; Repository  used as a directory to store X.509 certificates and  CRLs
A certificate may be revoked by CA before its scheduled expiration date due to different reasons, such as key compromise, affiliation changed. Thus an entity has to check whether a certificate is revoked or not before using it. There are two approaches to determine the revocation state of a certificate: CRLs and OCSP (Online Certificate Status Protocol). A CRL contains a list of all of the revoked certificates a CA has issued that have yet to expire. When a certificate is revoked, the CA declares that the certificate should no longer be trusted. A CRL essentially functions as a blacklist for certificates that an enitity has retrieved from the CA.  OCSP is a request-response mechanism based protocol designed to deliver the revocation status of a certificate. An OCSP client issues a status request to an OCSP responder and suspends acceptance of the certificates in question until the responder provides a response. OCSP has the advantage over CRLs in terms of message overhead and certificate information, as an entity does not need to download the whole list of revoked certificates, and can acquire the latest information related to the certificate that is to be examined. The disadvantage of OCSP is that it has longer latency than CRLs when checking the validity of a certificate.
(2) PKI interoperability 
Usually each domain (referring to an organization or a region that a government controls)   has its own PKI to manage certificates. PKI interoperability becomes an issue that has to be addressed. There are two typical schemes for the PKI interoperability, i.e. bridge CA model and cross-certification model. In the bridge model, a new CA called bridge CA is introduced, which is trusted by other CAs.  It establishes trust relationship with each CA in a way that the bridge CA cross-certifies with each CA. The bridge CA becomes the single point of failure as it takes full responsibility to establish trust among CA. Thus rare entity would like to act as the bridge CA due to great liability. In the cross-certificate model, two CAs mutually issue certificates to each other. The cross-certificate approach is suited for a small group CAs to cross certify, but not well suited for a large group of CAs to interoperate each other.
(3) Weaknesses
Till now, the following weaknesses of PKI have been identified:
· Single point of failure: Once a CA is out of service, those systems relying on the PKI may be impacted seriously. This is because all certificate management tasks (issuing, storing, and revoking) are solely undertaken by the CA.
· PKI interoperability issue:  This issue has not been well addressed. 
· Complex revocation process: Both CRLs and OCSP are complicated for checking the validity of a certificate, and each has its own disadvantages. 
· Revocation of root certificates: Till now there is no standardized solution to revoke the root certificates.
4.2 Blockchain based approach for certificate management
4.2.1  Blockchain
A blockchain system can create and maintain an immutable ledger to record transactions among un-trusted or semi-trusted participants by using cryptographic algorithms and consensus mechanisms. Blockchain systems can be classified into two categories according to the method how a participant is granted to access the system: permissionless blockchain system and permissioned blockchain system [2]. In a permissionless blockchain system anyone can access to the system without authorization, where participants are un-trusted. Bitcoin [3] and Ethereum [4] are typical examples. In a permissioned blockchain system, participants can access to the system only after they have been proved to have the right to enter into the system, where participants do not fully trust each other (semi-trusted). Hyperledger Fabric [5] is a typical example.
[bookmark: _Hlk94733638]Blockchain has the advantages of decentralization, non-tampering, and trustworthiness. So blockchain technology is one of promising approaches to address the trustworthy issues in cross-domain certificate management. Recently there are some research papers that apply the blockchain to manage certificates, such as Papageorgiou’s proposal [6]. ITU-T has been working on the standardization of the DPKI (Decentralized Public-Key Infrastructure) [7], which is established on the basis of permissioned blockchain system.
4.2.2 DPKI 
(1) Motivation 
There are the following reasons that blockchain is used for implementing a PKI [7]:
· To avoid a single point of failure. A single point of failure is a part of a system that, if it fails, will stop the entire system from working. Within a traditional PKI a compromised trust anchor may have severe consequences. A national PKI may be a very critical infrastructure, where other critical infrastructures, such electric grid, hospitals, financial industry, etc., may be dependent on its availability.
· To ease the federation of PKI domains. When two PKI domains are interconnected, it is quite likely when going cross domains that a certification path starts from a trust anchor that is not recognized by the relying party.
· To provide an alternative way to provide revocation information. A DPKI does not require certificate revocation lists (CRLs) or responds to online certificate status protocol (OCSP) queries. CRLs can get very large. They must be stored by the relying party (verifier) and updated over the network on regular intervals. OCSP checks add network latency to public-key certificate validation.
· To establish trust without establishing a trusted third party.
(2) Architecture
DPKI (Decentralized Public-Key Infrastructure) [7] is composed of a number of CAs and end entities, which are federated on the blockchain platform.  The DPKI has a ledger comprising two components: the DPKI state and the transaction log. Each participant has a copy of the ledger. The state component of the DPKI holds the state of the ledger at a given point in time. It is the database of the ledger. The blockchain (transaction log) component records all transactions which have resulted in the current value of the DPKI state.
 [image: ]
Figure 1.The ledger [7]
The ledger in a DPKI network consists of:
a)	A blockchain, where a block holds a set of transaction generated by one or more CAs. A transaction may by a new DPKI certificate together with status information or it may be a replacement DPKI certificate where the status information has changed. Only CAs have access to the blockchain.
b)	A type of database, called DKPI state that reflects the current status of the DPKI. This database is provided so a relying party does not need to traverse the entire blockchain to know the current status of the DPKI.
The nodes in a DPKI blockchain are representations of CAs and of relying parties. Only CAs may manipulate the ledger, while relying parties will only have read access to the ledger. Only CAs that trust each other are represented in the ledger.  
4.2  Cross-domain certificate management in 3GPP system
4.2.1 NDS/AF[8]
(1)  Certificate Hierarchy
For secure interconnection between two operators, 3GPP TS 33.310 has defined the following CAs: SEG CA, NE CA, TLS client CA or TLS server CA, and one Interconnection CA.   NE CA, TLS client CA or TLS server CA issues end entity certificates to NEs, TLS clients, or TLS servers respectively within a particular operator's domain. The SEG CA of the domain issues certificates to the SEGs in the domain that have interconnection with SEGs in other domains. The Interconnection CA issues cross-certificates on behalf of a particular operator to the SEG CAs, TLS client CAs and TLS server CAs of other domains with which the operator's SEGs and TLS entities have interconnection. The Interconnection CA may not be the top-level CA in a particular operator's domain. The specified certificate hierarchy is illustrated in the following Figure.

  
Figure 2 Certificate hierarchy in NDS/AF[8]

(2)  Certificate verification
During secure connection establishment, each NE, SEG or TLS entity has to verify the validity of its peer's certificate. Consider secure connection establishment between PeerA in network A and PeerB in network B. PeerB has to verify that:
a)	the cross-certificate of the PeerA's CAA is still valid;
b)	the certificate of PeerA is still valid,
and be able to:
c)	fetch the cross-certificate of PeerA CAA (if not found in PeerA 's cache or local store).
Check a) can be performed by querying the local CRL or OCSP server. For check b), a CRL or OCSP server of the PeerA's CA shall be queried. At this point of time, the secure connection is not yet available; therefore the public CRL or OCSP server of the PeerA's CA shall be accessible without relying on a secure connection.
(3)  Weaknesses 
 The cross-domain certificate management specified in NDS/AF architecture is rarely deployed in practice. This results from the following limitations.
·  Complex cross-signing procedure: The NDS/AF establishes the trust between two operators by using manual cross-certifications. An Interconnection CA has to create cross-certificates for SEG CAs, TLS client CAs and TLS server CAs of other domains by signing these CAs’ certificates. The procedure involves the manual operations.  Thus it is not easy to be implemented in practice. 
· Ambiguity in verifying the certificate of the peer: To verify the certificate of peer, an entity has to access the public CRL, or OCSP server of the other domain. Which organization will take responsibility to operate public CRL is in question. Whether an OCSP server can be accessed by an entity from the other domain is also in question.
·  Complex update procedure caused by the renewal of CA certificates: CA certificates may have to be updated for some reasons, such as private key of a CA is compromised. The renewal of certificates for Interconnection CA,  SEG CA, TLS client CA and TLS server CA may cause complex procedure.  The renewal of an Interconnection CA certificate will trigger the cross-signing procedure for SEG CAs, TLS client CAs and TLS server CAs of other domains. The renewal of certificates for SEG CA, TLS client CA and TLS server CA will involve the procedure to sign the new certificates by the Interconnection CA of the other domain. 

4.2.2  SEPP[9]
(1)  Cross-domain Certificate management in SEPP
In 5G system SEPP is used for secure interconnection between operators. Certificate management for cross-domain communication in SEEP is different from that in NDS/AF, where no cross-certificate is used. The certificate hierarchy in SEPP is depicted in the following figure.


Figure 3 Certificate hierarchy in SEPP
Trust between two SEPPs is established based on digital certificates. Before establishing n32-c, two SEPPs need to exchange their digital certificates off-line in advance, so as to realize mutual authentication between them and establish a secure channel.
The operator acts as the certification authority of the IPX service provider with which it has a direct business relationship. In order to authorize n32-f message modification, the operator issues a digital certificate for each IPX service provider and provides it to the IPX service provider itself and its roaming partners so that they can verify any modification of the IPX service provider.
(2) Weaknesses
Some weaknesses can be observed in the cross-domain certificate management in SEPP.
· Longer implementation period: There are time needed for certificate exchange between SEPPs, and they are time needed for that a SEPP issues a certificate to an IPX.
· Delegation problem: MNO and IPX service provider belong to different organizations. Whether a MNO can issue a certificate to an IPX service provider is acceptable is in question. 
· Certificate verification issue:  Certificate verification cannot be found in the specification. Certificates used in SEPP are always seen as valid, as SEPP does not apply OSCP or CRLs for checking the certificate. 
· Certificate renewal issue: there are so many manual operation steps for cross-domain certificate management in SEPP.  Once there is a need to renew a certification, whether the service is affected or not is in question.

4.2.3 Client credentials assertion (CCA) based authentication
The CCA cannot be used in the roaming case[9], as the NF Service Producer in the home PLMN will not be able to verify the signature of the NF Service Consumer in the visited PLMN unless cross-certification process is established between the two PLMNs through one of the mechanisms specified in TS 33.310.
CCA used in the roaming case cannot be easily addressed, as it is difficult to implement the cross-certification defined in TS 33.310.

4.3 Merits for blockchain based approach for cross-domain certificate management in 3GPP system
As shown above, current cross-domain certificate management schemes present some limitations. To overcome these weaknesses there is a need to introduce the blockchain based approach like DPKI to manage the certificates for cross-domain interconnection. The following merits can be observed for the use of the blockchain based approach in 3GPP system:
· No cross-certification needed: It is easy for an entity to acquire the authentic certificates of the other domain, as the immutable blockchain can store the CA and end entities certificates of the other domains.
·  Fast and flexible deployment: Manual exchange of certificate between SEPPs can be avoided, as certificates of CAs and end entities are placed in the immutable blockchain. As a result, a secure channel can be fast established by fetching the related certificates from the blockchain. 
· No delegation problem: There is no any need for an organization to issue a certificate to an entity of the other organization. 
· Easy to obtain revocation information: An entity can determine the validity of a certificate by simply reading the database of the blockchain system..
· CCA used in the roaming case: It is possible that CCA is used in the roaming case, as related certificates in visited PLMN can be accessed by the NF Service Producer in the home PLMN if the blockchain system is deployed.
4.4 Conclusion 
Based on the above discussions, we can conclude that a study item to research how the blockchain based approach like DPKI is applied to 3GPP system for cross-domain certificate management is needed.
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