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1
Decision/action requested

It proposes to endorse the consideration analyzed to introduce a security capability center function and triggering a necessity and feasibility study.
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References

[1] 3GPP S3-214093 New SID on interworking between 3GPP NF and security devices
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Rationale

3.1 General

In SA3#105-e meeting, it is proposed to trigger a study about interworking between 3GPP NF and security devices in [1]. It is also presented on SA3 R18 workshop held in Jan. 20th. There are comments received from SA3#105-e meeting and workshop. 

With those comments, some clarifications and considerations are made to give better understanding on this proposal as follows. It proposes to endorse those considerations to trigger a feasibility study on security capability center function. 

3.2 discussion

The introduction of SBA in 5G brings more connectivity between NFs which makes network deployment and operation more flexible. As a result, our network has become more open. That implies more security exposure and weakness from security aspect of view. Native-cloud design principle also brings internal attack from infrastructure or other compromised network function(s).
 On the other hand, the current design of security architecture and procedure in 3GPP is relatively simple in network security aspect. Though NDS/IP, TLS/Oauth are defined for authentication, authorization and connection security protection between NFs, it could not prevent and internal attack from compromised NF, or DDoS attacks triggerred by normal signaling. And such attacks could not be prevented with 3GPP security features either, so operators need to deploy additional security devices in network, such as firewall, IDS/IPS etc. 

Consideration 1: It is not enough to rely on 3GPP defined security features only for a real network. Additional security devices need to be deployed by operator for operation.
However, those security devices working in independent manner which can not cooperate with 3GPP NF. In this way, it could provide relatively security protection but it could not provide better security protection. 

Assume there is a security device. It has the ability to detects whether signaling flow is abnormally or not, it may find difficulty to decide whether abnormal signaling is attack or not under some cases. For example, the device could find abnormal location request signaling from NF in operator A to another NF in operator B, as requests send more than 500 a day rather than 50 a day in normal. But it could not know whether the signaling is attack or not, as such request is a legitimate signaling but also could be abused. It can only guess NF in operator A is compromised, but could not confirm that. In another aspect, NF in operator B could not know the situation, it will treat all request with correct authentication and authorization token.

Under this case, if security devices could send warning to NF in operator B, NF can set additional policy to enhance its security mechanism and to prevent potential attack. 

Another example, when NWDAF gets the conclusion with the analyzed information that a specific NF has received DDoS attack, the DDoS attack can not be mitigated as NWDAF has no such ability. However, security devices may not be activated if such DDoS attack could not touch their policy. So if there is communication between 3GPP NF and security devices, it can help 3GPP network get better security protection.
Consideration 2: Independent protection could not mitigate some risks. Co-operation between security devices and NFs could provide enhanced security protection.
In order to achieve co-operation between security devices and NFs, connections between them should be provided. However, if there is no standard interface, it will bring difficulty for communication. 

For 3GPP NF, currently there is no standard SBI, and no way to provide service for security devices to invoke. 

To consider security devices, the case is worse. There are many kinds of security devices like firewalls, filters, etc. Different kind of security device requests different information and has different behavior with different output. Thus it is difficult to invoke security directly from security devices aspect also. 

Consideration 3: Standard interface is needed.
There are different ways to standardize such interfaces. The first way is to define standard interfaces on security device side. Another way is to define standard service/SBI in NF side. There is another choice, as define standard interface through OAM system.

However,  as mentioned above, there are so many kinds of devices. Most security devices are implemented with closed interfaces. Even for the same type of security device, different vendor implements different interfaces. What is more, there is no SDO to take such responsibility to standard interface for all security devices. So it is hardly to define standard interfaces for security devices. 

On the contrary, specifying standard service/SBI is feasible, as all NF are defined in 3GPP scope. Even when the communication passes through OAM system, it is also in 3GPP scope.

In another word, considering the characteristics of CT products and IT products, CT products relies on standards more than IT products. Therefore, promoting the standardization to CT related products is a relatively efficiency way forward. 
Consideration 4: Specifying standard service and interface in 3GPP is feasible and preferable.
When considering ways to introduce standard communication between NF and security devices, it should evaluate complexity by introducing new security features and interfaces. Currently, 5G introduces SEPP to provide security connection and topology hiding. This changes transparent security device to NF. Another example is IPUPS, which is just used to filter for GTP tunnel in previous network but now act as an NF also. Recently there is another proposal to introduce a new security related NFs in SIV study from JHU. A new NF named PACF is proposed to communicate with NRF for virtualization remote attestation, which is transparent before.  Base on the analysis above, there are potential requirements to introduce more dedicated security related devices as 3GPP NFs, that will introduce new interfaces, new protocols, new procedures. For example, if security devices mentioned above to detect abnormal behavior needs to be specified in 3GPP, all 3GPP NFs needs to consider to specify a new interface with such device. If more devices are considered, more and more interfaces needs to be specified. So if more security devices are involved in 3GPP as this way, it will bring big complexity and impct to 3GPP network.

Another issue raised if specifying security devices one by one is lack of implementation by security devices. As security device vendors are usually not member of 3GPP, 3GPP specification has little influence on them. So vendors has little interest to implement 3GPP specification on their devices.

Consideration 5: Specifying interfaces between 3GPP NF and all kinds of security devices directly will bring big complexity and impact to 3GPP system.
So in another way, it could introduce a new Security Capability Center Function, which could be considered as a center to organize/manage all capabilities on behalf of security devices. Such function could get enough security information and communicate with 3GPP NF, that can provide unique standard interface for 3GPP NFs. With this way, only one NF is introduced and one SBI is specified. 

Note: How to communicate between SCCF and security devices is out of 3GPP scope.
Consideration 6: A new security capability center function could be introduced on behalf of security devices to simplify network architecture and security protection method.
4
Detailed proposal

It proposes to endorse considerations analyzed in section 3 and have feasibility study to introduce a security NF as security capability center function.

