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1
Decision/action requested

Acceptance of updates in Solution #42 of TR33.847.
2
References
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Rationale

This proposal addresses some issues in Solution #42.
a) The current procedure includes how to protect message fields either with DUCK or DUSK, but it is not described how to deal with the situation in which the remote/relay UEs are configured with both DUCK and DUSK. 
b) In the discovery procedures there are two routines for scrambling and confidentiality. Having two different routines in discovery makes sense since those two routines fulfil different application/security needs. However, having two different routines for the protection of the PC5 link setup is not required. 

c) The procedure only checks the integrity of the RSC, but it does not check the integrity of the PRUK ID. Most importantly, other fields in the DCR message such as ProSe identifiers, source user info, UE security capabilities, … can benefit of integrity protection. Providing integrity protection over all the fields requires a MIC.
Furthermore, we note that next to the RSC and PRUK ID in the DCR message, other fields in the DCR message might require confidentiality protection. Thus, it is proposed to discuss during normative phase whether additional fields are encrypted/integrity protected in the wireless link between remote UE and UE-to-Network relay.

Last but not least, the proposal focuses now on UE-to-Network relay use cases, but the DCR message in other scenarios is also unprotected. It is proposed to discuss during normative phase whether the procedure should be applied to multiple use cases.  
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.42
Solution #42: Privacy enhancements during PC5 link setup for UE-to-Network relay
6.42.1
Introduction

This solution addresses KI #5. This solution provides a mechanism for protecting fields such as the RSC (and PRUK ID) during PC5 link setup for UE-to-Network (U2N) relay when RSC is protected in restricted discovery. In restricted discovery, RSC is protected (i.e., scrambled and/or ciphered) in both discovery model A and B based on the provisioned discovery security parameters (i.e., DUSKs and/or DUCKs). However, the RSC is not protected in subsequent link setup procedure even when it can be protected in a similar way as in the discovery. To ensure this privacy protection in the subsequent link setup procedures, this solution can be optionally enabled by applying the same protection mechanisms to the Remote UE’s parameters exchanged in the PC5 link setup message, e.g., RSC (and PRUK ID) if they are transmitted between the Remote UE and the U2N relay. Note that this protection mechanism only applies when the RSC is privacy protected during restricted discovery procedure.   

6.42.2
Solution details

6.42.2.1
General

This solution provides a mechanism to optionally privacy protect the RSC and PRUK ID in Direct Communication Request (DCR) message based on the provisioned discovery security materials in case a restricted discovery is used to protect the discovery message during a PC5 link setup procedure for U2N relay service. In particular, the RSC and PRUK ID in DCR message are protected using the code-receiving security parameters as described in clause 6.42.2.2. The U2N relay, on receiving the DCR message, retrieves the RSC and PRUK ID from DCR message using the code-sending security parameters as described in clause 6.42.2.2. The U2N relay checks the integrity of the received protected DCR fields, including the RSC. The reason that the code-receiving security parameters are used for privacy protection is to have consistency between discovery Model A and Model B, and reuse the already provisioned security parameters. The rest of the PC5 setup procedure remains the same as described in the U2N relay solution selected for the normative work.

6.42.2.2
Protection of PRUK ID and RSC over the PC5 interface

The Remote UE does the following:

1. If DUCK available, set DUCK as key K. If DUCK is not available, then choose DUSK as K. If neither DUCK nor DUSK are available, the DCR message is not protected, and Steps 2-5 can be skipped.

2. Form Message = RSC || PRUK ID

3. Compute MIC = KDFDCR_Integrity(K, Message Type, Message fields, UTC-based counter) as in subclause 6.42.2.3
4. Calculate Keystream = KDFDCR_Confidentiality (K, UTC-based counter, RSC) – see subclause 6.42.2.4. 
5. Ciphertext = (Message || MIC) XOR Keystream




The UE-to-network relay does the following to retrieve the protected fields of the received DCR message, e.g., RSC and PRUK ID:
1. If DUCK available, set DUCK as key K. If DUCK is not available, then choose DUSK as K. If neither DUCK nor DUSK are available, the DCR message is not protected and Steps 2-6 can be skipped.

2. Form Ciphertext = a part of protected (RSC || PRUK ID || MIC) in the received DCR message.

3. Calculate Keystream = KDFDCR_Confidentiality (K, UTC-based counter, RSC) – see subclause 6.42.2.4.
4. Obtain MessageReceived || MICReceived = Ciphertext XOR Keystream
5. Compute MIC as in subclause 6.42.2.3 given the MessageReceived.

6. If MIC equals MICReceived, then accept MessageReceived as RSC || PRUK ID.







6.42.2.3
MIC computation

When calculating a MIC, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0xYY.

-    P0 = Message Type.

-
L0 = length of above (i.e. 0x00 0x01). 

-
P1 = Message fields that require integrity protection.

-
L1 = length of above.
-
P2 = UTC-based counter.

-
L2 = length of above (i.e. 0x00 0x04).
The input key shall be the 256-bit selected key in Step 1.
The MIC is set to the 32 least significant bits of the output of the KDF.
Editor’s Note: the FC values used in the confidentiality/integrity routines for the DCR message protection must be different than the FC values used for the discovery message protection. 
Editor’s Note: the Message Type identifier is to be defined during normative phase.  For instance, it might be similar to the ProSe PC5 signaling message type in Clause 11.3.1 in TS 24.554.
Editor’s Note: the Message fields (P1 in 6.42.2.3) and length (L1 in 6.42.2.3) that require integrity protection are at least RSC and PRUK ID but other fields might require integrity protection. For instance, ProSe identifiers, source user info, UE security capabilities, … Which parameters require integrity protection is to be defined during normative phase. 
6.42.2.4
Calculation of message-specific confidentiality keystream

When calculating the message-specific confidentiality keystream, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [12]:

-
FC = 0xXX

-
P0 = UTC-based counter

-
L0 = length of above (i.e., 0x00 0x04).

-
P1 = RSC

-
L1 = length of above.

The input key shall be the 256-bit selected key in Step 1.
The message-specific confidentiality keystream is set to the L least significant bits of the output of the KDF, where L is the length of the RSC, PRUK ID, and a 4 byte long MIC.
Editor’s Note: the specific fields that require confidentiality protection are to be defined in normative phase. For instance, clause 10.3.1.1
in TS 24.554 includes the PROSE DIRECT LINK ESTABLISHMENT REQUEST and several of the fields in addicion to PRUK ID and RSC might require protection such as Source user info or ProSe identifiers.  If the length of the fields is longer than 32 bytes, the encryption can rely on a keystream that requires multiple calls to the KDF.







6.42.3
Evaluation

The solution fulfils the requirements of KI#5 by protecting Remote UE’s DCR parameters such as the RSC and PRUK ID in case 1) a restricted discovery is performed as a relay discovery and 2) RSC is protected based on either a DUCK or DUSK during restricted discovery. 

This solution does not introduce additional network impacts.

Editor’s Note: Further evaluation is FFS.
***
END OF 1st CHANGE
***
