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*** Start of 1st Change ***
[bookmark: _Toc3886079][bookmark: _Toc26797445][bookmark: _Toc35353290][bookmark: _Toc44939263][bookmark: _Toc51067242]1	Scope
The present document specifies the security architecture, procedures and information flows needed to protect the mission critical service (MCX). The architecture includes mechanisms to protect the Common Functional Architecture and security mechanisms for mission critical applications. This includes Push-To-Talk (MCPTT), Video (MCVideo) and Data (MCData). Additionally, security mechanisms relating to on-network use, off-network use, roaming, migration, interconnection, interworking and multiple security domains are described. 
This specification complements the Common Functional Architecture defined in TS 23.280 [36], the functional architecture for MCPTT defined in 3GPP TS 23.379 [2], the functional architecture for MCVideo defined in 3GPP TS 23.281 [37], and the functional architecture for MCData defined in 3GPP TS 23.282 [38] and mission critical services using 5GS in 3GPP TS 23.289 [XX].
The MC service can be used for public safety applications and also for general commercial applications e.g. utility companies and railways. As the security model is based on the public safety environment, some MC security features may not be applicable for commercial purposes.
*** End of 1st Change ***

*** Start of 2nd Change ***
[bookmark: _Toc3886080][bookmark: _Toc26797446][bookmark: _Toc35353291][bookmark: _Toc44939264][bookmark: _Toc51067243]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.379: "Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT); Stage 2".
[3]	3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT); Stage 1".
[4]	3GPP TS 33.210: ''3G security; Network Domain Security (NDS); IP network layer security''.
[5]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[6]	3GPP TS 33.203: "3G security; Access security for IP-based services".
[7]	3GPP TS 33.179 Release 13: "Security of Mission Critical Push To Talk (MCPTT) over LTE".
[8]	3GPP TS 33.328: ''IP Multimedia Subsystem (IMS) media plane security''.
[9]	IETF RFC 6507: ''Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)''.
[10]	IETF RFC 6508: ''Sakai-Kasahara Key Encryption (SAKKE)''.
[11]	IETF RFC 6509: ''MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)''.
[12]	IETF RFC 3550: ''RTP: A Transport Protocol for Real-Time Applications''.
[13]	IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
[14]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[15]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[16]	3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[17]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[18]	NIST FIPS 180-4: "Secure Hash Standard (SHS)".
[19]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[20]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[21]	OpenID Connect 1.0: "OpenID Connect Core 1.0 incorporating errata set 1", http://openid.net/specs/openid-connect-core-1_0.html.
[22]	IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".
[23]	IETF RFC 3602: "The AES-CBC Cipher Algorithm and Its Use with IPsec".
[24]	IETF RFC 4771: "Integrity Transform Carrying Roll-Over Counter for the Secure Real-time Transport Protocol (SRTP)".
[25]	IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)". 
[26]	IETF RFC 7714: ''AES-GCM Authenticated Encryption in the Secure Real-time Transport Protocol (SRTP)''.
[27]	W3C: "XML Encryption Syntax and Processing Version 1.1", https://www.w3.org/TR/xmlenc-core1/.
[28]	W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core/.
[29]	IETF RFC 5905: "Network Time Protocol Version 4: Protocol and Algorithms Specification".
[30]	IETF RFC 5480: "Elliptic Curve Cryptography Subject Public Key Information".
[31]	IETF RFC 6090: "Fundamental Elliptic Curve Cryptography Algorithms".
[32]	IETF RFC 7519: "JSON Web Token (JWT)".
[33]	IETF RFC 7662: "OAuth 2.0 Token Introspection".
[34]	IETF RFC 3394: "Advanced Encryption Standard (AES) Key Wrap Algorithm".
[35]	IETF RFC 7515: "JSON Web Signature (JWS)".
[36]	3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".
[37]	3GPP TS 23.281: "Functional architecture and information flows for mission critical video; Stage 2".
[38]	3GPP TS 23.282: "Functional model and information flows for Mission Critical Data".
[39]	3GPP TS 23.002: "Network Architecture".
[40]	IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies".
[41]	IETF RFC 2392: "Content-ID and Message-ID Uniform Resource Locators".
[42]	NIST Special Publication 800-38D: "Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM) and GMAC".
[43]	IETF RFC 5116: "An Interface and Algorithms for Authenticated Encryption".
[45]	IETF RFC 7521: "Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants".
[46]	IETF RFC 7523: "JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants".
[47]	3GPP TS 22.280: " Mission Critical Services Common Requirements; Stage 1".
[48]	3GPP TS 23.283: " Mission Critical Communication Interworking with Land Mobile Radio Systems; Stage 2".
[49]	3GPP TS 24.379: "Mission Critical Push To Talk (MCPTT) call control; Protocol specification."
[50]	3GPP TS 24.282: "Mission Critical Data (MCData) signalling control; Protocol specification. "
[51]	IETF RFC 3711 Errata ID 3712, https://www.rfc-editor.org/errata/eid3712.
[52]	IANA: "Multimedia Internet KEYing (MIKEY) Payload Name Spaces", https://www.iana.org/assignments/mikey-payloads/mikey-payloads.xhtml.
[53]	IETF RFC 7636: "Proof Key for Code Exchange by OAuth public clients".
[XX]	3GPP TS 23.289: "Mission Critical services over 5G System; Stage 2".
[YY]	3GPP TS 33.501: "Security architecture and procedures for 5G System".

*** End of 2nd Change ***

*** Start of 3rd Change ***
[bookmark: _Toc3886100][bookmark: _Toc26797466][bookmark: _Toc35353311][bookmark: _Toc44939284][bookmark: _Toc51067263]5.1.1	General
The generic steps for MCX user authentication and authorisation is shown in figure 5.1.1-1.





Figure 5.1.1-1: MCX authentication and authorisation
At UE power-on, the MCX UE performs LTEEPS UE authentication as specified in TS 33.401 [14] or 5GS UE authentication as specified in TS 33.501 [YY], depending on the system. The MCX UE then performs the following steps to complete authentication of the user, authorisation of the user, MCX service registration, and identity binding between signalling layer identities and the MC service ID(s).
-	A: MCX user authentication.
-	B: SIP Registration and Authentication.
-	C: MCX Service Authorization.
These procedures are described in more detail in subsequent clauses.
Steps A and B may be performed in either order or in parallel. For scenarios where this order has an impact on the identity bindings between signalling layer identities and the MC service ID(s), a re-registration (Step B) to the SIP Core may be performed to update the registered signalling layer identity. 
If an MCX UE completes SIP registration in Step B prior to performing MCX user authentication in Step A and MCX user service authorization as part of Step C, the MCX UE shall be able to enter a 'limited service' state. In this limited state, where the MCX user is not yet authorized with the MCX service, the MCX UE shall be able to use limited MCX services (e.g. an anonymous MCX emergency communication). The MCX Server is informed of the registration of the MC UE with the SIP core though Step B-2.
Additionally, an HTTP-1 authentication mechanism is used.
NOTE:	Mechanisms for confidentiality and integrity protection (not defined in this clause) may be combined only with certain authentication procedures.
*** End of 3rd Change ***

*** Start of 4th Change ***
[bookmark: _Toc3886187][bookmark: _Toc26797553][bookmark: _Toc35353398][bookmark: _Toc44939371][bookmark: _Toc51067350]6.3.1	EPS-LTE/5GS-NR access authentication and security
An MC UE shall perform the authentication and security mechanisms as specified in 3GPP TS 33.401 [14] for EPS-LTE and as specified in 3GPP TS 33.501 [YY] for 5GS-NR network access security. 
*** End of 4th Change ***

*** Start of 5th Change ***
[bookmark: _Toc3886378][bookmark: _Toc26797745][bookmark: _Toc35353591][bookmark: _Toc44939564][bookmark: _Toc51067549]C.1	Detailed flow for MC user authentication and registration using OpenID Connect
Figure C.1-1 shows the detailed flow for MC User Authentication and Registration using the OpenID Connect messages as described in annex B.






Figure C.1-1: OpenID Connect MC User Authentication and Registration
Step 0:	The UE attaches/registers to the network, establishes normal connectivity, and sets up network security as by following the procedures defined in 3GPP TS 33.401 [14] or as defined in 3GPP TS 33.501 [YY]. Local P-CSCF in the Home IMS network is discovered at this point.
Step 1:	The UE IMS/SIP Client authenticates with the primary IMS/SIP core. For IMS authentication, 3GPP TS 33.203 [9] applies.
Step 2:	The SIP core sends a SIP 3rd Party Registration to the MCX application Server(s), notifying them of the MC UE SIP registration. The 3rd party REGISTER message includes the registered IMPU and S-CSCF's SIP-URI or IP Address.
Step 3a:	The IdM client in the UE issues a HTTPS Authentication request to the OIDC based IdM Server in the MC network. The client includes the code_challenge value in this request.
Step 3b:	The MC User Identity and associated credentials are provided to the IdM server. The credentials are successfully authenticated (and optionally authorized) by the IdM Server.
Step 3c:	The IdM Server may optionally request user consent for granting the MCX client access to the MCX service in the MCX Server.
Step 3d:	The IdM Server generates an authorization code that is associated with the code_challenge provided by the client. It sends a browser redirect HTTP message with the Authorization Response containing the authorization code.
Step 3e:	The UE IdM Client performs a HTTP POST request to exchange the authorization code for an access token. In the request, the client includes the code-verifier string. This string is cryptographically associated with the code_challenge value provided in the Authorization Request in Step 3a.
Step 3f:	The IdM Server verifies the IdM Client based on the received code-verifier string and issues a 200 OK with an access token and ID token (specific to the MC user and MCX service(s)) included in it.
NOTE:	The server verifies by calculating the code challenge from the received code_verifier and comparing it with the code_challenge value provided by the client in Step 3a.
Step 3g:	The access token and ID token are made available to the MCX client(s).
Step 4:	The MC UE performs user service authorization.
*** End of 5th Change ***
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