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1
Decision/action requested

SA3 is kindly asked to approve the proposed text for common security in TS 33.503.
2
References

[1]
3GPP TS 33.503 v0.1.0

Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)

[2]
3GPP TR 33.847 v0.8.0

Study on security aspects of enhancement for proximity based services in the 5G System (5GS)
3
Rationale

This pCR proposes to add the requirements to the clause of common security in TS 33.503 [1] based on the conclusions in TR 33.847 [2]. 
4
Detailed proposal

*************** Start of the Change ****************

5
Common security

5.1
General
This clause describes the security requirements and procedures that are commonly applied to different modes of ProSe communication, including unicast mode ProSe direct communication and unicast mode ProSe indirect network communication via the U2N relay. 

5.x
PC5 link security
-
The ProSe-enabled UE shall support PC5 signaling security for confidentiality, integrity and anti-replay protection of 5G ProSe communication.

-
The ProSe-enabled UE shall support PC5 user plane security for confidentiality, integrity and anti-replay protection of 5G ProSe communication.

-
The 5G ProSe system shall support the means for secure refresh of the PC5 security context.

NOTE: The PC5 security context refresh may be triggered based on various options (e.g. validity time, etc.)

-
The ProSe-enabled UE shall be able to ensure the secure storage of PC5 security credentials, contexts and policies.
5.y
Network side security

Editor’s Notes: This clause contains the description of security requirements on the reference points between the ProSe-enabled UE and the network functions for 5G ProSe services.
-
The ProSe-enabled UE and 5GDDNMF shall mutually authenticate each other for secure ProSe communication.

-
The transmission of data between 5GDDNMF and the ProSe-enabled UE shall be integrity protected. 

-
The transmission of data between 5GDDNMF and the ProSe-enabled UE shall be confidentiality protected 

-
The transmission of data between 5GDDNMF and the ProSe-enabled UE shall be protected against replay attack.
*************** End of the Change ****************
