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1
Decision/action requested

This contribution proposes to add network domain security for 5G Prose.
2
References

[1]
3GPP TS 33.503 "Security aspects of enhancement for proximity based services in the 5G System".

3
Rationale

This contribution proposes to add network domain security for 5G Prose.
4
Detailed proposal

**** 1st CHANGE ****

5.X
Network domain security

5.X.1
General

5G Prose uses several interfaces between network entities, e.g. Npc4 between the 5G DDNMF and the UDM, Npc8 between the 5G DDNMF and the PCF (see TS 23.304 [2]). This subclause describes the security for those interfaces.

5.X.2
Security requirements

The 5G Prose network entities shall be able to authenticate the source of the received data communications.

The transmission of data between 5G Prose network entities shall be integrity protected. 

The transmission of data between 5G Prose network entities shall be confidentiality protected. 

The transmission of data between 5G Prose network entities shall be protected from replays.

5.X.3
Security procedures

For all interfaces between network elements, 

TS 33.210 [xx] shall be applied to secure signalling messages on the reference points unless specified otherwise, and 

TS 33.310 [yy] may be applied regarding the use of certificates with the security mechanisms of TS 33.210 [xx] unless specified otherwise in the present document.

NOTE:
For the case of an interface between two entities in the same security domain, TS 33.210 [xx] does not mandate the protection of the interface by means of IPsec.
**** END OF CHANGES ****

**** 2st CHANGE ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)".
[xx]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[yy]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
**** END OF CHANGES ****

