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1	Decision/action requested
It is proposed to change Solution #2.12 in TR 33.846
2	Reference
[1]		3GPP TR 33.846 V0.13.0, Study on authentication enhancements in 5G System
[2]	Krawczyk, Hugo. "SIGMA: The ‘SIGn-and-MAc’approach to authenticated Diffie-Hellman and its use in the IKE protocols." Annual International Cryptology Conference. Springer, Berlin, Heidelberg, 2003
3	Rationale
This document proposes to make some editorial changes to the description of the solution #2.12, based on the comments received during the last meeting #104-e.
[bookmark: _Toc513201990]4	Detailed proposals
[bookmark: _Toc467658313][bookmark: _Toc482970147][bookmark: _Toc22397242][bookmark: OLE_LINK21]*************** Start of Change 1****************
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-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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*************** End of Change 1****************

*************** Start of Change 2****************
[bookmark: _Toc22397243][bookmark: _Toc22397246][bookmark: _Toc81322656]6.2.12.3	Evaluation
The solution suggests changes to the calculation of functions: f1, f1*, f5, f5*. Also, the ECIES scheme should be slightly updated. This variant of the protocol follows the accepted paradigm of constructing SigMa-like protocols [2][X], on which many modern protocols (e.g., TLS and IPSec) are based.
We strictly demand binding to the random numbers of both parties, as this is required for the authentication property.
If no binding is done, we cannot guarantee the freshness of the answer, and this can potentially lead to the various sophisticated (but practical!) replay attacks.
The proposed scheme has impact on the USIM and UDM.

*************** End of Change 2****************

*************** Start of Change 3****************
6.2.12.3	Evaluation
The solution suggests changes to the calculation of functions: f1, f1*, f5, f5*. Also, the ECIES scheme should be slightly updated. This variant of the protocol follows the accepted paradigm of constructing SigMa-like protocols [2], on which many modern protocols (e.g., TLS and IPSec) are based.
We strictly demand binding to the random numbers of both parties, as this is required for the authentication property.
If no binding is done, we cannot guarantee the freshness of the answer, and this can potentially lead to the various sophisticated (but practical!) replay attacks.
NOTE 1: To optimize calculations the MAC calculation step can be excluded from the ECIES scheme, as the integrity of the SUCI value is already guaranteed by MAC0 calculation (MAC0 = f0 (K, SUCI, RANDMS)).
NOTE 2: To optimize calculations the UE public ephemeral key from the ECIES scheme can be used to generate RANDMS value.
The proposed scheme has impact on the USIM and UDM.
*************** End of Change 3****************

*************** Start of Change 4****************

[bookmark: _Toc81322709]7.0.2	Impact of solutions
Table: Comparison table of UE and network impacts per solution
	 


	UE impacts
	Network impacts
	comments

	Solutions
	
	AMF/
SEAF
	UDM/
ARPF
	

	Solutions for resilience against identifier linkability
	
	
	
	

	#2.1: Handling of Sync failure by AUTS encryption
	ME
	X
	X
	Risk of linkability attack.

	#2.2: Encryption of authentication failure message types by UE with new keys derived from K_AUSF
	Probably ME
	X
	X
	Authentication failure message for the first UE registration is left unencrypted

	#2.3: Unified authentication response message by UE
	USIM 
	X
	X
	

	#2.4:  MAC-S based solution
	USIM
	X
	X
	

	#2.5: Encryption of authentication failure message with SUCI method
	USIM or ME
	X
	X
	This solution relies on the availability of SUCI mechanism.

	#2.6: Certificate based encryption of unicast NAS message
	USIM and ME
	X
	X
	This solution relies on the availability of PKI architecture, and there is companion list of open questions.

	#2.7: Mitigation against the SUCI replay attack
	USIM and ME
	
	X
	

	#2.8 Assuring SUCI generation by legitimate SUPI owner using KSUCI
	USIM and ME
	
	X
	The security risk to  derive new key from  long term key for any new purposes (example: during KSUCI derivation) different from the ones already specified for AKA procedure needs to be evaluated by ETSI SAGE

	#2.9: MAC, SYNCH failure cause concealment
	USIM
	X
	X
	

	#2.10: Solution to key Issue #2.2: SUCI replay
	
	
	X
	

	#2.11: Mitigate the SUCI replay based on UE’s public key
	
	
	X
	

	Solution #2.12: Adding randomness and MAC calculation on the UE side
	USIM
	
	X
	

	Solutions for availability aspects of SUCI usage
	
	
	
	Usage of the long term key K for other uses.




*************** End of Change 4****************

