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1
Decision/action requested

Based on the result of hand raising , endorse the way forward for Layer-3 UE-to-Network Relay authentication and authorization.
2
References

3
Rationale

Part 1: How to reply AS2’s LS

The SA2’s LS (S3-212424/S2-2101623) on Layer-3 UE-to-Network Relay authentication and authorization has been postponed for several meeting cycles. It shall be replied in this meeting.

In order to reply this LS, we need to answer the following 3 questions:

1 How to generate and provision the PC5 communication keys for the remote UE and the relay UE?
2 Does the 5G ProSe R-17 support secondary authentication for the Remote UE and how to support it?

3 Does the 5G ProSe R-17 support network slice specific authentication and authorization for the Remote UE and how to support it?
Part 2: Bidding-down attack in one-to-one communication

Bidding down attack in one-to-one communication has been discussed for several meeting cycles, including a conference call before this meeting. It’s time to decide whether to support this feature in 5G ProSe R-17.
4
Discussion
5
Result of hand raising
1.  Relay key generation and distribution for PC5 link setup
a) If UP based solution is adopted, it needs to introduce PKMF which distributes the keys used between the remote UE and the relay UE. Do you support UP based solution?
Supporters: 

Baselines:
b) If CP based solution is adopted, it is based on NAS message, and uses AMF/AUSF to generate the keys used between the remote UE and the relay UE. Do you support CP based solution
Supporters: 

Baselines:
2. Secondary authentication for remote UE

a) In L3 case, when N3IWF is not used, do you support Relay UE’s SMF to trigger an authentication for Remote UE?

Supporters: 

Baselines:
b) In L3 case, do you support when remote UE connects to remote UE’s SMF, then secondary authentication defined in TS 33.501 can be reused.

Supporters: 

Baselines:
c) In L2 case, do you support to reuse existing secondary authentication defined in TS 33.501.

Supporters: 

Baselines:
3.  Network slice based authorization for remote UE
a) In L3 case, when N3IWF is not used, do you support Relay UE’s AMF to trigger an authentication for Remote UE?

Supporters: 

Baselines:
b) In L3 case, do you support when remote UE connects to remote UE’s AMF, then secondary authentication defined in TS 33.501 can be reused.

Supporters: 

Baselines:
c) In L2 case, do you support to reuse existing secondary authentication defined in TS 33.501.

Supporters: 

Baselines:

4. Bidding down attack in one-to-one communication
a) Do you support that 5G ProSe R-17 provide a means to mitigate “bidding down attack” in one-to-one communication?
Supporters: 

b) If yes, do you agree with introducing signaling policy in 5G Prose?
Supporters: 

Baselines:

6
Decision

Based on the results of the hand-raising, the following way forwards are endorsed:
