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[bookmark: _Toc11226285][bookmark: _Toc26799979][bookmark: _Toc35438787][bookmark: _Toc35439118][bookmark: _Toc44945651]5.1.4	User data and signalling data integrity
[bookmark: _Toc11226286][bookmark: _Toc26799980][bookmark: _Toc35438788][bookmark: _Toc35439119][bookmark: _Toc44945652]5.1.4.1	Integrity requirements
Synchronization of the input parameters for integrity protection shall be ensured for the protocols involved in the integrity protection.
Integrity protection, and replay protection, shall be provided to NAS and RRC-signalling.
All NAS signaling messages except those explicitly listed in TS 24.301 [9] as exceptions shall be integrity-protected. All RRC signaling messages except those explicitly listed in TS 36.331 [21] as exceptions shall be integrity-protected.
When authentication of the credentials on the UICC during Emergency Calling in Limited Service Mode, as defined in the TS 23.401 [2], can not be successfully performed, the integrity and replay protection of the RRC and NAS signaling shall be omitted (see clause 15). This shall be accomplished by the network by selecting EIA0 for integrity protection of NAS and RRC. EIA0 shall only be used for unauthenticated emergency calls. 
User plane packets between the eNB and the UE shall notmay be integrity protected on the Uu interface. User plane packets between the RN and the UE shall notmay be integrity protected. All user plane packets carrying S1 and X2 messages between RN and DeNB shall be integrity-protected. Integrity protection for all other user plane packets between RN and DeNB may be supported. 
All user data packets sent via the MME shall be integrity protected.

[bookmark: _Toc11226287][bookmark: _Toc26799981][bookmark: _Toc35438789][bookmark: _Toc35439120][bookmark: _Toc44945653]5.1.4.2	Algorithm Identifier Values
All algorithms specified in this subclause are algorithms with a 128-bit input key.
NOTE:	Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.
Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
"00002"      EIA0      Null Integrity Protection algorithm
"00012"      128-EIA1      SNOW 3G based algorithm
"00102"      128-EIA2 	 AES based algorithm
"00112"      128-EIA3 	 ZUC based algorithm
The remaining values have been reserved for future use.
UEs and eNBs shall implement 128-EIA1 and 128-EIA2 for RRC signalling integrity protection. UEs and eNBs may implement 128-EIA3 for RRC signalling integrity protection.
UEs and MMEs shall implement 128-EIA1 and 128-EIA2 for NAS signalling integrity protection. UEs and MMEs may implement 128-EIA3 for NAS signalling integrity protection.
UEs and eNBs shall implement 128-EIA1 and 128-EIA2 to integrity protect the user plane packets between the eNB and the UE and the user plane packets between the RN and the UE. UEs and eNBs may implement 128-EIA3  to integrity protect the user plane packets between the eNB and the UE and the user plane packets between the RN and the UE.
UEs shall implement EIA0 for integrity protection of NAS and RRC signalling. As specified in clause 5.1.4.1 of this specification, EIA0 is only allowed for unauthenticated emergency calls. EIA0 shall not be used for integrity protection between RN and DeNB.
Implementation of EIA0 in MMEs, RNs and eNBs is optional, EIA0, if implemented, shall be disabled in MMEs, RNs and eNBs in the deployments where support of unauthenticated emergency calling is not a regulatory requirement.

[…]

[bookmark: _Toc11226317][bookmark: _Toc26800011][bookmark: _Toc35438819][bookmark: _Toc35439150][bookmark: _Toc44945683]7.2.4	Security mode command procedure and algorithm negotiation
[bookmark: _Toc11226318][bookmark: _Toc26800012][bookmark: _Toc35438820][bookmark: _Toc35439151][bookmark: _Toc44945684]7.2.4.1	Requirements for algorithm selection
a) An active UE and a serving network shall agree upon algorithms for
-	RRC ciphering and RRC integrity protection (to be used between UE and eNB)
-	UP ciphering and integrity protection (to be used between UE and eNB)
-	NAS ciphering and NAS integrity protection (to be used between UE and MME)
An active RN and a network serving the RN shall additionally agree upon algorithms for UP integrity.
b) The serving network shall select the algorithms to use dependent on
-	the UE security capabilities of the UE,
-	the configured allowed list of security capabilities of the currently serving network entity
c) The same set of ciphering and integrity algorithms shall be supported by the UE both for AS and NAS level.
d) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated, i.e. that the UE security capabilities were not bidden down.
e) The UE security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the UE's security capabilities can be detected by the ME. The UE security capabilities apply to both AS and NAS level security.
f) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure shall configure AS security (RRC and UP) and NAS level security mode command procedure shall configure NAS security.
a)	Both integrity protection and ciphering for RRC shall be activated within the same AS SMC procedure, but not necessarily within the same message. 
b)	User plane ciphering shall be activated at the same time as RRC ciphering.
c)	User plane integrity shall be activated at the same time as RRC ciphering. User plane integrity shall be applied to a data radio bearer if integrity protection is configured for that data radio bearer at the time of data radio bearer set-up.
g) It shall be possible that the selected AS and NAS algorithms are different at a given point of time.
h) It shall be possible to use different AS algorithms for AS Signalling Radio Bearers (e.g. 128-EIA/EEA-x) and AS Data Radio Bearers (e.g. 128-EIAEEA-y).
i) The PGW may provide the MME (and the MME provide the eNB) with User Plane integrity protection policy information on a per EPS bearer basis. In the absence of any policy information, the eNB shall assume that the policy is “UPIP preferred”. 


