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1
Decision/action requested

This contribution addresses editor’s note of solution #27. 
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Rationale
This contribution aims to address the following editor’s note of solution #27 in 3GPP TR 33.839 [1]. 
Editor’s Note: The clarification of the solution and whether it is suitable with the architecture defined in TS 23.558 are FFS.

Solution #27 relies on the architecture defined in 3GPP TS 23.558 [2] by 3GPP SA6 and introduces functionalities already defined by GSMA to protect communications between UE and servers with establishment of TLS sessions leveraging the presence of the USIM to provision server certificates in the User Equipment, as described in clause 3 of GSMA IoT.04 [3]. In solution #27, Edge Security Service and Edge Server Middlewares are added to architecture defined in 3GPP TS 23.558 [2] in order to protect EDGE-1 and EDGE-4 reference points. The addition of new functionalities/entities to 3GPP architecture is under the scope of responsabilities of SA3 to secure services, architectures or mechanims defined by other 3GPP groups. 

The new functionalities introduced by the solution #27 consist of:

· A server named "Edge Security Service" connected to the ECS. 

The Edge Security Service plays the role of IoT Security Service described in clause 3 of GSMA IoT.04 [3]. 
· Edge Server Middleware in the ECS
The Edge Server Middleware plays the role of IoT Server Middleware described in clause 3 of GSMA IoT.04 [3].

· Edge Server Middleware in the EES

The Edge Server Middleware plays the role of IoT Server Middleware described in clause 3 of GSMA IoT.04 [3].
· Edge Security Applet associated to the SIM.
The SIM with Edge Security Applet plays the role of SIM with IoT Security Applet defined in clause 3 of GSMA IoT.04 [28]. 
To have Edge Security Applet associated to the SIM, there is no need to change UICC already on the field if this UICC supports asymmetric crypto and OTA features. 

 APIs related to entities introduced by the solution #27:
· Clause 3 of GSMA IoT.04 [3] defines 
· APIs between Edge Security Service and Edge Server Middleware 
· APIs between EEC and SIM with Edge Security Applet
· APIs between Edge Security Service and SIM with Edge Security Applet corresponds to existing API defined for Over-The-Air (OTA) SIM management. 

Conclusion
Further clarifications are proposed to the solution#27 in order to address and remove the editor’s note.  
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.839 [1].

*** START of CHANGE ***

6.27
Solution #27: Using TLS with Edge Security Service to protect edge interfaces

6. 27.1
Solution overview

This solution addresses Key Issue #1, Key Issue #2, and the EDGE-1, EDGE-4 parts of Key Issue #6.

This solution relies on framework defined by GSMA to protect communications between UE and servers with the establishment of TLS sessions leveraging the presence of the USIM to provision server certificates in the User Equipment, confer clause 3 of GSMA IoT.04 [28]. 

To protect EDGE-1 and EDGE-4, the Edge Security Service plays the role of the IoT Security Service described in clause 3 of GSMA IoT.04 [28], the Edge Server Middleware plays the role of IoT Server Middleware, the SIM with Edge Security Applet plays the role of SIM with IoT Security Applet, and the Edge Device Middleware plays the role of IoT Device Middleware.  

6. 27.2
Solution details
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Figure 6. 27.2-1: Using TLS with Edge Security Service to protect edge interfaces

Pre-requisites: 

· UE contains AC, EEC, and SIM with Edge Security Applet.
· The SIM with Edge Security Applet plays the role of SIM with IoT Security Applet defined in clause 3 of GSMA IoT.04 [28]. 
· To have SIM with Edge Security Applet, there is no need to change UICC on the field if this UICC supports asymmetric crypto and OTA features.
· ECS contains Edge Server Middleware. 
· The Edge Server Middleware plays the role of IoT Server Middleware described in clause 3 of GSMA IoT.04 [28].
· EES contains Edge Server Middleware.
· The Edge Server Middleware plays the role of IoT Server Middleware described in clause 3 of GSMA IoT.04 [28].
· 
· API between EEC and SIM with Edge Security Applet is defined in clause 3 of GSMA IoT.04 [28].
· APIs between Edge Security Service and SIM with Edge Security Applet corresponds to existing API defined for Over-The-Air (OTA) SIM management.
· API between Edge Security Service and Edge Server Middleware is defined in clause 3 of GSMA IoT.04 [28].
· EES profile contains EES certificate. 
Procedure:

Step 1: The EEC sends Initial Provisioning request to the ECS in order to trigger client certificate provisioning. The requested client certificate is to be used to perform mutual authentication between the EEC and the ECS. 

Step 2: The ECS sends to the Edge Security Service ECS certificate and Security Profile corresponding to the ECS. The Security Profile associated to the SIM contains all necessary data to establish TLS tunnel between the ECS and EEC thanks to the SIM with Edge Security Applet. 

Step 3: The Edge Security Service checks whether ECS-related data have already been downloaded to SIM with Edge Security Applet, checks the client certificate validity, and determines whether ECS-related data have to be downloaded to the SIM with Edge Security Applet. 

Step 4: The Edge Security Service sends response to the ECS indicating whether ECS-related data have to be downloaded to the SIM 

Step 5: If the Edge Security Service response in step 4 indicates that no ECS-related data have to be donwloaded to the SIM, then the ECS continues the procedure with step 9. Otherwise, the ECS continues the procedure with step 6.

Step 6: The ECS requests to the 3GPP core via Edge 8 to trigger the SIM with Edge Security Applet.

Step 7: The SIM with Edge Security Applet sends “Open channel” command.

Step 8: The Edge Security Service downloads to the SIM with Edge Security Applet client certificate enabling to establish TLS tunnel between EEC and the ECS, and optionally ECS certificate or root certificate. 

Step 9: Establishment of TLS tunnel between the EEC and the ECS thanks to the SIM with Edge Security. There is mutual authentication between EEC and ECS. 

Step 10: The EEC sends Service Provisioning Request to the ECS. 

Step 11: The ECS sends Service Provisioning Response. Among the response data there are list of EEEs and Access Token. 

Step 12: The EEC sends to the ECS a Client Certificate Provisioning request for selected EES. The requested client certificate is to be used to perform mutual authentication between the EEC and the selected EES. 

Step 13: The ECS sends to the Edge Security Service a Security Profile corresponding to the EES, and EES certificate. The Security Profile associated to the SIM contains all necessary data to establish TLS tunnel between the EES and EEC thanks to the SIM with Edge Security Applet. 

Step 14: The Edge Security Service checks whether EES-related data have already been donwloaded to the SIM with Edge Security Applet, checks the client certificate validity, determines whether EES-related data have to be downloaded to the SIM with Edge Security Applet. 

Step 15: the Edge Security Service sends response indicating whether EES-related data have to be downloaded to the SIM 

Step16: If the Edge Security Service response in step 15 indicates that no EES-related data have to be donwloaded to the SIM, then the ECS continues the procedure with step 19. Otherwise, the ECS continues the procedure with step 17.

Step 17: The ECS request to the 3GPP core via Edge 8 to trigger the SIM with Edge Security Applet.

Step 18: The SIM with Edge Security Applet sends “Open channel” command.

Step 19: The Edge Security Service downloads to the SIM with Edge Security Applet client certificate enabling to establish TLS tunnel between EEC and the EES, and optionally EES certificate or root certificate. 

Step 20: Establishment of TLS tunnel between the EEC and EES thanks to the SIM with Edge Security. There is mutual authentication between EEC and EES. 

Step 21: The EEC sends EEC Registration request to the EES. The request contains Access Token.

Step 22: Validation of Access Token by the ECS.

Step 23: The EES sends response to the EEC Registration Request. 


6. 27.3
Solution evaluation 


The solution addresses Key Issue #1, Key Issue #2, and the EDGE-1, EDGE-4 parts of Key Issue #6.
The solution introduces an additional server (Edge Security Service) compared to architecture defined by SA6. The Edge Security Service is connected to the ECS via a new interface.
The solution impacts the ME. 
The solution enables the provisioning of ECS and EES certificates in the User Equipment. 
To have SIM with Edge Security Applet, there is no need to change UICC on the field if this UICC supports asymmetric crypto and OTA features.

*** END of CHANGE ***
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