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1
Decision/action requested

This contribution addresses editor’s note of solution #26. 
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Rationale
This contribution aims to address the following editor’s note of solution #26 in 3GPP TR 33.839 [1] and modify references to Key Issues (editorial changes). 
Editor’s Note: Identity privacy during GBA usage is FFS.

GBA mechanism, as specified in 3GPP TS 33.220 [2], defines mechanisms to protect the user privacy. 

· Use of TMPI in GBA to protect the permanent user identify. 

Extract of 3GPP TS 33.220 [2], clause 4.4.4 on “requirements on reference point Ub”:

· the BSF and the UE shall protect the permanent user identity IMPI against passive eavesdropping attacks by using a temporary identity. The support of the temporary identity by UE or BSF shall not preclude a successful bootstrapping procedure if the other entity conforms to an earlier release of this specification and does not support the use of a temporary identity.

NOTE 2:
User identity privacy can be achieved only when both, UE and BSF, support the use of a temporary identity.

NOTE 3:
The use of a temporary identity is not required for 2G GBA (cf. Annex I) as the IMPI is already protected by the mandatory TLS tunnel.

·  Use of B-TID (Bootstrapping Transaction Identifier) on Ua interface.  

Additionally, GBA may be run over a secure transport (e.g. Uu). 

Similar editor’s note was addressed in 3GPP TR 33.847 [3]. Contribution S3-210850 was presented and approved during SA3#102Bis-e meeting to remove in 3GPP TR 33.847 [3] an editor’s note saying that "When GBA is used, how to provide identity privacy is FFS". 
Consequently, 

· GBA, as specified in 3GPP TS 33.220 [2], defines mechanisms to provide identity privacy.

· Editor’s note related to GBA in clause of 3GPP TR 33.839 [1] can be removed. 

· References to Key Issue #1 and Key Issue #2 are modified (editorial changes). 

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.839 [1].

*** START of CHANGE ***

6.26.3
Solution Evaluation

This solution fully addresses the security requirement for authentication between EEC and ECS in the key issue #2 based on GBA and TLS, and fully address the security requirement for authentication and authorization between EEC and EES in key issue #1 based on GBA, TLS and Oauth.


User identity privacy is addressed during GBA usage. GBA, as specified in 3GPP TS 33.220 [12], defines mechanisms to protect user identity privacy. Additionally, GBA may be run over a secure transport (e.g. Uu).
This solution requires that the EEC, ECS, and EES shall support GBA, TLS and OAuth mechanism. Similar with the SBA authorization, the ECS plays the authorization server role, EEC plays the EES service consumer, and the EES plays the service producer role within the OAuth architecture. 

How to authenticate the EEC ID is not captured in this solution. 

*** END of CHANGE ***

