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1
Decision/action requested

It is proposed to approve this pCR to introduce evaluation to the solution 7
2
References

[1]
33.866
3
Rationale

Evaluation added to the solution which provides Detection of anomalous NF behaviour by NWDAF.
4
Detailed proposal

************** START OF CHANGES

6.7.3
Evaluation

The solution proposes NWDAF to collect NF related data such as resource utilization, load information and additional security specific log data to facilitate analysis and detection in anomolous behavior. Since the NFs may come from different vendors, such kind of additional security relevant logs becomes paramount to detect any anomaly in the system.

Further, the solution introduced two different methods of NF log data collection - by using the NFs EventExposure APIs, and by using OAM. Sending the security data to NFs can be a security breach, because some malicious entities may try to behave like NWDAF to see security log data. Because of this security consideration and in order to reduce the impact on the exisiting system and to ensure that large amounts of logs can be sent to NWDAF for analysis, it is suggested to use the OAM for NFs security log data collection. 

The solution proposes to provide input data which will be useful in addressing the security requirements present in the KI 2.2 
************** END OF CHANGES

