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1
Decision/action requested

SA3 is kindly asked to approve the proposed conclusion for key issue #13 of TR 33.847.
2
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3
Rationale

As per TS 23.304 [1], the ProSe Layer-2 Group ID can be pre-configured for the Application Layer Group ID provided by the application layer in the UE. In this case, the UE uses the ProSe Layer-2 Group ID as the Destination Layer-2 ID, hence there is no privacy issue in converting the Application Layer Group ID into a Destination Layer-2 ID.   

As per TS 23.304 [1], when ProSe Layer-2 Group ID is not pre-configured for the Application Layer Group ID in the UE, the conversion from the Application Layer Group ID into a Destination Layer-2 ID is done by the UE. As the identifier is converted in the UE itself and not transmitted over any interface, it is unclear how linkability and traceability attacks can be performed against the UE. Therefore, it is recommended that the privacy protection of the ID conversion is left to UE implementation, which does not need to be standardized. 

This pCR proposes to make a conclusion for key issues #13 in TR 33.847 [2].
4
Detailed proposal

*************** Start of the Change ****************

7.13
Key Issue #13: Security and privacy of groupcast communication

As per TS 23.304 [16], the ProSe Layer-2 Group ID can be pre-configured for the Application Layer Group ID provided by the application layer in the UE. In this case, the UE uses the ProSe Layer-2 Group ID as the Destination Layer-2 ID.    

As per TS 23.304 [16], when ProSe Layer-2 Group ID is not pre-configured for the Application Layer Group ID in the UE, the conversion from the Application Layer Group ID into a Destination Layer-2 ID is done by the UE. Thus, the Application Layer Group ID is not transmitted over any interface. 
From the above ID conversion cases specified in TS 23.304 [16], it is concluded that privacy protection of the ID conversion should be done in ProSe application layer or UE depending on privacy requirements.

NOTE: The agreement for normative work is on key common principles and not on all details of the solutions

*************** End of the Change ****************
