3GPP TSG-SA3 Meeting #104-e 
S3-212921-r1
e-meeting, 16 - 27 August 2021










Revision of S3-20xxxx
Source:
Samsung
Title:
[MBS]Solution#13 evaluation 
Document for:
Approval
Agenda Item:
5.11
1
Decision/action requested

It is proposed to approve this pCR.
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References

[1] TR 33.850: Study on security aspects of enhancements for 5G Multicast-Broadcast Services (MBS)
3
Rationale

This pCR is proposed to include the following evaluation in clause 4, based on the following observations:
· Observation 1: As per SA2 MBS TS 23.247 (c.f., Clause 5.1), MBSF and MBSTF are optional entities (Excerpt from TS 23.247:  NOTE 1:
The MBSF is optional and may be collocated with the NEF or AF/AS, and the MBSTF is an optional network function.), leading to deployment scenarios without MBSF & MBSTF. In such deployment scenarios, proposed solutions terminating the security at MBSF or at MBSTF is not feasible.
· Observation 2: If any UE/UEs from MB group leaves the group, then the re-keying or the key update involves update of key for all members i.e., the main root key needs to be updated. Until key update is done for all members, new key cannot be used leading to availability of the service to the unsubscribed members.
· Observation 3: There will be multi-layer security (encryption and integrity protection) applied both over application and at PDCP layer (as security policy is per PDU session, as to protect certain traffic security is activated for all traffic of a PDU session; Operator/Regulator policy mandates activation of security at PDCP layer). Applying security at multiple layers may be redundant and overhead. 
In case of transport layer-based solution, the advantages are:

· Observation 4: PDCP layer based solution avoids multi-layer protection i.e., IP layer protection is not required.
· Observation 5: In case if any MBS group member leaves the group, it is efficient to do the Key update at RAN level by changing the key, instead of updating the session keys to all member. 
· Observation 6: The key distribution procedure aligns with the session management procedure as defined in SA2 and RAN groups. 
4
Detailed proposal

********* START OF CHANGES *********
6.13.3
Solution evaluation
This solution fulfils the potential security requirements given in the key issue#2&3. This solution provides the protection for the MBS traffic between the RAN and the UE (at PDCP layer). This solution provides the following aspects:

Supporting all deployment scenarios. As per SA2 MBS TS 23.247 (c.f., Clause 5.1), MBSF and MBSTF are optional entities (Excerpt from TS 23.247:  NOTE 1:
The MBSF is optional and may be collocated with the NEF or AF/AS, and the MBSTF is an optional network function.), leading to deployment scenarios with/without MBSF & MBSTF.
- PDCP layer based solution avoids multi-layer protection i.e., upper layer protection (IP layer protection) is not required.

- In case if any MBS group member leaves the group, it is efficient to do the key update at RAN level by refreshing the key KMBS-RAN, instead of updating the session key (KMBS) to all member. 

- The key distribution procedure aligns with the session management procedure as defined in SA2 and RAN groups. 
- The security granularity is cell-level  
Editor’s Note: Further evaluation on SMF managing key should be done
Editor’s Note: Further evaluation is FFS (after resolving Editor’s Notes in the solution)

********* END OF CHANGES *********
