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1
Decision/action requested

Add the proposed Key Issue to TR 33.875 [1].
2
References

[1]
TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
[2]
TS 33.501 "Security architecture and procedures for 5G System"

[3]
TS 29.510 "5G System; Network function repository services; Stage 3"

[4]
AdaptiveMobile White Paper “A Slice in Time: Slicing Security in 5G Core Networks”
3
Rationale

During discussion on GSMA LS S3-211383 on “Prevention of attacks on sliced core networks” in SA3 Meeting #103-e, it is understood that companies agree that first threat listed in the LS is real and possible:
The attack assumes the network function controlled by the attacker establishes a TLS connection with the Network Repository Function (NRF). The network function controlled by the attacker would make an API request (Nnrf_AccessToken_Get) to the NRF which uses the slice identity of the victim slice in the requesterSnssaiList field (3GPP TS 29.510, 6.3.5.2.3). The NRF would validate if the requesting network function is allowed to access the requested service offered by the shared network node (TS 33.501, 13.4.1.1.2). As the requested service would reside on a shared node it would issue a token for the shared network function which serves both the attacker’s slice and the victim slice. The issued token contain claims may include a list of NSSAIs or NSI IDs for the expected NF Service Producer instances. 
The network function controlled by the attacker would establish a TLS connection with the shared node and then use the token received by the NRF for requesting a service for the victim slice. The shared node would assume that the NRF has performed all authorization checks validate that the token by checking the AuthenticationTokenClaims. The validation of the AuthenticationTokenClaims would be going through and the requested service for the victim slice be granted to the attacker controlled network function. 

This implies potential access to resources and services which are intended for the victim slice.
A number of solutions were proposed and discussed in the meeting:

· NFc’s S-NSSAI can be included in CCA

· NFc’s S-NSSAI can be included in Access Token Grant

· NFc’s S-NSSAI can be included in NF Service Consumer’s certificate

· Having an authorization policy that clearly and securely inform the NRF (via some kind of secure configuration) of which NSSAI belongs to the NF service consumer 
· Per NF service consumer configuration at NRF which defines which NSSAI is applicable and acceptable for each NF instance
Additinally, some delegates preferred to pursue the goal of minimizing the configuration efforts on the "authorization policies at the NRF”
This pCR proposes to study the issue as part of this study so that issue can be studied in detail and solutions can be evaluated in a structured manner.
4
Detailed proposal
****** START OF CHANGES ******
5.X
Key issue #X: Authorization for Inter-Slice Access
5.X.1
Key issue details

GSMA LS S3-211383 on “Prevention of attacks on sliced core networks” identifies a number of issues related to SBA authorization framework. In the current SBA authorization framework, if an NF Service Consumer provides its NSSAI in the Access Token Get request to NRF, it cannot be verified by the NRF, as the NSSAI is neither a part of the certificate profile of NF Service Consumer, nor can it be assured that the NRF receiving the access token request contains the profile of the NF Service Consumer from which the request is received.
Additionally, currently there is no mechanisms specified if an NF Service Consumer is allowed to access resources belonging to a different S-NSSAI in the NF Service Producer. It is assumed that NRF uses local configurations while providing allowed NF Service Producer’s S-NSSAI in Access Token grant. 
This Key Issue studies SBA related aspects of the attack papers mentioned in the GSMA LS.



NOTE: In GSMA LS to SA3, it is assumed that an NF within a 3GPP network can be fully compromised, which is a rather strong assumption. This Key Issue only aims to strengthen the authorization mechanism for granting access to an NF within SBA.

5.X.2
Security threats
TBD
5.X.3
Potential security requirements
· 
· TBD
****** End OF CHANGES ******
