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1
Decision/action requested

It is requested to approve the pCR to update solution#3 of TR 33.839.
2
References

[1]
3GPP TR 33.839 Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC.
3
Rationale

This pCR is proposed to update solution#3 in TR 33.839.
4
Detailed proposal

*****Start of Change*****
6.3
Solution #3: Authentication/Authorization framework for Edge Enabler Client and Servers
6.3.1
Introduction

This solution addresses the security requirement for the Authentication and Authorization of EEC in key issue #1 and key issue #2, Key issue #6(for EDGE-1, EDGE-4 interfaces).

The Edge Configuration Server (ECS) act as the token server for issuance and validation of access tokens to the UE and also to the EES/EAS. Access tokens are issued to EEC for the Edge Computing service, after verification of the UE authenticity using AKMA service. AKMA service is used as to use the network access credentials for the UE’s authentication. Access token is used for authorization of the UE to access/obtain the Edge Computing service.   

6.3.2
Solution details
6.3.2.1
Authentication and Authorization procedure between EEC and ECS/EES
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Figure 6.3.2-1: Authentication/Authorization framework for Edge Enabler Client and Servers
Step 1: The UE performs the procedures as defined in TS 23.502 [5] to get the 5GC network access. 

Step 1A: At the end of the network access authentication procedure (Primary authentication and key agreement [TS 33.501, clause 6.1]), the UE and the AUSF are in possession of the key KAUSF.
Step 2A-2C: The UE and the AUSF derives the AKMA key as specified in TS 33.535 [6]. The AUSF provides the AKMA key to the AAnF as specified in TS 33.535 [6]. 
Step 2D-2J: The UE initiates the Initial provisioning procedure with the ECS and includes AKMA Key ID. ECS is Application Function (AF) for the AAnF as specified in TS 33.535 [6]. The ECS contacts the AAnF (using AKMA key ID) to obtain the corresponding key KECS (KAF) of the UE, if it does not hold a valid KECS of the UE or the AKMA Key ID provided by the UE is different from the previous AKMA Key ID. The AAnF provides the derived key (KAF) to the ECS for the Edge Computing service. The KECS is the AKMA Application Key (KAF) and derived as specified in TS 33.535 [6] by both the UE and the ECS. 
The key KECS is used by the ECS to derive the key KECS-PSK. The KECS-PSK is derived as defined in clause 6.3.2.1 of this document, which is used as the PSK to establish TLS between the EEC and the ECS. Once the KECS-PSK is derived, the ECS includes the CounterECS used to derive the KECS-PSK, to the UE in the initial provisioning response message. On receiving the initial provisioning response message, the UE derives KECS-PSK, as derived by the AUSF using the received CounterECS value. 
Step 2K: EEC establish the TLS session with the ECS, to secure the communication. TLS is used to provide integrity protection, replay protection and confidentiality protection for EDGE-4 interface. Mutual authentication is performed between the EEC and the ECS using TLS, based on pre-shared keys (KECS-PSK) following RFC 4279 [18] for TLS 1.2 and RFC 8446 [19] for TLS 1.3. 

Step 2L-2M: Once TLS session is created successfully, the EEC initiates the service provisioning procedure with the ECS (as specified in clause 8.3 in TS 23.558 [2]) over the established TLS. If the UE is authorised to access the EES, then the ECS generates (as detailed in clause 6.3.2.2 of this document) and provide the access token and ID token to the UE over the established TLS session. Additionally, the ECS may provide EES root CA certificate to the EEC, which is used to validate the EES's certificate.
Step 3: The UE performs EEC registration (as specified in clause 8.4.2 in TS 23.558 [2]) and discovery (as specified in clause 8.5 in TS 23.558 [2]) with the EES. 

Step 3A: Before sending the access token  and ID token to the EES, the UE and the EES establish a secure TLS connection using EES server certificate. Edge Configuration Server may provide EES  root CA certificate during the  initial provisioning procedure (Step 2M) to the EEC to validate the EES's certificate. TLS provides integrity protection, replay protection, and confidentiality protection over the EDGE-1 interface. It is required to protect and to provide the access token to an authentic EES.

Step 3C-3E: The UE initiates EEC registration procedure with the EES, including the access token and ID token obtained from the ECS in Step 2J. The access token and ID token included in registeration request provides authentication and the authorization check for the EEC registration request by verifying of the access token and ID token issued by the ECS to the UE. The EES obtains the token validation service from the ECS. 

Step 3F-3I: When the UE initiates EAS discovery procedure with the EES by including the same access token and ID token obtained from the ECS in Step 2M, if it is valid. Again, the EES obtains the access token validation service from the ECS. The EES also requests and obtains the token(s) from the ECS for the UE to grant access to the EAS(s). Then in response to the request, the EES includes the EAS access grant token(s), with relevant information like validity time, to the UE. 

If the obtained tokens from the ECS (in Step 2J) is not valid (due to time limitation), then the EEC requests ECS for a new access token as shown in figure 6.3.2-2. The token request message includes the necessary parameters to identify the EEC security context and parameters for authenticity verification. After verification of the authenticity, the ECS provides new tokens to the EEC, in response to the request.   
NOTE x:
The authorization between EAC and EAS is out of scope of SA3.

NOTE y: 
For completeness, Step 4A-4F details a possible procedure between the EAC and EAS.
Step 4A-4F: The UE obtains service from EAS, by producing the access token and ID token obtained from the EES, over the secure TLS connection. The UE also obtains security policy and the relevant tokens from the EES in Step 3I. Before sending the access token and ID token to the EAS, the UE and the EAS establish a secure channel using EAS server certificate. It is required to protect and to provide the access token and ID token to an authentic EAS. The EAS obtains the token validation service from the ECS via EES. After successful validation of the tokens, the UE obtains the Edge Computing service from the EAS.
6.3.2.2
KECS-PSK derivation 

KECS-PSK generation is performed using the key derivation function (KDF) specified in Annex B.2.0 of TS 33.220 [8]. When deriving a KECS-PSK from KECS, the following parameters, KECS and CounterECS are used to form the input S to the KDF.

To generate the KECS-PSK, the ECS use a counter, called a CounterECS. The EEC and the ECS associates a 16-bit counter, CounterECS, with the key KECS. The ECS initializes the CounterECS to 0x00 0x01 when the KECS is derived. The EEC and the ECS maintains the CounterECS for lifetime of the KECS. The ECS sets the CounterECS to 0x00 0x02 after the first derived KECS-PSK, and monotonically increment it for each additional derived KECS-PSK.

The CounterECS is incremented by the ECS for every new computation of the KECS-PSK. The CounterECS is used as freshness input into KECS-PSK derivations, to mitigate the replay attack. The ECS sends the value of the CounterECS (used to generate the KECS-PSK) to the EEC. The EES accepts CounterECS value that is greater than stored CounterECS value. The ECS suspends the Initial provisioning procedure, if the CounterECS associated with the KECS is about to wrap around. When a fresh KECS is generated, the CounterECS at the ECS is reset to 0x00 0x01 and the ECS resumes the Initial provisioning procedure.

6.3.2.3
Access token generation

The access token is opaque to EEC and is consumed by the EES. The access token shall be encoded as a JSON Web Token as defined in IETF RFC 7519 [30].  The access token shall include the JSON web digital signature profile as defined in IETF RFC 7515 [29]. The access tokens shall convey the standards-based claims as defined in IETF RFC 7662 [31].

NOTE: Additional claims to be conveyed by access token is up to the EDGE service requirement.
6.3.2.4
ID token

The ID Token can be a JSON Web Token (JWT) and contain the standard claims as defined in by the OpenID Connect 1.0 specification [xx] and are required for EDGE service implementation. 
NOTE: Additional claims to be conveyed by ID token is up to the EDGE service requirement.
******2nd Change******
2
References

[xx]
OpenID Connect 1.0: "OpenID Connect Core 1.0 incorporating errata set 1", http://openid.net/specs/openid-connect-core-1_0.html.
*****End of Change*****
�Clause title is introduced to avoid hanging paragraph 
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