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1
Decision/action requested

The contribution proposes to update Sol#19 with an equipment identity check for authorization.
2
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3
Rationale

Sol#19 in [1] proposes a mechanism for UE onboarding without deployment of a default credential server, which does not include authentication of the UE.
It has been discussed during the last meetings whether a large number of UEs could register for onboarding potentially leading to an overload of the onboarding network. Therefore, this contribution suggests extending sol#19 with an optional equipment identity check executed after primary authentication, which allows the onboarding network to limit access to onboarding UEs on a preconfigured list of allowed UEs.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
**** START OF FIRST CHANGE ****
6.19
Solution #19: Secure onboarding without client authentication 

6.19.1
Introduction

This solution addresses key issue#4 Securing initial access for UE onboarding between UE and SNPN. The scope of the solution is limited to cases, in which the subsequent onboarding shall be executed using a restricted PDU session.

In this solution one-way authentication including 5G key hierarchy is executed. The main difference to other solutions is that the network does not authenticate the UE, e.g., no peer authentication is applied during EAP-TLS authentication, The main difference of the modified variant with respect to EAP-TLS is that it does include server authentication only, but no client authentication.

That is, no default credentials or default credential server needs to be involved. Default credentials will be used only during the actual provisioning step, which is outside the scope of this solution.

A O-SNPN can get a certificate from well know certificate authorities, which are trusted by the ecosystem. This could be GSMA or another industry association capable of operation a certification program. The CI role can be delegated to companies which can handle this like for the case of eSIM. In this case the device manufacturer just needs to install the set of relevant root CA certificates on the UE. Selection and operation of the CAs is out of scope of this solution.

In case the onboarding UE has been configured with the identities of one or several allowed  O-SNPNs (for instance by the user using the UE's user interface), the onboarding UE can fully authenticate and authorize the O-SNPN using the installed root CA certificates..

If the UE has not been configured with identities of allowed O-SNPNs, the UE can still authenticate the O-SNPN, i.e., verify the validity of the O-SNPN certificate. For the actual provisioning the onboarding UE will establish a secure channel to the provisioning server and execute mutual authentication and authorization with the provisioning server independent of the O-SNPN. Thus, security does not rely on the UE authorizing the O-SNPN as part of primary authentication.
Since no client authentication is required, a potentially large number of UEs can blindly request onboarding from the O-SNPN. This problem can be mitigated by executing an Equipment Identity Check using the PEI of the onboarding UE. This implies that the UE provider needs to provide the PEI to the onboarding network owner prior to onboarding the UE.
6.19.2
Solution details

Figure 6.19.2-1 shows a generalisation of the solution. 
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Figure 6.19.2-1: initial access and sharing of identity.

1.
The UE sends a Registration Request including a SUCI to the network.
As an example the SUCI can be constructed in such way that the SUCI's Home Network Identifier HNI is set to a fixed predefined string, like "onboarding", which can be used by the 5GS to determine that the UE is requesting access without client authentication for onboarding purposes. The scheme output of the SUCI can be set to an empty string Alternatively also new registration type specified by SA2 could be utilized for the purpose of finding out that the UE is requesting unauthenticated access for onboarding purposes. In this case HNI and scheme output can be set to empty strings.
Note: Details can be defined during normative phase based on available solutions defined by SA2.

2.
AMF / SEAF forwards request to AUSF.
3.
Based on the received SUCI the AUSF concludes that the UE wants to execute unauthenticated access and selects a corresponding EAP-TLS method configured without client authentication. The selection of the EAP method might be carried out by the AUSF, or the AUSF might invoke the UDM for this (not shown in Figure 6.19.2-1)

Note: Decision of whether UDM needs to be involved can be taken during normative work based on available options from SA2.

4.
UE and AUSF execute EAP based authentication using the selected EAP-TLS method. This is following the procedure in TS 33.501 [2] described for EAP-TLS except that the selected EAP-TLS method without client authentication.

5.
Before the last step of the EAP procedure the AUSF calculates KAUSF and KSEAF as defined in TS 33.501 [2], i.e., The EMSK resulting from the executed EAP session is used as input for the derivation of KAUSF.

6.
The AUSF returns response message including EAP Success message, KSEAF and SUPI. The SUPI is set to a predefined constant value, which indicates to the SEAF that the UE has not been authenticated. 

7.
AMF / SEAF finalizes the EAP session towards the UE.
8.
SEAF calculates the KAMF as specified in 3GPP TS 33.501 [2] with the difference that not a real SUPI, but a reserved string is used as input to the key derivation function. The calculation of the remaining 5G keys is according to 3GPP TS 33.501 [2].

9.
UE calculates all 5G keys according to the definitions in TS 33.501 [2], with the difference that not a real SUPI but the same reserved string also used by the SEAF is used as input to the key derivation function.
10.
UE and AMF establish security context as defined in TS 33.501 [2].

11.
AMF and UE exchange Identity Request/Response messages to obtain UE's (PEI) (as defined in TS 23.502 [6]), e.g., based on local configuration in AMF.

12.
AMF sends Equipment Identity Check Request to the EIR using PEI as input parameter.

13.
EIR checks, if PEI is on an Allowed-List of UEs, which are entitled for onboarding.

Note: The PEI based identity check might be optional for the O-SNPN. Therefore, it is up to the O-SNPN, if it wants to make use of this additional security mechanism. However, a UE, which wants to use unauthenticated access for onboarding must support Identity Request/Response message.
Note: The PEI of the onboarding UE has been added to the O-SNPNs Allowed-List prior to the onboarding. That is, the device owner, which is an entity or person trusted by the O-SNPN, has provided the PEI of the UE to the O-SNPN. 

Note: The PEI sent from the UE to the AMF is not cryptographically protected. That is a malicious UE might simply send the PEI of another UE. However, since the authorization is done by the EIR using a positive list, an attacker might need to know or guess a valid PEI. Furthermore, the authorization using the PEI, is just used to avoid overload situations of the O-SNPN and is not used to derive any security association. The actual mutual authentication and authorization between UE and PVS will take place during the subsequent provisioning step, which is outside the scope of this solution. 

14.
If UE's PEI was on the Allowed list, the AMF will reply with a positive response.

15. AMF confirms Registration 

After the one-way authentication and optionally PEI based authorization has been executed, the UE can request a restricted PDU Session as studied in TR 23.007-7 [3] and currently standardized in TS 23.501 [4]. The actual provisioning of the Subscriber profile is executed subsequently and outside the scope of this solution.

6.19.3
System impact

The solution has impact on the following system components:

UE: 

Support of EAP-TLS without client authentication

AUSF:

Support of EAP-TLS without client authentication
EIR: 
The EIR needs to hold a list with PEIs of onboarding UEs, which are entitled for onboarding, and authorize onboarding UEs based on this list.
6.19.4
Evaluation

This solution provides an approach for how an onboarding UE can attach to an onboarding network without usage of a default credentials server. It relies on one-way authentication, i.e. the UE authenticates the network, but the network does not authenticate the UE.
Unauthenticated UE could connect to the onboarding network for purposes other than provisioning but can be prevented by restricting onboarding connectivity to trusted provisioning servers as one solution among others. In this solution, UE is not authenticated. This means an adversary can register any number of UEs and exhaust the resources in the onboarding network. Furthermore, such registered malicious UEs can be used to send any amount of control plane messages to the NFs in the onboarding network, the implications of which has not been fully studied. To mitigate the overload risk, the O-SNPN can utilize Equipment Identity Check and authorize onboarding UEs based on its PEI. This also implies that the UE provider shall provide the PEI’s to the OSNPN prior to onboarding.
The solution could be used for initial access for provisioning protocols like the consumer variant of GSMA RSP [3]. GSMA RSP is self-contained and doesn’t have any security requirements for the transport layer.  
**** END OF FIRST CHANGE ****
**** START OF SECOND CHANGE ****
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

DCS
Default Credential Server

EIR
Equipment Identity Register

ON
Onboarding network
PEI
Permanent Equipment Identifier
PS
Provisioning Server

SO
Subscription Owner

**** END OF SECOND CHANGE ****
**** END OF CHANGES ****
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