3GPP TSG-SA3 Meeting #104-e 
draft_S3-212765-r1
e-meeting, 16 – 27 August 2021
Source:
Philips International B.V.
Title:
Update Solution 11 for reduced key update overhead
Document for:
Approval
Agenda Item:
5.11
1
Decision/action requested

Acceptance of improvements in Solution #11 of TR33.850.
2
Rationale

This proposal describes how to reduce the signalling overhead for key update in Solution #11 by applying the same technique described in Solution #9. During the preparation call prior to SA3#104-e some companies asked about the differences between the solutions. The following figure illustrates the trade-offs in performance for an exemplary scenario with N=9 UEs in which UE number two leaves the group and triggers the update of the group key, i.e., MTK using the notation in Solution #11.
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In this figure:

· (L) On the left, we see what it takes to perform this update, namely N-1=8 one-to-one interactions with each UE to update the new MTK. Once this is done, the MBS traffic can be distributed protected with the new key. 
· (M) In the middle, we see this proposal. In this case, the N=9 UEs are divided into SQRT(N)=3 sets each of them having a different transport key TK. Since UE2 left the first set, then only the TK of the first set needs to be updated by means of SQRT(N)-1=2 messages. Once this is done, the MBS traffic can be distributed protected with the new MTK. This new MTK is distributed to all UEs protected with the three TKs.

· (R) On the right side, we see how the current solution #11 could be used to have a signaling equivalent to this proposal. This would be done by having SQRT(N)=3 groups, each with a different MTK, i.e., a different instance of the current Solution #11. The penalty is that the MBS traffic needs to be protected with SQRT(N)=3 different MTKs and transmitted SQRT(N)=3 times in parallel. 

Thus, this proposal provides better signalling and communication overhead than the alternatives.
This proposal also has benefits regarding interoperability with the LTE solution in TS 33.246. The main reason is that the LTE solution uses a (single) MSK to transport the MTK, such a MSK is missing in the current solution #11. This proposal, proposes using multiple TKs – equivalent to LTE’s MSK – to transport the group key (equivalent to LTE’s MTK), in other words, the key hierarchy of this proposal is more similar to the one used in LTE.  This can facilitate mobility aspects when a UE moves between LTE and 5G networks. 
Solution #9 is applied in this proposal to improve the signaling performance of Solution #11, the signalling overhead of an LTE-based solution can be improved in a similar way.
3
Detailed proposal

***
BEGIN OF 1st CHANGE
***
6.9.2.2 
Key update conditions

Refering to TS 33.246-C.4 (R5c), the key update conditions depend on the operator and might include:

1. the effect of subscribed users distributing decryption keys to non-subscribed users should be controllable.

2. users that have joined an MBS User Service, but then left, should not gain further access to the MBS User Service without being charged appropriately

3. users joining an MBS User Service should not gain access to data from previous transmissions in the MBS User Service without having been charged appropriately
The key update protocol supports the operator to perform re-keying as frequently as necessary in an efficient way. 

· To address 1), the GK must be updated in a regular basis based on a policy deployed to RAN.

· To address 2) and 3), a new GK must be distributed to all devices. In the case of the communication optimized approach, the corresponding TK must be updated first. 
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Figure 6.9.2.2-1. Definition and distribution of key update conditions
To implement these key update conditions, the (MB-)SMF has to define and deploy key update policies to RAN via AMF (Step 1 and 2 in Figure 6.9.2.2-1) and the (MB-)SMF has to monitor key update condition events, e.g., when a user leaves or joins, and inform RAN via AMF (Step 4 and 5 in Figure 6.9.2.2-1). The RAN key update actions (Step 3 and 6 in Figure 6.9.2.2-1) might be any of the actions done by RAN in Figures 6.9.2-1 and 6.9.2-2.
6.9.2.3
Applicability to other solutions 
The communication optimized approach described above has been used in the context of Solution #1 and Solution #2 (Section 6.2.2.1) and it is easily applicable to other solutions to reduce the key update signaling overhead. For instance, in Solution #11, the communication overhead of the key update mechanism in terms of point to point messages – Step 6 in Figure 6.11.2 -1 – can be reduced from N messages to ~ SQRT(N) messages, where N is the number of UEs in connected state that joined the MBS session, as follows:

· In Step 1, the MBSF-C has to generate M different Transport Keys (TKs) and distribute them to MBSF-U and UEs. As in the communication optimized approach: 
· (1) each UE has a unique security key (NAS security), a TK, and a MTK. This section uses the term MTK as in Solution #11 whose role is equivalent to GK used in this section above. These keys are independent of each other; 
· (2) a NAS protected message is used to securely distribute the TK and the TK is used to securely distribute the MTK. Both TK and MTK can also be distributed to the UE at the same time; and 
· (3) disjoint sets of L UEs receive the same TK so that M•L ( N, where N is the total number of devices.
· In Step 3, the MBSF-C has to generate a new TK for the L-1 UEs in the same set of a UE whose authorization info has changed.
· In Step 4, KID2 is replaced by KID2’. KID2’ includes the identifier of the new MTK, KID2, concatenated (indicated as “|”) with the MGKM message defined above:
KID2’ := KID2|MGKM
Note 1: The MGKM message is generated by the MBSF-C and combined with KID2 into KID2’ to avoid the integration of any security functionalities into the MBSF-U.
Note 2: Details on the structure of KID2’ that acts as a container of KID2 and MGKM can be discussed during normative phase.
· In Step 5, the MBSF-C distributes the new TK to the (MB-)SMF.
· In Step 6, ONLY the L-1 UEs that shared the same TK as the UE whose authorization info has changed are updated by means of a point to point connection. This means that only L-1 unicast interactions are required, instead of N. These unicast messages are NAS protected.
· In Step 8, the MBSF-U uses MTK2 to protect the MBS traffic. The MBSF-U appends KID2’ to the message. A UE uses: (1) KID2 in KID2’ to determine the usage of a new MTK and (2) if the UE did not receive MTK2 in Step 6 by means of a unicast message, the UE uses the MGKM in KID2’ to access the new MTK2 by using its TK to decrypt/verify MTK2.
With this modifications, the key update overhead in Solution #11 is proportional to the square root of the number of UEs in the MBS session. This optimized signalling approach in 6.11.2.1 also facilitates interoperability with LTE networks. 

6.9.3
Evaluation
This solution addresses Key issue #2 to manage, distribute, and update the keys required to protect the MBS traffic.
Editor’s Note: Further evaluation is FFS.
***
END OF 1st CHANGE
***
