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5.1
1
Decision/action requested

Acceptance of conclusions in Solution #24 of TR33.809.
2
Rationale

This proposal adds a new conclusion based on RAN 2 evaluation (S3-211427) focusing on the functionality used when the UE is in connected state:
- Based on RAN 2 evaluation (S3-211427): ‘the reporting RSRP/RSRQ/RSSI/beam level information of SSB or CSI-RS is supported since Rel-15’. This means that the approach proposed for connected mode (first bullet in 6.24.2.3) in which the UE reports the used beam and the network compares them with the used ones is feasible to implement without big changes.
This proposal adds a remark to an existing conclusion statement as follows. It is true that base stations that do not support beam forming cannot support this solution, but it is also true that if the solution is not supported, base stations that support beam forming are prone to attacks as in this solution. 
- Beamforming is not a compulsory feature. This means that base stations that do not support beam forming cannot support this solution. On the other hand, if this solution is not implemented, base stations that support beam forming are prone to the attacks described in this solution.

Finally, this proposal removes the following “Editor's Note: Feasibility and effectiveness in a real environment are for FFS.” since the text of the solution refers to real-world experiements and states: “Real-world experiments, e.g., [27], indicate that the measured SB# power distribution correlates with the expected beam distribution.”
This proposal adapts existing “Editor's Note: RAN needs to evaluate the potential impact.” Into “Editor's Note: RAN needs to evaluate the potential impact in IDLE mode.” Since RAN 2 evaluation (S3-211427) shows that the feasibility of the procedures in connected mode.
2
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.24.2.3 
UE Operation (CONNECTED mode)

When the UE is in RRC-Connected state, the UE keeps scanning and reading SSBs and measuring the SS. If a UE is connected to a base station, and its SS is low, e.g., when it changes its position, while the SS of other cells are higher, then the UE can take the decision to switch cells. 

Once the UE has joined a base station, the UE provides the network with measurements regarding the measured radiation patterns at certain positions when obtaining the SSB and the computed SS. This information can be used by the network to (i) verify the UE decisions, (ii) centrally identify FBS updating INFO_gnb, or (iii) improve the algorithm to compute SS score. In particular:

- the UE can provide the network with information about the beams that have been used for communication over time, i.e., including beam index and timing. The network can compare this information with the beam indexes that were used by the UE. If these two sets of information differ, then the network can detect the FBS presence.

- the Network configures the UE to do specific CSI measurements and reporting using a protected RRC message. Being protected, the specific CSI instruction to the UE, and measurements report from the UE are only known between the real base station and the UE, not to any MitM. This method is used to detect the presence of a potential FBS.

6.24.2.4 
Network operation

Network initialization: The network is in charge of tracking of the positions of base stations and their radiation patterns. 

(UE in IDLE mode) When a UE enters in a given area, the network is in charge of distributing INFO_gnb to the UE.

(UE in CONNECTED mode) The network collects from the UE information in a secure way about the radiation pattern that a UE observes from different base stations at different locations. This information can be used together with other parameters, by the network to:

-
Verify the computations by the UE,
-
Detect the presence of FBSs and MitM devices,
-
Estimate the position of FBS,

-
Improve the SS computation algorithm on UE.
6.24.3
Evaluation

This solution supports KI#3 partially, as follows:
- This solution allows UEs to detect FBS both in IDLE and CONNECTED modes
- During IDLE mode, an attacker might be able to carry out a tailored attack against UEs at a specific area.  Thus, this solution acts as an additional line of defense that allows the majority of the UEs to detect and avoid FBS even before SIB1 is acquired

- Beamforming is not a compulsory feature. This means that base stations that do not support beam forming cannot support this solution. 
- Based on RAN 2 evaluation (S3-211427): ‘the reporting RSRP/RSRQ/RSSI/beam level information of SSB or CSI-RS is supported since Rel-15’. Therefore, the approach proposed for connected mode (first bullet in 6.24.2.3) in which the UE reports the used beam and the network compares them with the used ones is feasible to implement without big changes.
Editor's Note: Feasibility and effectiveness in a real environment are for FFS.
Editor's Note: RAN needs to evaluate the potential impact in IDLE mode.

Editor's Note: The complexity of the storage and management of gNB information on the UE, while the UE is mobile, is FFS.
***
END OF 1st CHANGE
***
