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1
Decision/action requested

Update of conclusions in Solution #23 of TR33.809.
2
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.23.3
Evaluation

This solution detects and blocks replay attacks of resource blocks at MAC/PHY layer without requiring time checks that need tight time synchronization, and in this way, solves, e.g., KI#5 and KI#7. This solution also solves the first requirement in KI#3, but it does not prevent a UE from camping on a FBS (second requirement in KI#3). This solution could be used in combination with Solutions for KI#2 when those solutions are still prone to replay attacks. 

This solution has several features: 

This solution derives K_PHYint from K_gNB. This implies that the solution only starts operating once AS security has been established. For devices that do not support AS security, then other key derivation may be implemented without requiring them to use AS security. 
This solution requires modifications in gNB and UE to:

· implement the Cryptographic CRC,

· derive K_PHYint,

· signal (gNB) and process (UE) the CRC-C security capability.
Editor’s note: Further evaluation about the impact on PHY processing changes is FFS. 
***
END OF 1st CHANGE
***
