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1
Decision/action requested

This contribution proposes to add a new key issue on authorization mechanism negotiation.
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3
Rationale

It is specified in TS 33.501 [2] clause 13.3.0 that static authorization can be used for authorization when token-based authorization is not used. However, two PLMNs may have the roaming issue if the authorization mechanism is not aligned between them. For example, when the NF service consumer (NFc) deployed in one PLMN only supports static authorization, and the NF service producer (NFp) deployed in the other PLMN only supports OAuth authorization, the NFp will reject the NF service consumer. 

On the other hand, TS 29.510 [xx] defined an oauth2Requried indicating that OAuth authorization is required for the NFp service access, which will be sent back to the NFc via the discovery response. Accordingly, NFc shall get the token before consuming the NFp services. Hence, NFc that only supports the static authorization will not be able to consumer the service provided by the NFp. However, how to handle the failure issue when the NFc only support static authorization is not clarified
4
Detailed proposal

It is suggested to approve the following changes.

*************** Start of the 1st change ****************

5.x
Key issue #x: Authorization mechanism determination
5.x.1
Key issue details

It is specified in TS 33.501 [2] clause 13.3.0 that static authorization can be used for authorization when token-based authorization is not used. However, two PLMNs may have the roaming issue if the authorization mechanism is not aligned between them. For example, when the NF service consumer (NFc) deployed in one PLMN only supports static authorization, and the NF service producer (NFp) deployed in the other PLMN only supports OAuth authorization, the NFp will reject the NF service consumer. 
On the other hand, TS 29.510 [xx] defined an oauth2Requried indicating that OAuth authorization is required for the NFp service access, which will be sent back to the NFc via the discovery response. Accordingly, NFc shall get the token before consuming the NFp services. Hence, NFc that only supports the static authorization will not be able to consumer the service provided by the NFp. However, how to handle the failure issue when the NFc only support static authorization is not clarified. 

The key issue will investigate solutions allowing the two operators to determine the final authorization mechanization. 
5.x.2
Security threats

The SBA service authorization will fail in the roaming case if the authorization mechanism is not aligned between them.

5.x.3
Potential security requirements

The 5GS should provide a mechanism that allows two PLMNs to determine the final authorization mechanization.  
*************** End of the 1st change ****************

