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1
Decision/action requested

This contribution proposes to add the Security requirements.
2
References

 [1] TR 33.558 

3
Rationale

It is proposed to add the security requirement for the edge computing defind in TS 23.558.
4
Detailed proposal

It is suggested to approve the following changes.

*************** Start of the 1st change ****************

5
Security requirements
 
5.1
General security requirements

The Edge application architecture defined in the TS 23.558 [xx] shall satisfy the following requirements. 
5.1.1 Authentication and Authorization.

Authentication and Authorization between Edge Enabler Client (EEC) and Edge Configuration Server (ECS): Edge Configuration Server (ECS) shall be able to provide mutual authentication with Edge Enabler Client (EEC) over EDGE-4 Interface. ECS shall be able to determine whether EEC is authorized to access ECS’s services.

Authentication and Authorization between EEC and ECS: Edge Enabler Server (EES) shall be able to provide mutual authentication with EEC over EDGE-1 Interface. EES shall be able to determine whether EEC is authorized to access EES’s services.

Authentication and Authorization between Edge Enabler Server (EES) and ECS: ECS shall be able to provide mutual authentication with EES over EDGE-6 Interface. ECS shall be able to determine whether EES is authorized to access ECS’s services.

Authentication and Authorization in EES capability exposure to EAS: EES shall be able to provide mutual authentication with EAS over EDGE-3 Interface. EES shall be able to determine whether EAS is authorized to access EES’s services and expose EEC Capabilities. The Edge application architecture shall support EASs to obtain user's authorization in order to access to user's sensitive information (e.g. user's location).
NOTE1: The corresponding security requirements defined in TS 23.558 is AR-5.2.6.2-a/d/e/f/g. 

5.1.2 Interface security
Confidentiality protection, integrity protection, and replay-protection shall be supported on the EDGE-1-4, and EDGE 6-9 interfaces.

NOTE2: The interfaces is defind in the Figure 6.2.4 of TS 23.558 [xx]. The corresponding security requirements defined in TS 23.558 [xx] is AR-5.2.6.2-c.
NOTE3: Security requirement of EDGE 5 is out of scope of this specification, since its details is out of scope of this release of this specification, according to TS 23.558 [xx].
The security requirements AR-5.2.6.2-b defined in TS 23.558 [xx] that relies on the Edge Computing Service Provider, is out of scope of this specification. The privacy requirements AR-5.2.6.2-h defined in TS 23.558 [xx] is implicitly supported, since all the interfaces will be security protected.
*************** End of the 1st change ****************

