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1
Decision/action requested

This contribution proposes the conclusion for KI#2.
2
References

[1] TR 33.839 v040

3
Rationale

5.2.3
Potential Security Requirements

Edge Configuration Server(ECS) Requirements:

Edge Configuration Server(ECS) shall be able to provide mutual authentication with Edge Enabler Client over EDGE-4 Interface.

Edge Configuration Server(ECS) shall be able to determine whether Edge Enabling the client is authorized to access provisioning services offered by Edge Configuration Server(ECS).

It is proposed to conclude the solution for this requirement.
4
Detailed proposal

It is suggested to approve the following changes.

***************************Start of change ****************************

7.2
Conclusions for Key Issue #2
It is concluded are as follows:
Authentication issue between EEC and ECS:
- 
Server (ECS) side certificate authentication using TLS + Client (EEC) side authentication using application layer based mechanism (such as token) generated by the ECSP or a third party
· Solution #17 are recommended as the baseline for the normative work on this aspects.

NOTE 1: Using TLS as described above also allows certificate-based client authentication to be performed if the UE has been provisioned with suitable keys and certificate(s). No specific method of provisioning the keys and certificate(s) is to be standardised.
NOTE 2: Application layer based mechanism is optional. The formulation could be left during the normative phase.
· GBA based authentication

· Solution #29 is recommended as the baseline for the normative work

Editor’s Note: Other mechansims (such as AKMA, AKMA for non-roaming only, Kamf based solution for roaming case) are FFS.
Authorization issue between EEC and ECS
· Using the static authorization by the ECS for the ECS service authorization.

GPSI verification
-
Solution #17 is recommended as the baseline for the normative work on the GPSI verification by IP translation.
Editor’s Note: Mechansims including #17 for GPSI verification are FFS.

***************************End of change****************************

