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1
Decision/action requested

Approve the pCR below to add conclusion to Key Issue #12 in TR 33.847
2

Rationale

This contribution aims to conclude Key Issue #12. This contribution reflects the agreed potential baseline during the teleconference, that is:
‘Rapporteur: V2X security defined in TS 33.536 shall be the baseline for normative work, plus some enhancements introduced in Sol#7, Sol#23, Sol#27, Sol#28, and Sol#33 if they are approved by SA3.
Decisions: As above, need to solve the bidding down attack.’
3
Detailed proposal
*** BEGIN CHANGES ***
7.X
Conclusions for Key Issue #12

For Key Issue #12, the following is taken as conclusions:
-
If the principle for the eV2X PC5 unicast link establishment in TS 33.536 [8] is reused (i.e. both signalling and user plane have on-demand security negotiation), it is concluded that the bidding-down attack caused by unprotected PC5 signalling link needs to be solved in the normative phase.
-
It is concluded that the security mechanism in Solution #7 is taken as the basis for normative work if signalling has mandatory security protection and user plane uses on-demand security.
-
It is concluded that the one-to-one communication establishment failure caused by security policy mismatch needs to be solved in normative phase by using Solution #27 and Solution #28 as the basis or developing new solutions.
-
The following security mechanisms in Solution #23 is taken as basis for normative work to provide means for secure refresh of UE security context: During the direct discovery with 5G DDNMF for direct communication, UE gets the keys for PC5 connection and the associated key validate time.

NOTE: Further details for secure refresh of UE security context will be finished during the normative phase.
*** END OF CHANGES ***

