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1	Decision/action requested
Approve the proposed pCR as normative text
2	References
[1]	
3	Rationale
This contribution proposes the UAA procedure based on the agreed principle in the study. It is in-line with SA2’s procedure as well. 
4	Detailed proposal
[bookmark: _Toc72825761]pCR
***	BEGINNING OF CHANGES (all text new)  ***
[bookmark: _Toc73974983]X.x.2	UAA procedures
X.x.x.2.1	UAA Procedure at Registration
The UAA procedure at registration is triggered by an AMF with the details described below. The below description considers only the security related parameters (for full details of the flows see TS 23.256 [aa]). For an AMF initiated re-authentication, the procedure starts from the step 2. 
1. The AMF decides to triggers the UAA procedure. UUAA shall only be triggered if the UE has provided a CAA-Level UAV ID and has a valid Aerial UE subscription. AMF may skip UUAA if the UE has completed UUAA succussfully before. as described in Clause X.x.x.1 
2. The AMF shall sends a message Nnef_Auth_Req to the UAS NF, including the GPSI and the CAA-Level UAV ID., and a transparent container including the Aviation Payload if provided by the UE. 
Editor's note:	Whether the transparent container is delivered to the USS based on the EAP/Diameter mechanism or an API-based mechanism is FFS.	Comment by Qualcomm: Dis-agree that this is open.
3. The UAS NF sends an Authentication Request to the USS. The Authentication Request shall includes the GPSI and, the CAA-Level UAV ID and the transparent container. 
4. The USS and the UE exchange multiple Authentication messages: 
4a. The USS replies to UAS NF with the Authentication Response message. It shall include the GPSI, a transparent container composed of an authentication message. 
4b. The UAS NF sends the transparent container received in 4aor to the AMF with the GPSI and the transparent container.
4c. The AMF forwards the transparent container to the UE over NAS MM transport messages. 
4d. The UE responses the AMF with a Authenticaiiton message embedded in a transparent container over a NAS MM transport message. 
4e. The AMF sends a message Nnef_Auth_Req to the UAS NF, including the GPSI and the CAA-Level UAV ID, and the transparent container including the Authentication message provided by the UE.
4f. The UAS NF sends an Authentication Request to the USS. The Authentication Request shall includes the GPSI, the CAA-Level UAV ID and the transparent container.
NOTE: Multiple round-trip messages (4a to 4f) may be as required by the authentication method used by USS.
Editor's note:	If multiple authentication methods are supported, it is FFS how an authentication method is negotiated/selected. If only one authentication method is supported, the details of steps 4a-4b will be updated accordingly. 	Comment by Qualcomm: Disagree that this is an issue for 3GPP
5. The USS sends the UAS NF an Authentication Response message. The Authentication Response shall include the GPSI, the UAA result (success/failure), the authorized CAA-level UAV ID, the USS Identifier, and a transparent container composed of Authorization Payload to for the UAV if provided by the USS. 
The UAS NF stores the GPSI, USS Identifer (and the binding with the GPSI) and the CAA-level UAV ID (and the binding with the GPSI). 
NOTE: The contents of the Authorisation Payload is not in the scope of 3GPP.
NOTE 2: The Authorisation Payload can be used to carry UAS security information between the USS and UAV. The content of UAS security information (e.g. key material to help establish security between UAV and USS) is not in 3GPP scope.
Editor's note:	the content of the transparent container is FFS. 
6. The UAS NF sends the AMF an Authentication Response message, including the GPSI, the UAA result (success/failure), the authorized CAA-level UAV ID, and the transparent container received in step 5.  
7. The AMF sends the UAA result (success/failure) and transparent container received in step 5 to the UE. 
The message(s) used in step 7 and and any further actions the AMF takes are given in TS 23.256 [aa].	Comment by Qualcomm: Trying to make this a generic procedure, i.e. re-auth is not the same as first auth in terms of AMF action 
an NAS MM transport message, forwarding the authentication message from the USS including the authentication/authorization result (success/failure). 
The AMF stores the results, together with the GPSI and the UAS-ID
8a. If UAA succeeds, the AMF shall trigger a UE Configuration Update procedure to deliver to UAV the authorization information from USS received at step 7.
8b. If UAA fails, the AMF may trigger Network-initiated Deregistration procedure based on its local policy. 
If UAA fails for a Re-authentication and there is any PDU session established for UAS services, the AMF may trigger the PDU Session release procedure to release the PDU sessions invovled.



Figure 5.2.2.2-1: UUAA Procedure at Registration	Comment by Qualcomm: Need revising to fit above

***	END OF CHANGES   ***
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