3GPP TSG-SA3 Meeting #104-e 
draft_S3-212562-r2
e-meeting, 16 - 27 August 2021










Revision of S3-20xxxx
Source:
ZTE
Title:
Update the solution #11
Document for:
Approval

Agenda Item:
5.17
1
Decision/action requested

This contribution proposes to update the solution #11.
2
References

[1]
3GPP TR 33.64 "Study on the security of Access and Mobility Management Function (AMF) re-allocation".

3
Rationale

This contribution proposes to update the solution #11. This contribution try to reuse de-registration procedure instead of the UCU procedure.

The contribution does not change the existed de-registration procedure, so the solution has no impact on the UE. 
This contribution also proposes to add  some analysis about the how the solution work in the different connective case and remove the relevant ENs.
4
Detailed proposal

**** 1st CHANGE ****

6.11
Solution #11: Solution for AMF re-allocation by triggering a new registration procedure
6.11.1
Introduction

This solution address Key Issue #1: "Security of AMF re-allocation procedures". 
This solution uses DEREGISTRATION REQUEST message to trigger the UE to start a new registration procedure. 
As specified in TS 24.501 [4] clause 5.5.2.1, the de-registration procedure is used by the network to inform the UE to re-register to the network.
As specified in TS 24.501 [4] clause 5.5.2.3.2:

“Upon receiving the DEREGISTRATION REQUEST message, if the DEREGISTRATION REQUEST message indicates "re-registration required".....The UE shall send a DEREGISTRATION ACCEPT message to the network and enter the state 5GMM-DEREGISTERED for 3GPP access. Furthermore, the UE shall, after the completion of the de-registration procedure, and the release of the existing NAS signalling connection, initiate an initial registration
......

If the de-registration type indicates "re-registration required", then the UE shall ignore the 5GMM cause IE if received.”


















As the N1 NAS signalling connection is released, so the UE can accept the unprotected NAS message.

Compare with solution#5, this solution uses Registration Accept to transmit 5G-GUTI without the re-register indication, which is specified in solution#5, so no new IE is involved, And this solution uses DEREGISTRATION REQUEST message to trigger a new registration procedure.

6.11.2
Solution details
Figure 6.11.2-1 shows the solution steps: 
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Figure 6.11.2-1: AMF re-allocation

Step 1~8:
The steps 1 to 8 is the same with the steps 1 to 9 in clause 4.2.2.2.2 of TS 23.502 [2].

Step 9:
The initial AMF sends the NAS Security Mode Command (SMC) to the UE. The UE replies with NAS Security Mode Complete message containing a complete Registration Request message. This step takes place if a prior primary authentication has taken place or if the old AMF has performed horizontal Kamf derivation of the Kamf key. 
Step 10~14:
If the initial AMF needs UE's subscription information to decide whether to reroute the Registration Request and UE's slice selection subscription information was not provided by old AMF, the AMF selects a UDM. The step 10 to 14 is the same with the steps 3a to 6b in clause 4.2.2.2.3 of TS 23.502 [2].

Step 15:
The initial AMF send Registration Accept message to the UE. The message include a 5G-GUTI that is used for target AMF. The initial AMF get the list of candidate AMF(s) from NRF. As specified in step 6b in clause 4.2.2.2.3 of TS 23.502 [2], the NRF replies with the list of potential target AMF(s). The NRF may also provide the details of the services offered by the candidate AMF(s) along with the notification end-point for each type of notification service that the selected AMF had registered with the NRF, if available. As an alternative, it provides a list of potential target AMFs and their capabilities, and optionally, additional selection rules. Based on the information about registered NFs and required capabilities, a target AMF is selected by the initial AMF.  Afterwards, the initial AMF generate the GUAMI and 5G-TMSI to construct the 5G-GUTI.

Step 16:
The UE response a Registration Complete message to the initial AMF.

Step 17:
The initial AMF sends a De-registration request message to the UE with registration indication ,  to start a new registration procedure.
Step 18:
The UE sends a de-registration accept message to the initial AMF. Afterwards,  UE and initial AMF release the N1 NAS signalling connection.
Step 19:
The UE sends an initial UE message to (R)AN using the new 5G-GUTI received in step 15. As specified in TS 24.501 [4] clause 5.4.4.3, after release the N1 NAS signalling connection between the initial AMF and UE, the UE shall start a registration procedure for mobility and periodic registration update.

Step 20:
(R)AN sends the initial UE message to the selected target AMF based on the 5G-GUTI. 

Step 21:
The target AMF continues with the Registration procedure from step 6 until 22 of figure 4.2.2.2.2-1 in TS 23.502 [2].
6.11.3
Evaluation

This solution reuse the existed DEREGISTRATION REQUEST message to trigger the UE to start a new registration procedure.  UE will start a new registration procedure. As the N1 NAS signalling connection is released, so the UE can accept the unprotected NAS message.
This solution has the following impact:

UE: 
This solution has no impact on UE. This solution does not change the existed de-registration procedure. 
AMF:

-
The initial AMF need to trigger the new registration. 

RAN:

-
This solution has no impact on RAN. 
Handling Different cases of communicating AMFs:

Case 1:  no oAMF
This case can be handled with this solution.

Case 2.a.i:  iAMF and oAMF can communicate; tAMF and oAMF cannot communicate.
This case the iAMF can get the UE context from the oAMF. The tAMFcan not get the UE context from the oAMF, so the tAMF need to get the SUCI from UE and run the primary authentication and SMC procedure.
Case 2.a.ii: no communication allowed among iAMF, oAMF and tAMF
This case the iAMF can not get the UE context from the oAMF. Therefore, the iAMF need to get the SUCI from UE and run the primary authentication and SMC procedure. The tAMF also can not get the UE context from the oAMF, so the tAMF also need to get the SUCI from UE and run the primary authentication procedure.
Case 2.b.i: no communication between iAMF and tAMF. The iAMF, tAMF can communicate with the oAMF directly
This case the iAMF can get the UE context from the oAMF. The new 5G-GUTI point to tAMF, so the tAMF can not get the UE context from the oAMF. The tAMF need to get the SUCI from UE and run the primary authentication and SMC procedure. The case where UE has security context and registers with a 5G-GUTI to the initial AMF. Then the context identified by this 5G-GUTI is lost.
Case 2.b.ii: tAMF and oAMF can communicate; iAMF and oAMF cannot communicate.
 The new 5G-GUTI point to tAMF, the tAMF need to get the SUCI from UE and run the primary authentication and SMC procedure. The case where UE has security context and registers with a 5G-GUTI to the initial AMF. Then the context identified by this 5G-GUTI is lost.


Editor's Note: Whether and how to deal with the GUTI collision is FFS.

Editor's Note: Whether this solution is applicable to the key issue is FFS. This solution does not conform to SA2 procedure.
Editor’ Note :How to solve the regsitration failure when the UE which has taken the same GUTI is connected to the target AMF is FFS.

**** END OF CHANGES ****
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