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1
Decision/action requested

This contribution proposes to introduce a new solution on Authorization of Data Consumers for data access via DCCF to TR 33.866.
2
References

[1]
3GPP TR 33.866: “Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2”
3
Rationale

This document proposes a solution to authorize NF Service Consumers to access data from NF Service Producers via DCCF addressing key issue 1.3
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the 1st change ****************

6.X
Solution #X: Authorization of Data Consumers for data access via DCCF
6.X.1
Introduction

This solution addresses the security requirement of the Key Issue #1.3: Authorization of NF Service Consumers for data access via DCCF. 

6.X.2
Solution details
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Figure 6.X.2-1: Authorization of Data Consumers for data access via DCCF.

1.
The Data consumer requests a token from the NRF for access the DCCF service for the data collection requests from the target data producer if possible and for authorize the data consumer access the data from the data source. The Data consumer sends the Nnrf_AccessToken_Get Request to the NRF. The token request contains the instance ID of the Data consumer, the instance ID of the DCCF, information of the data that the data consumer wants to collect, information about the Data producer that is available to the data consumer, e.g., name of the data producer service, or Data producer NF instance ID if available to the data consumer and an indication (Expressed as “Indication_DataRequest” that indicates the token request is for the scenarios which is the DCCF request data on behalf of the Data consumer. 
2.
Upon reception of the Nnrf_AccessToken_Get Request, the NRF determines whether the Data consumer is authorized to access the DCCF services, and whether the Data consumer is authorized to receive the data provided by the Data producer, based on the locally configured policies or authorization information. If the authorization is successful, the NRF generates an access token (Expressed as " access_token_DCCF ") which is used to indicate that the Data consumer is authorized to access the DCCF service, and the Data consumer is authorized to receive the data provided by the Data producer. The claims of the access_token_DCCF includes the instance ID of the Data consumer, the instance ID of the DCCF, information of the data that the data consumer wants to collect, information about the Data producer that is available to the data consumer, e.g., name of the data producer service, or Data producer NF instance ID if available to the data consumer and Indication_DataRequest.
3.
The NRF sends the Nnrf_AccessToken_Get Response to the Data consumer with the access_token_DCCF.

4.
The Data consumer sends the service request, which contains the access_token_DCCF, the data that the data consumer wants to collect and the associated notification endpoint of the Data consumer (i.e. the Notification URI of the Data consumer), to the DCCF.

5.
The DCCF verifies the access_token_DCCF and checks the authorization result. If the Data consumer is allowed to get services from the DCCF and collect data, then the DCCF coordinates the data collection request.

6.
The DCCF sends the Nnrf_AccessToken_Get Request to the NRF. The token request contains the instance ID of the DCCF, the instance ID of the Data consumer, the data that the data consumer wants to collect and Indication_DataRequest.

Upon reception of the Nnrf_AccessToken_Get Request, the NRF determines whether the DCCF is authorized to access the Data producer services, and whether the DCCF is authorized to request data on behalf of the Data consumer, based on the locally configured policies or authorization information. If the authorization is successful, the NRF generates a token (Expressed as " access_token_DtaRequest") which includes the instance ID of DCCF, the instance ID of the Data consumer, and the Indication_ DataRequest. The access_token_DtaRequest is used to indicate that the DCCF is authorized to access the Data producer services, and the DCCF is authorized to request data on behalf of the Data consumer.

7.
The DCCF sends the Service Request for data collection to the Data producer. The Service Request contains access_token_DCCF, access_token_DtaRequest, the data that the data consumer wants to collect and the associated notification endpoint of the Data consumer and the DCCF (i.e. the Notification URI of the Data consumer and the DCCF).

8.
Upon reception of the Service Request, the Data producer verifies the integrity of the tokens and verify the claims in the tokens. If the verification of access_token_DtaRequest is successful, the Data producer determines that the DCCF is authorized to access the Data producer services, and the DCCF is authorized to request data on behalf of the Data consumer. If the verification of access_token_DCCF is successful, the Data producer determines that the Data consumer is authorized to receive the data provided by the Data producer. The Data producer executes the data quested by the Data consumer.

9.
The Data producer sends the Service Response to the DCCF with the quested data.

10.
The DCCF forwards the provided data to the Data consumer

6.X.3
Solution Evaluation

This solution addresses the security requirement of the Key Issue #1.3: Authorization of NF Service Consumers for data access via DCCF.
The Data consumer first requests a token from the NRF for access the DCCF service for the data collection requests from the target data producer if possible and for authorize the data consumer access the data from the data source. Upon reception of the token request, the NRF determines whether the Data consumer is authorized to access the DCCF services, and whether the Data consumer is authorized to receive the data provided by the Data producer. If the authorization is successful, the NRF generates an access token (Expressed as " access_token_DCCF ") which is used to indicate that the Data consumer is authorized to access the DCCF service, and the Data consumer is authorized to receive the data provided by the Data producer. In this case the first requirement of Key Issue #1.3 is fulfilled.
The Data consumer then sends the service request, which contains the access_token_DCCF to the DCCF. The DCCF verifies the access_token_DCCF and checks the authorization result. The DCCF sends a token request to the NRF. The NRF determines whether the DCCF is authorized to access the Data producer services, and whether the DCCF is authorized to request data on behalf of the Data consumer. If the authorization is successful, the NRF generates a token (Expressed as "access_token_DtaRequest") which is used to indicate that the DCCF is authorized to access the Data producer services, and the DCCF is authorized to request data on behalf of the Data consumer. In this case the second requirement of Key Issue #1.3 is fulfilled.
*************** End of the 1st change ****************
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