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1
Decision/action requested

It is requested to approve this modification for TR 33.847.
2
References

[1]
3GPP TR 33.847: “Study on Security Aspects of Enhancement for Proximity Based Services in 5GS (Release 17)”

3
Rationale

As discussed in the ProSe Ad-hoc teleconference call taken place on 19th of July, it is proposed not to address the issue on discovering the multiple discoveree UEs at a time during Release 17 timeframe thus to remove relevant text from the KI#1 in [1]. 
4
Detailed proposal

*****Start of change*****
5.1
Key Issue #1: Discovery message protection
5.1.1
Key issue details

The Open ProSe direct discovery procedure is used for a UE to discover or be discovered by other UE(s) in proximity over the PC5 interface. The UE can discover other UE(s) with interested application(s) and/or interested group(s) using the ProSe direct discovery procedure. In Open Discovery, a UE which wants to discover other UE’s does not require any explicit permission from the other UE’s in order to be allowed to discover them. 

The Restricted ProSe direct discovery procedure is used for a UE to discover or be discovered by other UE(s) in proximity over the PC5 interface. In Restricted Discovery, a UE which wants to discover other UE’s requires an explicit permission from the other UE’s in order to be allowed to discover them. 





5.1.2
Security threats
In case of open discovery, if the discovery messages are not integrity protected and anti-replay protected, the discovery parameters (e.g. ProSe Application ID, Source Layer-2 ID, Prose APP Code) can be intercepted, removed, modified, or replayed by an attacker. The announcing UE may connect with a UE that is not interested in that particular Prose service or fail to connect with any monitoring UE, which is a form of DoS attack.

In case of restricted discovery, if the discovery messages are not integrity protected and anti-replay protected, the discovery parameters (e.g. User Info ID, ProSe Restricted Code, ProSe Query Code, ProSe Response Code) can be intercepted, removed, modified, or replayed by an attacker. Consequently the announcing/discoverer UE may connect with a monitoring/discoveree UE that is expecting a different ProSe service or fail to connect with any monitoring/discoveree UE, which is a form of DoS attack. If the discovery messages are not confidentiality protected, the privacy sensitive parameter (e.g. User Info ID, ProSe Restricted Code) can be eavesdropped by an attacker, hence the privacy of announcing/discoverer UE is violated.

If the authenticity of the discovery message cannot be verified, an attacker can impersonate the discoveree or the discover UE. 



5.1.3
Potential security requirements
The discovery messages in open discovery shall support integrity protection and replay protection.
The discovery messages in restricted discovery shall support confidentiality protection, integrity protection, and replay protection.
The entity which receives a restricted discovery message on the PC5 interface shall be able to verify the source authenticity. 


*****End of change*****
