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1
Decision/action requested

This contribution proposes an enhancement to TLS with GBA that ensures each EEC on the UE gets a unique key.
2
References

[1]
3GPP TR 33.839 0.7.0 (S3-213115)
3
Rationale

There has been lots of discussion in SA3 about the need for separate GBA keys in case of different EEC clients on a UE. Qualcomm does not support this view as if the access to Edge services is provided based on the mobile subscription, then it is OK to use the same credential to authenticate the mobile subscription in all these clients. This is the same as use bank access detail in different browsers or on different devices. When access to the Edge services is provided based on a mobile subscription, then there is no need to authenticate the EEC client. 

Regardless of the above, the below solution proposes how to use GBA to provide different keys to different clients on the UE when using either PSK TLS or Digest over server certificate-based TLS. In both cases, the solutions are essentially the same in that rather than using the Ks_NAF (of whatever variety) to derive the TLS key or as the password in the case of Digest, a key Ks_NAF_unique is first derived from the Ks_NAF and used exactly as Ks_NAF is used in these protocols. 
The Ks_NAF_unique is derived from Ks_NAF and a random number created by the GBA client on the UE. The random number is passed to the application in the UE and then sent to the NAF as either the ‘cnonce’ in Digest or the random number provided in the ClientHello in TLS. Doing this only affects the internal working UE and NAF, i.e., there is no impact on the BSF or need for new IEs to be sent between any elements. The use of such a method requires allocation of an Ua security protocol identifiers for Edge (or perhaps for the method in general).

The below pCR captures the above solution for inclusion in the Edge TR.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

6.X
Solution #X: Enhancing TLS with GBA for usage with Edge

6.X.1
Solution overview
This solution address key issues #1 and #2 on authenticating the mobile subscription for the cases when access to the edge services is granted based on the used mobile subscription.

The enhancement to TLS with GBA is that all EEC are given different keys for use with the ECS/EES that is acting as a GBA NAF (see TS 33.220 [8]). A similar enhancement works for AKMA (see TS 33.535 [6]).
NOTE: It is not agreed that such an enhancement is needed.
6.X.2
Solution details
The solution proposes to use TLS with GBA exactly as described in TS 33.220 [8] and TS 33.222 [26] with the following exceptions:
The Ks(_int/ext)_NAF is not used directly in the TLS or Digest protocol but an additional key, Ks_NAF_unique, is derived from Ks(_int/ext)_NAF and a random number. This new key, Ks_NAF_unique, is used directly in the TLS or Digest protocol exactly as Ks(_int/ext)_NAF. 
In the UE, the GBA client (that handles the Bootstrapping, the derivation of Ks(_int/ext)_NAF keys and passing the relevant key to the application) does not pass Ks(_int/ext)_NAF to the application but instead generates a random number and derive Ks_NAF_unique from Ks(_int/ext)_NAF and the generated random number. The GBA client then passes Ks_NAF_unique and the random number to the application in the UE.
NOTE 1: the generation of Ks_NAF_unique can be specified in the normative phase.
The application in the UE uses Ks_NAF_unique as it would the Ks(_int/ext)_NAF and passes the random number to the NAF. For Digest this is done in the ‘cnonce’ information element and for TLS this is done as part of the random number sent in the ClientHello message.
NOTE 2: The random number can form only part of that IE as long as it clearly specified which part.
The NAF fetches Ks(_int/ext)_NAF from the BSF as normal. The NAF uses the random number received to derive Ks_NAF_unique and uses this key as it would the Ks(_int/ext)_NAF.
A similar enhancement works for AKMA. 
6.X.3
Solution evaluation 

The solution provides a method of ensuring different keys are available for different EEC clients in the UE. Compared to legacy TLS with GBA, there is some extra processing in the UE and NAF. 
**** END OF CHANGES ****

