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1
Decision/action requested

It is proposed to approve this pCR to add normative texts for the TS 33.558 for authentication and authorization between EEC and EES.
2
References

[1]
3GPP TR 33.839 Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC.
3
Rationale

This pCR proposes normative texts for the TS 33.558 for authentication and authorization between EEC and EES.
4
Detailed proposal

******Start of Change******
6.3
Authentication and Authorization between EEC and EES

Editor’s Notes: Authentication and Authorization between EEC and EES is to be added.

6.3.1
General
This sub-clause specifies the procedure for authentication and authorization between Edge Enabler Client and Edge Enabler Server. Edge Enabler Server (EES) shall be able to provide mutual authentication with EEC over EDGE-1 Interface. EES shall be able to determine whether EEC is authorized to access EES’s services. The Server (EES) side certificate authentication using TLS and OAuth token-based procedure shall be utilized for authentication and authorization between EEC and EES. 
6.3.2
Authentication and Authorization
The authentication of the EES and the transport security of the interface is by using TLS with server authentication using the server’s certificate issued by CAs in the PKI. 


[image: image1.emf]2. EEC registration request (Access Token and ID Token)

4. EEC registration response 

3. Token validation

1. TLS Secure session establishment: SSL using server certificate

UE

Edge Enabler

Server

Edge Enabler 

Client

MT

ECS


Figure 6.3.2-1: Mutual authentication between EEC and EES
1. The UE and the EES shall establish a secure TLS connection using EES server certificate. Edge Configuration Server may provide EES root CA certificate during the initial provisioning procedure (as specified in clause 6.2.2) to the EEC to validate the EES's certificate. TLS shall provide integrity protection, replay protection, and confidentiality protection over the EDGE-1 interface. 

2-4. The UE shall initiate EEC registration procedure with the EES, including the access token and ID token obtained from the ECS as specified in clause 6.2.2. The access token and ID token shall be included in registeration request which provides authentication and the authorization check for the EEC registration request by verifying of the access token and ID token issued by the ECS to the UE. The EES shall obtain the token validation service from the ECS. 
******End of Change******
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