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1
Decision/action requested

It is requested to approve the proposed updates to the Key Issue#1 and #7.
2
Rationale

This contribution list the L2 and L3 unicast signalling message that are sent unprotected, updates the possible security threats introduced by the unprotected unicast messages and propose the potential requirement on protection against tampering of the unprotected L2 and L3 unicast message. Also propose to remove the following Editor’s Note captured for KI#1:
Editor's note: Key update, update conditions and protocols for KMBS and RANDMBS are FFS.

Based on the proposed KI#1 updates, KI#7 is also updated and potential requirement on protection against Man-in-the-Middle false gNB attacks is proposed.
3
Detailed proposal

********* START OF CHANGES *********
5.1
Key Issue #1: Security of unprotected unicast messages

5.1.1
Key issue details

This key issue covers both the uplink and downlink unicast message which could be sent unprotected. An example of unprotected uplink message is RRC UECapabilityInformation, and examples of unprotected downlink messages are RRC UE Capability Enquiry, and REJECTs in RRC/NAS layers.

In current 3GPP standards, it has been a design choice to allow RRC UECapabilityEnquiry and RRC UECapabilityInformations messages to be sent unprotected "before" AS security activation. The reason for allowing that is to enable the network to do early optimization for better service/connectivity. It means that during the RRC connection, the gNB in theory could send UECapabilityEnquiry to ask for UE's AS capability, and UE would then send UECapabilityInformation to gNB before AS SMC procedure. The false base station could behave as a man-in-the-middle and catch the UECapabilityInformation over-the-air. After that, the false base station could modify the value in this message to lower capability level and forward it to the real gNB, causing the UE to only operate with limited radio capability. It should be appreciated that security capabilities are protected from bidding down attack. And it is not certain if the bidding down of radio capabilities cause serious threat. However, it is only prudent to investigate if and how any protection mechanisms are to be introduced.

Another message to be considered are REJECT messages (in RRC and NAS layer) that the network can send to UEs without security protection. Even when the UE is in the RRC_INACTIVE state, while the gNB and the UE continue to maintain the UE 5G AS security context, the RRC REJECT message is sent to the UEs without security protection. Depending upon the type and content of REJECT messages, UEs could potentially be out of service for some time. The REJECT messages serve a very important function in cellular network, i.e., to maintain the availability of the system to the already connected UEs. It has been a design choice, based on risk analysis, to achieve availability that the REJECT messages are not protected. Nevertheless, the design has included some security features that combat rogue REJECTs from unauthorized entries like false base stations. An example of such a security feature is - carefully selected wait timers which gives an opportunity to UEs to recover and avoid lock-outs. It is also important to notice that it is extremely impractical for an attacker to have massive-scale effect using rogue REJECTs. Normally, the effect is to a target UE or few UEs in a cell. In addition, as stated in key issue #11 of TR 33.861 [14], an attacker may forge a NAS REJECT message to the CIoT UE to force the UE redirect from 5GC to EPC network, which may lead unavailable of 5G security enhancement feature, e.g. SUPI protection, initial NAS protection, etc. The UE privacy may be exposed.

Another message to be considered RRCResumeRequest message. Currently, resume cause field in the RRCResumeRequest message is not protected by the ResumeMAC-I token. This means that the integrity of the resume cause field in the RRCResumeRequest message is not provided nor integrity protected. Therefore, A MiTM attack by a false base station is possible by modify the resume cause from one value to another. This attack could reduce the type of service offered by the network to the UE. In addition, since in 5G, "RNA update" was added as another value of the resume cause field, if an attacker modify the resume cause field value from "emergency" to "RNA update", the network will not be able to detect the tampering and not only that but the network will immediately send the UE back to INACTIVE while the UE is waiting to establish an emergency call, for example.

In addition, in the case when the UE initiates RRC Resume procedure, the UE sends RRCResumeRequest which include ResumeMAC-I that is based on the old Krrcint and it include the I-RNTI amongst other parameters. If the new gNB is busy, it usually sends RRCReject with a wait timer. When the UE receives the RRCReject message, it goes back to INACTIVE and retry one more time after the wait timer expires. When the UE retries, it is supposed to use the same I-RNTI and the same old Krrcint key. This means that the second RRCResumeRequest message is exactly the same as the original one before the RRCReject.

Thus, a MiTM false base station that is able to capture the first RRCResumeRequest message can possibly send the message to the new gNB before the UE wait timer expires and the old gNB will successfully validate the ResumeMAC-I as a valid one and will transfer the UE context to the new gNB. If the UE tries the resume procedure once again, the new target gNB will fail to locate the UE context and thus the resume procedure will fail.

Therefore, it is important that the 5G system support a mechanism that avoid the replay of RRCResumeRequest message after the UE receives an RRCReject.

It still is prudent to investigate further potential enhancements to the security features. 

Therefore, this key issue is about investigating if and how further security features could be augmented in the system, so that the risk caused by the unicast messages could be even further minimized. 
Table-1 list the L2 and L3 unicast message that are sent unprotected.
Table 1: list the L2 and L3 unprotected unicast messages
	Layer
	Channel/ Category
	Unprotected messages/headers

	L2
	Header
	· SDAP header

· PDCP header

· RLC header

· MAC sub-header

· BAP header

	
	Control
	· SDAP 

· End-Marker Control PDU

· PDCP

· PDCP status report

· ROHC feedback

· EHC feedback

· RLC

· STATUS PDU

· BAP (TS 38.340)

· Flow control feedback

· Flow control polling

· BF RLF indication

	
	UL MAC CE
	· Uplink Scheduling

· BSR

· PHR

· Random Access

· C-RNTI

· CCCH

· MIMO

· BFR

· Codec rate/MMTEL related

· Recommended bit rate query

· IAB

· Number of Desired Guard Symbols

	
	DL MAC CE
	· CSI/SRS related

· SP ZP CSI-RS Resource Set Activation/Deactivation

· SP SRS Activation/Deactivation 

· SP CSI reporting on PUCCH Activation/Deactivation

· Aperiodic CSI Trigger State Subselection

· SP CSI-RS/CSI-IM Resource Set Activation/Deactivation

· SRS Pathloss Reference RS Update

· PUSCH Pathloss Reference RS Update

· MIMO related

· TCI State Indication for UE-specific PDCCH

· TCI States Activation/Deactivation for UE-specific PDSCH

· -   PUCCH spatial relation Activation/Deactivation

· Enhanced TCI States Activation/Deactivation for UE-specific PDSCH

· Enhanced PUCCH Spatial Relation Activation/Deactivation

· Enhanced SP/AP SRS Spatial Relation Indication

· Serving Cell Set based SRS Spatial Relation Indication

· CA SCell activation/deactivation

· SCell Activation/Deactivation

· IIOT duplication

· Duplication Activation/Deactivation

· Duplication RLC Activation/Deactivation

· Random access related

· UE Contention Resolution Identity

· Random Access Response

· DRX related

· DRX Command

· Long DRX Command

· Uplink Timing 

· Timing Advance Command

· IAB related

· Absolute Timing Advance Command

· Timing Delta

· Codec rate/MMTEL related

· Recommended bit rate

	L3
	UL CCCH
	· RRCSetupRequest

· RRCSysteminfoRequest

	
	DL CCCH
	· RRCSetup

	
	UL/DL DCCH
	· RRCSetupComplete

· DLInformationTransfer

· ULInformationTransfer


5.1.2
Security Threats

Lack of security for unprotected unicast messages could potentially have following impacts in some cases:

-
DoS attack on UE (dropped or modified message(s) make the UE out-of-service for a long time)
- 
Limited network service
-
Attacker compromise a specific victim to limited extent

-
Could lead to QoE degradation of the UE e.g. battery drain

-
Attacker aims to degrade system throughput

-
Could lead to bad reputation of operator, social chaos

-
Sensitive information e.g. network topology is disclosed to 3rd party

Lack of security for NAS REJECT message, the UE may suffer bidding down attack.
5.1.3
Potential Requirements

The 5G system should have support for protection against tampering of RRC UECapabilityInformation messages.

The 5G system should provide a means to ensure that a UE is able to determine the authenticity of the RRC Reject message from the gNB, regardless of RRC states.

The 5G system should provide a means to ensure that a UE is able to determine the authenticity of the NAS Reject message from the AMF.

Editor's Note: which NAS reject message is FFS.

The 5G system should have support for protection against replay of RRCResumeRequest message to avoid creating an out of synch state between the UE and the network.

The 5G system should have support for protection against tampering of RRCResumeRequest message.
The 5G system should have support for protection against tampering of the unprotected L2 and L3 unicast message listed in Table-1.

NOTE:
Since "unicast message" is a broad term, requirements in this clause have to specify which layer (RRC or NAS) and which particular messages are meant. It is so because threat and complexity of solution are more than likely to be very different for different messages.
********* NEXT CHANGE *********
5.7
Key Issue #7: Protection against Man-in-the-Middle false gNB attacks

5.7.1
Key issue details

Typical false base station attacks result in denial of service to UE. Consequently, UE or user may infer such attacks based on the service unavailability and take an action accordingly. However, a more sophisticated attacker may launch various types of attacks in a stealth manner using false base stations. A MitM false gNB transports messages between the UE and the network. For example, it may transport security protected messages without any modification while dropping, altering and/or injecting unprotected messages listed in Table-1. 



In some situations, a MitM attack mainly works by replaying messages i.e., the MitM sits between the actual base station and a UE and the MitM forwards the messages of the base station towards the UE and the messages of the UE towards the base station. In this position, the MitM might do nothing for a very long time making it very difficult to detect. However, in certain occasions the MitM might inject/alter/drop messages. The basic requirement to defeat MitM attacks is often related to replay protection.

The exact behaviour of a FBS (False Base Station) operating as a MitM false gNB may vary depending on the goals of the attacker. In particular, the degree to which the FBS mimics the impersonated gNB with respect to its radio configuration is unknown. In known attacks that have been done in real networks as a proof of concept rather than with malicious intentions (e.g. [19], [20]), the FBS did not comprise the feature to mimic closely the behaviour of the impersonated gNB. However, this may be different in a true attack, when the attacker takes into account that UE and/or network may implement measures to detect the FBS.

Without addressing the MitM threats, detection of false base stations and countermeasures against them have limited effectiveness.

Note that the authentication relay attack (Key Issue #5) is a special case of a Man-in-the-Middle false gNB attack, using what can be called a "distributed Man-in-the-Middle false gNB", consisting of a FBS at one location connected to a malicious UE at another location.

A repeater simply forwarding all traffic unchanged is not considered a MitM false base station for the purposes of this key issue. There may be legitimate use for such devices, such as range extension.

5.7.2
Security Threats

A MitM false base station may force a UE to camp on to it by passing all the message on between the UE and real base station. It may then deny the UE service, e.g. reject or drop service request, not pass on paging messages, dropping, altering and/or injecting unprotected messages listed in Table-1, etc.
A MitM false base station may perform a linkage attack by SUCI replay, i.e. replace a SUCI in a registration request or in an identity response by a previously captured SUCI and observe whether the UE will be authenticated and receive service.

When UP integrity protection is not used, a MitM false base station may further perform attacks like aLTEr [20] or IMP4GT [19], i.e. trick the UE into accessing malicious websites or even impersonating the UE on the IP layer, which includes decryption of downlink traffic and performing encryption of faked uplink traffic.

5.7.3
Potential Requirements

The 5G system should have support for protection against Man-in-the-Middle false gNB attacks.


********* END OF CHANGES *********
