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Rationale

Adding requirements and threats part to KI3.
4
Detailed proposal

**** START OF CHANGES ****
5.3
Key Issue #3: Service access authorization in the "Subscribe-Notify" scenarios

5.3.1
Key issue details
"Subscribe-Notify" NF Service illustration 1 specified in TS 23.501, clause 7.1.2, allows one NF (e.g. NF_A) to subscribe to notifications of NF producer (e.g. NF_B). The subscription request includes the notification endpoint (e.g. the notification URL) of the NF Service Consumer. In this scenario, NF_A subscribes the service of NF_B for itself. 
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Figure 5.3.1-1: "Subscribe-Notify" NF Service illustration 1

"Subscribe-Notify" NF Service illustration 2 specified in TS 23.501, clause 7.1.2, allows one NF (e.g. NF_A) to subscribe the service of NF producer (e.g. NF_B) on behalf of another NF (NF_C), in which the notification URI of NR_C is included. It means the NF_C will receive the notification message even though the subscribe request is sent by NF_A. 
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Figure 5.3.1-2: "Subscribe-Notify" NF Service illustration 2
For instance, as defined in TS 23.502 clause 4.15.3.2.2, UDM could send subscribe request including the UDM URI and NEF URI to the AMF to subscribe service on behalf of the NEF, i.e. Namf_EventExposure_subscribe request. If the monitored event occurs, the AMF will send the event report to the associated notification URI endpoint of the NEF. 

5.3.2
Security threats

If the subscription request contains the notification URI for a NF other than the one sending the subscription request, the NF Service Producer cannot ensure that the NF, whose URI is mentioned, is authorized to receive the notification. Thus, a malicious NF can force the NF Service Producer to send notifications to arbitrary consumers, which can e.g. result in deny of service.

NRF provides an access token to the NF Service Consumer that is subscribing at a NF Service Producer to allow notifications to another NF Service Consumer. NRF provides authorization based on the information provided by the subscribing NF Service Consumer. With the current schemes in 33.501 [X] a malicious NF Service Consumer can use the token with a URI linked to a different NF Service Consumer, which has no interest in receiving any notifications (deny of service, spam) or that has been specifically chosen by the subscriber to gain via the notifications certain information.

5.3.3
Potential security requirements


It shall be possible to ensure that the URI belonging to the NF Service Consumer receiving the notification is the URI that was authorized by the NRF.
It shall be possible to ensure that the NF Service Consumer whose URI is provided to receive notification has authorized the NF to use this URI.
**** END OF CHANGES ****
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