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1
Decision/action requested

This contribution proposes to add evaluation to solution #4 in TR 33.862
2
References

[1]
3GPP TR 33.862 v0.4.0, Study on security aspects of the Message Service for MIoT over the 5G System
3
Rationale

It’s proposed to add the evaluation to solution #4.
4
Detailed proposal

It is proposed to approve the following changes in TR 33.866.

***
START OF  CHANGE
***

6.4
Solution #4: Authentication and Authorization between 5GMSGS Client and MSGin5G server based on AKMA
6.4.1
Introduction

This solution addresses the security requirement for the Authentication and Authorization between 5GMSGS UE client and MSGin5G server in key issue #2.
This solution proposes to use AKMA (as specified in TS 33.535 [10]) for the authentication between the 5GMSGS Client and the MSGin5G server.
6.4.2
Solution details
Pre-requisite: UE with 5G MSG Client functionality registers in the 5G network, and retrieves the information of AKMA capability from 5GC. The AKMA capability indicates that 5G MSG Server supports to use AKMA, thus the UE and the 5GC generates KAKMA as specified in [10].
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Step 1-3: UE communicates with the 5G MSG Server to negotiate the key K5GMSG, of which the UE and the 5G MSG Server both are in possession after step 3.
Step 4: The UE and the 5G MSG Server establish the TLS security tunnel based on the key K5GMSG. The authentication between the UE and the 5G MSG Server is fulfilled based on the TLS.
6.4.3
Evaluation


This solution reuses the AKMA authentication procedure to addresses the security requirement for the key issue #2. This solution provides the Authentication and Authorization between 5GMSGS UE client and MSGin5G server.
***
END OF CHANGE
***
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