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1
Decision/action requested

This contribution provides an update to solution #6: Obtaining UAV location information from the PLMN
2
References

[1]
3GPP TR 33.854 v0.5.0
3
Rationale

This contribution provides an update of the details of interaction between the UFES and USS/UTM. 
The solution for obtaining UAV location information from the PLMN covers two cases:
-
the USS/UTM is requesting location information about an individual UE, or

-
the USS/UTM provides a geographic area when trying to find the information of all UAVs in an area. 

In the former case, the solution must ensure that only the USS “associated” with the UAV is authorized to obtain the UAV location information. This means that only the USS that authorized the UAV should be allowed to query and obtain the UAV location.

In the latter case, the same restriction of the former case may apply, or one or more USS may be authorized to retrieve the list of all UAVs that are present in the provided geographic area, independently of whether the USS authorized such UAVs or not. The information retrieved is a list of CAA-Level UAV IDs, which are anyway broadcasted publicly by the UAVs as part of Broadcast Remote Identification together with the UAV location, and thus not subject to any specific privacy requirement. The UTM may designate one or more USS as being authorized to retrieve the list of UAVs present in a specific area, based on regional requirements and regulations.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1]. 
***** START OF CHANGES *****
6.6
Solution #6: Obtaining UAV location information from the PLMN

6.6.1
Solution overview

This solution addresses Key issue #4: Location Information veracity.

6.6.2
Solution details

The solution proposes to use the currently supported location service to provide network-based location information to the USS/UTM.
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Figure 6.6.2-1: Obtaining UAV location information from the PLMN

Step 1-3 shows the procedure for the UTM/USS to obtain a network-based location for the UAV.

1.
The USS/UTM sends the location request to UFES to request the UAV location from network. The USS/UTM includes the relevant identity of the UAV when the USS/UTM is requesting location information about an individual UE or a geographic area when trying to find the information of all UAVs in an area. 


2.
UFES uses the provided identity to obtain the identities needed to request location from the rest of the network. UFES gets the relevant UAV(s) location from AMF or GMLC by the current location services supported by AMF or GMLC. 
3.
UFES checks that the USS/UTM is authorised to receive the location information for a UAV.  For queries regarding an individual UE, the USS/UTM is only authorised to receive the location information of a UAV is has authorised for service. Furthermore, a USS/UTM may be authorised to receive the data about all UAV’s in a particular geographic area. The UFES provides the authorised UAV(s) location information to USS/UTM for the relevant UAV. USS/UTM can use the output received at step 3 to verify the location reported by the UAV.

A similar solution is possible when the UAV is connected to EPS. 

6.6.3
Solution evaluation 

This solution provides a mitigation against UAV location spoofing as it ensures that network-based location information about a UAV is available to the USS/UTM. 
The solution also supports the authorisation of USS/UTMs to receive only the UAV location information about either UAVs under the USS/UTM control or if all the UAVs in a geographic if specifically authorised to receive this information. 
***** END OF CHANGES *****
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