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1	Decision/action requested
It is proposed to approve conclusion to key issue 4 in TR 33.857
2	References
[1]  		3GPP TS 33.501: "Security architecture and procedures for 5G System." 
[2]  	IETF RFC 5216: "The EAP-TLS Authentication Protocol".
[3]	S3-211573: "Updates to solution 14: Removal of Editor's notes: Certificate Handling."
3	Rationale
This pCR proposes the conclusion of KI #4 Securing initial access for UE onboarding.
As per 23.700-07, it is concluded that the UE may support the Control Plane remote provisioning or the User Plane remote provisioning. For the scope of this pCR, we focus on User Plane remote provisioning only.  
There are multiple solutions proposed to address KI-#4 for securing the initial access for UE onboarding that can be categorized as follows:
Option 1: With only primary authentication (Sol#9, Sol#10, Sol#11, Sol#12):
· UE and O-SNPN authenticate each other as part of primary authentication, relying on an interface between AUSF and DCS.
Option 2: With both primary authentication and secondary authentication (Sol#14, Sol#19):
· As part of primary authentication, the UE authenticates the O-SNPN (no need for an interface between AUSF and DCS)
· Mutual authentication between UE and O-SNPN is performed as part of secondary authentication relying on a traditional AAA interface between SMF and DCS and using existing mechanisms defined in TS 33.501.
For Option 1, in general, the O-SNPN interacts with the DCS to perform primary authentication. Based on the UE identifier received from the O-SNPN. The authentication method can be either AKA-based (5G AKA or EAP-AKA') or non-AKA-based (e.g., EAP-TLS or EAP-TTLS). In non-AKA-based methods, the selected EAP method shall be a key-generating EAP method that provides mutual authentication. For these solutions, there is a need to specify an interface between the O-SNPN and the DCS to perform primary authentication. Possible architecture enhancements include the definition of a new SBI (between AUSF and DCS) or the definition of a 5GS aware AAA server functionality. Many architectures proposed, including an interface between AUSF-DCS(Sol#10, Sol#11), UDM-DCS(Sol#12.2.2), AUSF-Proxy AAA-UDM-DCS(Sol#09,Sol#12.2.1). Figure 1 shows a general scheme applying to these solutions.  
Observation 1: For a solution with primary authentication only, enhancements to the 5GS system are needed to support an interface between ON-SNPN and DCS. Possible enhancements include the definition of an SBI based or 5GS-AAA functionality. 
Observation 2: Option1 based solutions put a requirement (and a burden) on the device manufacturer owning the DCS to support a 3GPP-specific service-based interface for onboarding, instead of relying on a traditional AAA interface based on Diameter or RADIUS protocol.(Sol#10, Sol#11, Sol#12.2.2)
[image: ]
Figure 1: Initial Access for onboarding using Primary Authentication only
We note here that in the context of KI#1, SA2#144e meeting (April 2021) was unable to conclude whether AUSF should be enhanced to support a AAA interface to a 3rd party credential holder or whether such interface should be supported via an intermediate interworking function (refer to comments on documents S2-2102267, S2-2102268 and S2-2102366 (all noted) in SA2#144e Chair minutes). This means that as part of KI#1, there is a strong (and, so far, unresolved) debate whether the AUSF should be impacted with the support of a legacy AAA interface. The same strong concern about impacting the AUSF with legacy AAA support should also apply in the context of UE Onboarding.
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Figure 2: Initial Access for onboarding using Primary Authentication over N32
The other extreme option is to request the DCS owner to support a service-based interface as defined by 3GPP and put a requirement on the DCS server to mimic the role of an AUSF or a UDM. More specifically, AMF AMF uses N12 towards AUSF using N32 and SEPP. Given the strong concerns expressed for impacting the AUSF with legacy AAA interface support in the 5GS, how can we now expect that a DCS owner, having nothing to do with mobile network operations, will suddenly be mandated to support a 3GPP-defined brand new interface and mimic the role of AUSF or UDM? 
Observation 3: Mandating DCS owner supporting a 3GPP-defined new interface and mimic the role of AUSF or UDM with N32 support puts an unnecessary burden on device manufacturers. 
For option 2, During the Registration procedure, UE authenticates the network with one-way primary authentication of O-SNPN using an appropriate EAP method, e.g., EAP-TLS. The mutual authentication required between DCS and UE is provided as part of the secondary authentication shown in figure 2
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Figure 3: Initial Access for onboarding using both Primary and Secondary Authentication

The benefit of a one-way primary authentication solution is that it avoids the additional complexity of a new control plane interface that needs to be defined between the O-SNPN and DCS. The one-way primary authentication, whereby only the UE authenticates the network, is sufficient for generating key material used for derivation of the NAS and AS keys for signaling protection to prevent MITM attacks. From the perspective of key derivation (for both NAS and RRC keys), it is irrelevant whether one-way or two-way authentication was used during primary authentication. Therefore, all key hierarchy and derivation remain the same as defined in 33.501. 
The mutual authentication between UE and O-SNPN is performed via secondary authentication relying on the DCS credentials. The UE is allowed to set up a PDU session for U-plane provisioning but with limited connectivity. To mitigate any further security issues, the AUSF, SMF, and UPF can be isolated on a distinct network slice dedicated to UE onboarding. If the UE receives slice information (i.e., S_NSSAI) from AMF during Registration, it uses it as part of PDU Session establishment.
The key benefit of one-way primary authentication with the Onboarding network, when compared to two-way primary authentication, is that the additional system impact on defining service-based or AAA-based interface towards DCS from the Onboarding network is avoided. Also, it avoids putting a burden on the DCS to support a service-based interface for onboarding, e.g., when the DCS is owned by a device vendor supporting a traditional AAA interface based on Diameter or RADIUS protocol. Irrespective of one-way or mutual primary authentication, the key material for AS and NAS security is generated in both cases. 
Observation 4: Irrespective of one-way or mutual primary authentication, in both cases, the key material for AS and NAS security is generated
As discussed in [3], O-SNPN prepares a Certificate Signing Request (CSR) and submits it to the CA of their choice (trusted by business agreement) [3]. A CSR carries the list of hosts that should appear in the certificate, along with a public key and proof of possession of the corresponding private key (via a digital signature). CA then validates the subscriber's identity (O-SNPN) using different procedures as per the business agreement.
Existing certificate-based one-way authentication using EV certificates can be used to provide certificates to ON by subordinate CA's or CA's. When fraudulent certificate requests are submitted, CAs tend to maintain a list of domain names and refuse to issue certificates for them. SCT, Extended Key usage and named constraint can also be used together for intermediate certificates to avoid arbitrary public certificates for fraudulent O-SNPN and provide a reliable authentication/verification mechanism of server certificates' one-way authentication.
Observation 5: The key benefit of one-way primary authentication with the Onboarding network (as in Option 2) when compared to two-way primary authentication (as in Option 1) is that the additional system impacts related to support of service-based or AAA-based interface towards the DCS from the AUSF are avoided. From the device vendor perspective, Option 2 is beneficial in that it allows the device vendor to rely on traditional AAA interfaces.
On the other hand, while C-plane provisioning is not the focus of this contribution, it is noted that for C-plane provisioning, the two-way authentication (i.e., Option 1) is a pre-requisite. 
Observation 6: Option 1 is needed for C-plane authentication.
There are alternative conclusions proposed in the Key issue 4's conclusion should be based on the key issue 1. We like to point out that(as discussed in observation 3) both use cases are different with different architecture in mind.  In Key issue 4, AAA server or DCS is from the device manufacturers, while in key issue 1, AAA is enterprise server. Enterprise server maintains the subscription profile of 5G private network, and UDM stores the subscription. 
Observation 7: Key issue 1 and key issue 4 both have different usecases and architecture scenarios. Key issue 4 conclusions should not be based on Key issue 1. 
4	Proposal
Based on the previous analysis, we propose the following:
-	Both Option 1 (primary authentication only) and Option 2 (primary and secondary authentication) shall be supported by the standard to cater to all kinds of devices and deployment scenarios.
-	Based on the UE capability (e.g., C-plane and/or U-plane provisioning) as indicated by the UE during the Registration procedure and the network capability (i.e., availability of an interface between AUSF and DCS or not), the ON-SNPN chooses the onboarding method (C-plane vs. U-plane) and the corresponding authentication for primary authentication (one-way or two-way).

5	Detailed proposal
* * * * Start of Changes * * *

7.X	Conclusions on KI #4: Securing initial access for UE onboarding between UE and SNPN
The following principles are concluded for normative work:
-	Two-way primary authentication between UE and O-SNPN shall be supported to cater for deployment scenarios where there is an interface between the AUSF of the O-SNPN and the DCS.
-	Secure initial access for onboarding using one-way authentication: this procedure is based on the primary authentication procedure in TS 33.501 with the following differences:
Primary authentication using one-way authentication method, e.g., EAP-TLS between UE and O-SNPN, shall be supported to cater for deployment scenarios where there is no interface between the AUSF of the O-SNPN and the DCS. The AUSF uses the EMSK generated as part of one-way authentication to derive the necessary 5G keys (e.g., KAUSF, KSEAF). Key material generated from the primary authentication procedure is used to establish the KAUSF and further keys in the 5G key hierarchy as specified in TS 33.501 [2].UE  mutually authenticates with the O-SNPN as per secondary authentication using existing mechanisms specified in TS 33.501 and using the default credentials pre-provisioned in the UE and DCS or another industry-defined mechanism can be applied.
-	Based on the UE capability (e.g., C-plane and/or U-plane provisioning) as indicated by the UE during the Registration procedure and based on the network capability (i.e., availability of an interface between AUSF and DCS or not), the ON-SNPN chooses the onboarding method (C-plane vs. U-plane) and the corresponding authentication for primary authentication (one-way or two-way).
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