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1	Overall description
[bookmark: _Hlk69931360]SA3 would like to thank RAN2 for their LS on Small data transmission. 
SA3 discussed the LS from RAN2 asked the following questions: and would like to acknowledge the security issues related to reusing the same I-RNTI and NCC with the same cell scenario or mobility scenarios as cell reselection. During the SA3#103-e discussion SA3 could not agree on whether these issues represent “corner” or “normal” cases. SA3 would like to provide the following answers to the questions. 	Comment by Prajwol-0.5: I think this is too wordy.

[bookmark: _Hlk69931230]Q1:  Can a CCCH message reusing the I-RNTI and resumeMAC-I be transmitted again in the same cell after SDT initiation, e.g., similar to legacy RRC Reject case (but without having received RRC Reject at the UE)?.
SA3 Answer: SA3 would like to state one of the security design principles of avoiding possible Replay attacks. Sending Resume Request message with the same I-RNTI and resume MAC-I in the same cell after SDT initiation may violate the stated above principle. SA3 would like RAN2 to design RAN2 solutions while accommodating the principal above where it is possible.	Comment by Prajwol-0.5: This is not what we agreed.
Q2: Can NCC and I-RNTI from a former cell in which an SDT procedure was initiated be reused to initiate a new SDT procedure in a new cell?.
SA3 would like to acknowledge the security issues related to reusing the same I-RNTI and NCC with the same cell scenario or mobility scenarios as cell reselection. 
During the SA3#103-e discussion SA3 could not agree on whether these issues represent “corner” or “normal” cases.  SA3 Answer: Reusing the same NCC and I-RNTI from a former cell to resume the SDT procedure in the new cell violates the forward security principle, and such reuse should be avoided where it is possible. SA3 would like RAN2 to design RAN2 solutions while accommodating the principal above where it is possible.SA3 failed to agree on answers to RAN2 questions. 	Comment by Prajwol-0.5: This is not what we agreed neither.

However, for both cases (same cell and different cell), SA3 would like to provide the following feedback.
SA3 would like to point out that to avoid replay attacks, keystreams should not be reused. The inputs of keystreams include the following input parameters: KEY, COUNT (e.g., PDCP count), MESSAGE, DIRECTION, and BEARER. Any change in an input parameter will result in a different keystream.
I. 
II. 
SA3 asks RAN2 to confirm that the above requirements are met. The above requirements are strict and cannot be overruled. SA3 asks RAN2 to verify that the above requirements are met.

I. 
II. 
	Comment by Ivy Guo: the complexity assessment is not security related, SA3 should simply give the security recommendation and ask RAn2 to follow the security guidance. 
	Comment by Ivy Guo: Where is this question from? suggeste to delete as it is unrelavant. 
2	Actions
To RAN2, SA2
ACTION: 	3GPP TSG SA WG3 would like RAN2 and SA2 to take the above feedback into account.
3	Dates of next TSG CT WG1 meetings
TSG SA WG3 Meeting 103-Bis-e (TBC)	05-09 July 2021
TSG SA WG3 Meeting 104-e (TBC)	16-27 August 2021
