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Decision/action requested

WORK ON COMPROMISE, with capturing CT4 compromise per minutes below
[1]
3GPP TS 33.501, "Security architecture and procedures for 5G system"

[2]
3GPP TS 29.510 "5G System; Network function repository services; Stage 3"
[3]
S3‑210413 "OAuth 2.0 client registration and NF Service registration"

3
WORK ON CR COMPROMISE
Objective to agree on R15/R16 & R17 in line with CT4 compromise discussion
Please find below under 4 the Rationale.
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************ START OF CHANGES

Rel 15 **** change to be agreed
13.3.1
Authentication and authorization between network functions and the NRF
….
NOTE 1: 
void.
When a NF consumes the Nnrf_NFManagement or the Nnrf_NFDiscovery services provided by the NRF, the usage of the OAuth 2.0 access token for authorization between the NF and the NRF is not recommended.

Rel 15 **** change to be agreed
13.4.1.1.1
OAuth 2.0 roles
OAuth 2.0 roles, as defined in clause 1.1 of RFC 6749 [43], are as follows:

a.
The Network Repository Function (NRF) shall be the OAuth 2.0 Authorization server.

b.
The NF Service Consumer shall be the OAuth 2.0 client.

c.
The NF Service Producer shall be the OAuth 2.0 resource server.

OAuth 2.0 client (NF Service Consumer) registration with the OAuth 2.0 authorization server (NRF)

The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], may be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.

A Network Function that does not implement this option shall be able to get an access token from the NRF as long as the NRF is able to authenticate and authorize the Network Function during the NF access token get service request.
Rel 16 **** change to be agreed
13.3.1.3
Authorization of discovery request and error handling 
…
NOTE 1: 
void.
When a NF consumes the Nnrf_NFManagement or the Nnrf_NFDiscovery services provided by the NRF, the usage of the OAuth 2.0 access token for authorization between the NF and the NRF is not recommended.

Rel 16 **** change to be agreed
13.4.1.1.1
OAuth 2.0 roles
OAuth 2.0 roles, as defined in clause 1.1 of RFC 6749 [43], are as follows:

a.
The Network Repository Function (NRF) shall be the OAuth 2.0 Authorization server.

b.
The NF Service Consumer shall be the OAuth 2.0 client.

c.
The NF Service Producer shall be the OAuth 2.0 resource server.

OAuth 2.0 client (NF Service Consumer) registration with the OAuth 2.0 authorization server (NRF)

The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], may be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.
A Network Function that does not implement this option shall be able to get an access token from the NRF as long as the NRF is able to authenticate and authorize the Network Function during the NF access token get service request. 
OAuth 2.0 resource server (NF Service Producer) registration with the OAuth 2.0 authorization server (NRF)

The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 resource server (NF Service Producer) with the OAuth 2.0 Authorization server (NRF). The NF Service Producer, as part of its NF profile, may include "additional scope" information related to the allowed service operations and resources per NF Service Consumer type.
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Figure 13.4.1.1-1b NF Service Producer registers in NRF

1)
The NF Service Producer registers as OAuth 2.0 resource server in the NRF. The NF profile configuration data of the NF Service Producer may include the "additional scope". The "additional scope" information indicates the resources and the actions (service operations) that are allowed on these resources for the NF Service Consumer. These resources may be per NF type of the NF Service Consumer or per NF instance ID of the NF Service Consumer.

2-3)
After storing the NF Profile, NRF responds successfully.

Rel 17 **** change to be agreed
13.3.1.3
Authorization of discovery request and error handling 
…
NOTE 1: 
void..


NRF may authorize the NF for the Nnrf_NFManagement and Nnrf_NFDiscovery services based on OAuth 2.0 access token as described in clause 13.4.1.
Rel 17 **** change to be agreed
13.4.1.1.1
OAuth 2.0 roles
OAuth 2.0 roles, as defined in clause 1.1 of RFC 6749 [43], are as follows:

a.
The Network Repository Function (NRF) shall be the OAuth 2.0 Authorization server.

b.
The NF Service Consumer shall be the OAuth 2.0 client.

c.
The NF Service Producer shall be the OAuth 2.0 resource server.

OAuth 2.0 client (NF Service Consumer) registration with the OAuth 2.0 authorization server (NRF)

The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], may be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF. If the OAuth 2.0 client has not registered using the NF Service registration procedure, the NRF knows the OAuth 2.0 client by local configuration.
A Network Function that does not implement this option shall be able to get an access token from the NRF as long as the NRF is able to authenticate and authorize the Network Function during the NF access token get service request. In this case, the NRF may authorize the NF access token get service request using static authorization.
OAuth 2.0 resource server (NF Service Producer) registration with the OAuth 2.0 authorization server (NRF)

The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 resource server (NF Service Producer) with the OAuth 2.0 Authorization server (NRF). The NF Service Producer, as part of its NF profile, may include "additional scope" information related to the allowed service operations and resources per NF Service Consumer type.
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Figure 13.4.1.1-1b NF Service Producer registers in NRF

1)
The NF Service Producer registers as OAuth 2.0 resource server in the NRF. The NF profile configuration data of the NF Service Producer may include the "additional scope". The "additional scope" information indicates the resources and the actions (service operations) that are allowed on these resources for the NF Service Consumer. These resources may be per NF type of the NF Service Consumer or per NF instance ID of the NF Service Consumer.

2-3)
After storing the NF Profile, NRF responds successfully.

************ END OF CHANGES
4
Rationale

4.1 Introduction

1) The following NOTE in clause 13.3.1 of TS 33.501 [1] is a known issue by both SA3 and CT4.
"NOTE 1: 
When a NF accesses any services (i.e. register, discover or request access token) provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed."
It is not aligned with TS 29.510 [2], which allows token-based authorization for the management and discovery service of the NRF:
"If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2." (clause 6.1.8 of TS 29.510 [2], similarly in clause 6.2.8 of TS 29.510 [2] for the discovery service). The "if Oauth2 authorization is used" is to be understood as "if Oauth2 authorization is used for the management/discovery service".
There have been several attempts in the past to align both specs, without success.


2) TS 33.501 [3] specifies that the Oauth2 client registration shall be done by invoking the NFManagement_Register service operation, which cause many concerns. See e.g. the earlier discussion paper S3-210413 [3] submitted to SA3#102-e.

Both issues exist from Rel-15 onwards.
4.2 Discussion and agreed way forward
There was a [SA3/CT4][OAuth] Joint conference call held on 31 March 2021. 
Here is the copy of some summary notes sent by 3GPP CT4 chair:

-----Original Message Begin-----

From: Peter Schmitt 

Sent: Thursday, April 1, 2021 7:11 AM

To: 3GPP_TSG_CT_WG4@LIST.ETSI.ORG; Noamen Ben Henda <noamen.ben.henda@ericsson.com>

Subject: [SA3/CT4][OAuth] Joint conference call 31 March, summary notes

…

During the conference call it was highlighted that the issue on client registration was initially discussed in the past in Rel-15 between SA3 and CT4 (C4-184465 May 2018) and that the LS which triggered the call was the last exchange of a sequence of LSs.

I'm focusing on the result and leave out the discussion who missed whom to inform as I do not see this would help us much. But maybe it was good to remind everybody what has happened in the past and we should take lesson learned for the future and keep us up to date on decision taken.

Way forward:

It was proposed to discuss separation of Oauth2.0  Authorization and NRF registration. This  would be a possible discussion in SA3 for Rel-17. We need to find a pragmatic solution for Rel-15 and Rel-16.

We agreed to work first on the two open issues:

-Correct the stage-2 (TS 33.501), clauses 13.4.1.1 and 13.4.1.2, for the definition of the Oauth2 Client Registration process by defining for Rel-15/16 a kind of Static Authorization/O&M configuration process.

-The NOTE  in TS 33.501 clause 13.3.1.3 should be changed to normative text clarifying that the usage of Oauth2 in the NRF APIs (NFManagement and NFDiscovery) is optional.

…

Best regards

Peter Schmitt

Chair of 3GPP CT4

-----Original Message End-----

4.3 
Mail from Nokia to SA3 mailing list
Dear SA3, 

after CT4/SA3 call, it was stated to reuse the same thread to continue discussion. Since SA3 is only handling SBA aspects starting from 24.5. and I would like to start way forward discussion now.

Let’s use “draft_S3-211752-rx” (Discussion by ERI/NOK) to work on a joint doc, till we start with the topic in meeting.

Here is my view on the compromise that was achieved in CT4 discussion. I am looking (at minimum) for commitment from MVNR, HW and ERI to start from here. 

Summary of compromise.

Compromise shall cover all 3 releases in one step, but we can continue to analyse Rel-17. 

Keep in stage 3 the option to use OAuth, but discourage its usage in R15/R16. Align accordingly in stage 2 spec.

Specify the potential use of OAuth for accessing NRF APIs in Rel-17.

Make the NF Service registration procedure (NF Register) optional (and NOT mandatory) to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), provided it is further specified that this NF service registration (NF Register) – as OAuth client registration - shall NOT be a pre-requisite for any NF to issue Access Token requests and obtain access tokens from the NRF, i.e  in other words, an NF that does NOT implement the option shall still be able to get Access tokens (and NRF services).
Once we are on the same page on this compromise, I propose to have a joint R15/R16 proposal and a joint R17 proposal.

Please note, during our SA3 telco 11.5. we started discussing from “scratch” again, but in reality we are in a phase of compromising between different companies' views, so I encourage to continue with the compromise achieved in CT4. 

In my view, ERI/NOK (S3-211753/S3-211756) proposal was starting with one extreme of what we like to see from Rel-17 onwards, while HW (S3-211888) was only partially implementing the CT4 compromise. I suggest to start with a new version of the docs. Also, if we state as by HW (S3-211891) Static author. = disallow OAuth for API, the wording in the other CR should focus on OAM configuration for OAuth client registration.

BR Anja

PS. Please find below the minutes from CT4 chairman during last meeting.

4.4
Meeting notes from CT4#103-e meeting

	6.3.2
	N32, SEPP
	
	
	TEI17

	CC3
	LS in Misalignment on usage of OAuth within 3GPP 29.510
	GSMA 5GIS
	Postponed
	

	To: CT4, SA3

content:

Differing requirements on whether OAuth is needed to access NRF services
During the development of the GSMA’s permanent reference document FS.36 “5G Interconnect Security Recommendations”, GSMA members within the 5G Interconnect Security (5GIS) work item group have recommended that the Nnrf_AccessToken (OAuth2_Authorization) procedure must be strictly enforced at the NF-to-NRF interface.

However in investigating this, GSMA members have identified a misalignment in the relevant specifications, on the usage of Oauth in how NF service consumers can access NRF services for the first time. That is, according to TS 33.501, Oauth2_Authorization is not required for the NF service consumer to access the NRF services, although according to TS 29.510, Oauth2_Authorization is required if enabled.

Specifcially 3GPP TS 33.501 V17.0.0 (2020-12) states in Section 13.3.1.3:

“NOTE 1: 
When a NF accesses any services (i.e. register, discover or request access token) provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.”

While 3GPP TS 29.510 V17.0.0 states in Section 6.1.8: 
“If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.”

And in Section 6.2.8: 
“If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.”
There is therefore a misalignment and ambiguity on whether an OAuth 2.0 access token is required or not. To address this ambiguity, FS.36 currently states: 

To protect against these threats, the Nnrf_AccessToken (OAuth2_Authorization) procedure must be strictly enforced at the NF-to-NRF interface.

NOTE:
According to TS 33.501 [17], Oauth2_Authorization is not required for the NF service consumer to access the NRF services. However further requirements are provided by other 3GPP specifications - according to TS 29.510 [14], Oauth2_Authorization is required. It is currently planned that future clarification in 3GPP specifications (especially TS 29.510) may define in greater detail how authentication and authorization on the NF-NRF interface is to be implemented.
Action Required

GSMA 5GIS would like to ask the 3GPP CT4 and SA3 groups to resolve this misalignment, so that a definite recommendation on the NF service consumer usage of Oauth2.0 authorization when accessing NRF services can be made. 

Proposed treatment:

SA3 is currently working on the Rel15 and Rel-16 solution based on the discussion during joint conference call.
Rel17 solution is open SA3 promissed to work on it 

CT4 has to make sure that when making modifications based on SA3 input it does not contradict with the requirements provided by GSMA.

SA3 may reply in their May Meeting so GSMA will not receiver feedback in their April meeting just after our CT4 meeting.

CC

Jesus: 2 aspects the misalignment and  optional use of OAuth for NRF APIs.

Giorgi: this LS comes with a surprise

Bruno: Nokia’s view optional use of Oauth is useful functionality. We should not mandate the usage

As a compromise Nokia could accept to remove  the option in Rel-15 and Rel-16 if it remains in Rel-17.

Ahmad: he was writing the LS. The main intention from GSMA was to state  misalignment between SA3 and CT4 solve it.

Giorgi:

Bruno: request a token shall not be mandate

Giorgi: we should  evaluate Bruno’s proposals/compromise.

Timing issue: SA3 and CT4 meet at the same time in May. We should try to reach consensus  and solve the issue by plenary#92

Frozen release: Rel-15 topic.


	CC3

CC7
	discussion   Rel-17 OAuth misalignment between stage 2 and stage 3
	Huawei
	noted
	

	Giorgi:

I haven’t spotted any email exchange on Bo’s proposal after the joint SA3-CT4 CC. To my knowledge SA3 is still discussing this matter. 
So, 2009 should be noted.
Bruno;

2009 should be either withdrawn, or we need to discuss it (i.e. it cannot be simply “noted”). 
The draft SA3 CR will be discussed by SA3. But since the problem relates to misalignments between CT4 and SA3 specs, and to stage 3 procedures defined by CT4, it could be worth pursuing discussions during our CT4 meeting to help reaching consensus on the way forward? 
In the DISC paper, you say: 

“
· NRF shall use the static authorization policy when an NF consumes Nnrf_NFManagement and Nnrf_NFDiscovery services:

· When a NF accesses any services (e.g. register, discover or request access token) provided by the NRF, the NRF shall use the static authorization policy to authorize the service request sent by the NF. Therefore, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed and the NF shall not request an access token for consuming the NRF services. The NF may however request an access token from the NRF for consuming other NF producer services.
· Conditional usage of the NF Service registration:
· The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43] in the following cases: (a) the NF Service Consumer is subscribing to notification services at the NRF and (b) if the NF Service Consumer is also acting as a NF Service Producer. Otherwise, the NF Service registration procedure is not required and therefore is optional. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.
“
On the 2nd point, Nokia does not agree with mandating the use of NFRegister for OAuth client registration, even for an NF service producer, for the reasons that were explained in the Ericsson/Nokia slide deck and because this would rule out certain deployment options (see attached email, with my responses to Ahmad on the CT4 list) or this would require the producer to register to multiple NRFs (e.g. for deployments where AMF is configured with or receives via NSSF the AccessToken URI of a slice specific NRF). 
As a possible compromise for Rel-15/16, we could accept:

· to remove the option to use OAuth for controlling the access to the NRF APIs, In Rel-15 and Rel-16 ONLY, provided this option remains specified in Rel-17; and

· the NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], MAY be used (“Is optional”) to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), provided it is further specified / clarified that this NF service registration (NFRegister) – as OAuth client registration - shall NOT be a pre-requisite for any NF to issue Access Token requests and obtain access tokens from the NRF, in other words, an NF that does NOT implement the option shall still be able to get Access tokens (and NRF services).

remark: 

late LS from GSMA 2391

Giorgi:

We discussed Nokia compromise solution also during last Friday CC. I got initial feedback from my back office that we are overall fine with it. 
The only concern is about Rel-17. It may not be the most optimal way to make certain assumptions on Rel-17 until we at least start the study. More detailed comments are below.
· Let’s solve Rel-15/16 problem, but keep Rel-17 solution open for further discussions [Giorgi] agree.
· Remove the option to use OAuth for controlling the access to the NRF APIs, In Rel-15 and Rel-16 
Giorgi] agree, 
but this option will be specified in Rel-17 [Giorgi] SA3 already has Rel-17 SID. Let’s work on that first to determine pros and cons.
· NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502, MAY be used (“Is optional”) to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), provided it is further specified / clarified that this NF service registration (NFRegister as OAuth client registration) shall NOT be a pre-requisite for any NF to issue Access Token requests and obtain access tokens from the NRF. In other words, an NF that does NOT implement the option shall still be able to get Access tokens (and NRF services). 
[Giorgi] We could agree to this s a compromise for making a progress.

Jesus:
From E/// side, this proposed way forward is not acceptable.
In the potential compromise proposed by Nokia, it is said that the Oauth2 client registration based on NFManagement_Register is optionally allowed, with the condition that this is not a pre-requisite to allow NRF consumers to ask for Oauth2 access tokens.
Then, once that this aspect is agreed, then what is the reason for removing Oauth2-based authorization from the NRF APIs (NFManagement and NFDiscovery) ? As commented in previous discussions, the functionality is optional in stage-3 and it is not in violation of any normative text in stage-2.

So, if we are going to compromise for R15/R16, it should be with the goal to introduce the lowest impacts on existing products/deployments (i.e. "lowest impacts" for everyone: for those who have implemented the feature, and for those who haven't). This means, in our view:
· That the stage-3 mechanisms should not be removed from the stage-3 specs. However, it's usage may be discouraged in R15/R16 under certain conditions, given the historic misalignment in how the Oauth2 client registration was specified.

· That the usage in Rel-17 is agreed to be kept, as proposed in Nokia's compromise approach.

Then, regarding of the SA3 ongoing study, this should be business as usual; the study may conclude that a given feature needs to be modified, that's fine; but what we (E///) don't consider as acceptable is that the study might conclude that the feature is not seen as "useful", and therefore it can be removed given that it does not exist in R15/R16. So, let's be clear, the feature does exist in R15/R16/17, and the reasons to remove it should be properly justified.
Giorgi:

Thanks for the comments. We believe Rel-17 should be given a clean start, with no conditions attached. We’re open to any proposals for Rel-17. 
IMHO, the most important point is decoupling Rel-17 from Rel-15/16, where we have way more compelling task to remove stage 2 vs stage 3 clash
Bruno:

This way forward is not acceptable for Nokia either. We have a Rel-17 version of 29.510 supporting the option to use Oauth2 for controlling the access to the NRF APIs. We expect stage 2 alignment on stage 3 in Rel-17.
The proposal from Ericsson further up is fine by us.
CC 3

Giorgi: in principle fine with Nokia proposal.

Bruno: Stage 3 allows the option to use OAuth. Nokia could accept to remove OAuth from Rel-15 and Rel-16 for NRF APIs but it shall remain in Rel-17. Expecting that SA3 will specify the potential use of OAuth for accessing NRF APIs.

Giorgi:

Bruno:

Jesus: Compromise but it shall cover all 3 releases in one step. We should keep the pressure to solve the topic also in Rel-17.




4.5
Email discussion with comments after CT4 meeting
Dear all, 

I propose to keep all discussion related to the misalignment topic (CT4/SA3 specs) under this thread (S3-211752].
Please find below the table the discussion from CT4/SA3 during the last months.

Please try to always check for the latest mail of this thread before sending a response, such that we do not diverge.

BR Anja.

--

Mergers of the following docs are needed, but only after we come to a conclusion for NRF services authorization and OAuth 2.0 client registration from Rel-15 onwards.

	S3-211753
	Clarification on the NRF services authorization
	Ericsson, Nokia, Nokia Shanghai Bell

	S3-211754
Mirror
	Clarification on the NRF services authorization
	Ericsson, Nokia, Nokia Shanghai Bell

	S3-211755
Mirror
	Clarification on the NRF services authorization
	Ericsson, Nokia, Nokia Shanghai Bell

	S3-211756
	Clarification on the OAuth 2.0 client registration
	Ericsson, Nokia, Nokia Shanghai Bell

	S3-211757
mirror
	Clarification on the OAuth 2.0 client registration
	Ericsson, Nokia, Nokia Shanghai Bell

	S3-211758
mirror
	Clarification on the OAuth 2.0 client registration
	Ericsson, Nokia, Nokia Shanghai Bell

	S3-211888
	Clarification on the Oauth client registration
	Huawei, Hisilicon

	S3-211889
mirror
	Clarification on the Oauth client registration and authorization
	Huawei, Hisilicon


BR Anja

From: zhangbo (S) <zhangbo6@huawei.com> 
Sent: Tuesday, May 18, 2021 3:53 AM
To: Jerichow, Anja (Nokia - DE/Munich) <anja.jerichow@nokia.com>; 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
Subject: RE: [SA3/CT4][OAuth] Does OAuth2.0 client needs to register with All NRFs?
Dear Anja and all,

Thanks for all the effort on this topic.

According to the discussion in the last offline eSBA meeting, I uploaded a revision of S3-211888-r1, in which both the token for the NRF service and Oauth client registration are clarified to avoid any potential misunderstanding in CT4.

https://www.3gpp.org/ftp/Email_Discussions/SA3/TSGS3_103e/Rel-15_SBA/draft_S3-211888-r1.docx
We could discuss it in the second eSBA CC. Thanks.

Best,

Bo - Huawei

From: 3gpp_tsg_sa_wg3: tsg sa security [mailto:3GPP_TSG_SA_WG3@LIST.ETSI.ORG] On Behalf Of Jerichow, Anja (Nokia - DE/Munich)
Sent: Friday, May 14, 2021 7:18 PM
To: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
Subject: Re: [SA3/CT4][OAuth] Does OAuth2.0 client needs to register with All NRFs?
Dear all,

@Christine, I am sorry that I missed the thread created earlier as part of meeting discussion under 4.22. I still propose we continue discussing on the thread name in this mail as requested by CT4 chairman – till our meeting starts on 4.22.

I uploaded S3-211752-r1, same folder, which is keeping all changes R15/16/17 –  as a separate proposal by Nokia only – in the attempt to implementing the compromise of CT4. While we would be also fine with the draft proposals 1753/54/55 & 57/58 as already uploaded by Christine as revision on behalf of Ericsson & Nokia, let’s be open minded and check all views, under the assumption to start from compromise summary.

Advantage of one doc (i.e. 1752) is to have the overview of all parts in one doc, for this purpose I also included in -r1 also the HW proposed update on static authorization clause for further discussion.
Please find also my notes from SA3 call on 11.5. including Nokia view:

in 13.3.1

-              proposals contradicting each other 

- HW:  “the NF shall not request an access token for consuming the NRF services."  

- ERI/Nokia: “NRF may authorize the NF for the NFDiscovery and NFManagement services based on OAuth 2.0 access token”

-              Disc.: NRF could be provisioned with out of band information; why access token separate to authentication? 

-              If deployed separately, you can get an access token from a different entity than the NRF to request discovery from. Separate deployment was questioned by some companies.

-              different views on Oauth token to use NRF services, registr. of Oauth client can be done by OAM

-              other deployment option described during call: no need to register at NRF by NFc, but NFc has to provide evidence (NFc is self-authenticating on side car), NRF check is based on NF Type check; still it would be better to have granularity of NF instance, not only NF Type; authentication always needed, authorization can be done by local operator policy

in 13.4.1.1.1

· HW/MVNR proposal to add a NOTE: Oauth 2.0 client registration can be achieved by other means, e.g. OAM. (Nokia: or integrate in text ?)

· HW: assumes static authorization not token based (CR S3-211891), text added by CR S3-211888: “When a NF accesses any services (i.e.g. register, discover or request access token) provided by the NRF , the NRF shall use the static authorization policy to authorize the service request sent by the NF. 
· Nokia: distinguish clause on static authorization and this clause. here we talk about configuration by OAM, not to be merged with static auth! further: separation between register/discovery and access token request is needed for alignment with stage 3. OAuth client registration and NF Profile registration needs to be separated too.

· open discussion: replace shall by may (needed for alignment) 

· Nokia view: if clause is staying in R15/16, update to “may” necessary and need to further specify / clarify that this NF service registration (NFRegister) shall NOT be a pre-requisite for any NF to issue a service request to the NRF (e.g. for discovery or access token request), in other words, an NF that does NOT implement the option shall still be able to get NRF services.

BR Anja

From: 3gpp_tsg_sa_wg3: tsg sa security <3GPP_TSG_SA_WG3@LIST.ETSI.ORG> On Behalf Of Christine Jost
Sent: Friday, May 14, 2021 10:44 AM
To: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
Subject: Re: [SA3/CT4][OAuth] Does OAuth2.0 client needs to register with All NRFs?
Hi Anja, all,

Sorry for not using the correct thread for the continuation of the discussion. I used “[SA3#103-e][4.22][oauth] NRF services authorization and OAuth 2.0 client registration".

For convenience, I just copy what I sent on Wednesday in this thread:

“In the following folder I have uploaded proposed revisions that hopefully are helpful for a way forward:

https://www.3gpp.org/ftp/Email_Discussions/SA3/TSGS3_103e/Rel-15_SBA 

Summary:

· draft_S3-211753-r1 (Rel-15 CR on NRF service authorization): “For authorization of the NF for the NFDiscovery and NFManagement services, use of OAuth 2.0 access token as described in clause 13.4.1 is not needed.”

· draft_S3-211754-r1 (Rel-16 CR on NRF service authorization): Same as 1753

· Observe that S3-211755 (Rel-17 CR on NRF service authorization) is not proposed to be updated. I.e. the proposal is still “NRF may authorize the NF for the NFDiscovery and NFManagement services based on OAuth 2.0 access token as described in clause 13.4.1.”

· draft_S3-211756-r1 (Rel-15 CR on client registration): “The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], and/or  local configuration at the NRF  may be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF).  If the OAuth 2.0 client has not registered using the NF Service registration procedure, the OAuth 2.0 client shall be registered by local configuration at the NRF.”

· draft_S3-211757-r1 (Rel-16 CR on client registration): same as 1756

· draft_S3-211758-r1 (Rel-17 CR on client registration): same as 1756”

I think that the revisions should be very much aligned with Anja’s “Summary of compromise” below. Hopefully they could serve as a baseline for the discussion of the exact formulations. E.g. “not needed” vs “discouraged” etc.

Best regards

Christine, Ericsson

From: 3gpp_tsg_sa_wg3: tsg sa security <3GPP_TSG_SA_WG3@LIST.ETSI.ORG> On Behalf Of Jerichow, Anja (Nokia - DE/Munich)
Sent: den 13 maj 2021 18:22
To: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
Subject: Re: [SA3/CT4][OAuth] Does OAuth2.0 client needs to register with All NRFs?

Dear SA3, 

after CT4/SA3 call, it was stated to reuse the same thread to continue discussion. Since SA3 is only handling SBA aspects starting from 24.5. and I would like to start way forward discussion now.

Let’s use “draft_S3-211752-rx” (Discussion by ERI/NOK) to work on a joint doc, till we start with the topic in meeting.

Here is my view on the compromise that was achieved in CT4 discussion. I am looking (at minimum) for commitment from MVNR, HW and ERI to start from here. 

Summary of compromise.

Compromise shall cover all 3 releases in one step, but we can continue to analyse Rel-17. 

Keep in stage 3 the option to use OAuth, but discourage its usage in R15/R16. Align accordingly in stage 2 spec.

Specify the potential use of OAuth for accessing NRF APIs in Rel-17.

Make the NF Service registration procedure (NF Register) optional (and NOT mandatory) to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), provided it is further specified that this NF service registration (NF Register) – as OAuth client registration - shall NOT be a pre-requisite for any NF to issue Access Token requests and obtain access tokens from the NRF, i.e  in other words, an NF that does NOT implement the option shall still be able to get Access tokens (and NRF services).
Once we are on the same page on this compromise, I propose to have a joint R15/R16 proposal and a joint R17 proposal.

Please note, during our SA3 telco 11.5. we started discussing from “scratch” again, but in reality we are in a phase of compromising between different companies' views, so I encourage to continue with the compromise achieved in CT4. 

In my view, ERI/NOK (S3-211753/S3-211756) proposal was starting with one extreme of what we like to see from Rel-17 onwards, while HW (S3-211888) was only partially implementing the CT4 compromise. I suggest to start with a new version of the docs. Also, if we state as by HW (S3-211891) Static author. = disallow OAuth for API, the wording in the other CR should focus on OAM configuration for OAuth client registration.

BR Anja

PS. Please find below the minutes from CT4 chairman during last meeting.

	6.3.2
	N32, SEPP
	
	
	TEI17

	CC3
	LS in Misalignment on usage of OAuth within 3GPP 29.510
	GSMA 5GIS
	Postponed
	

	To: CT4, SA3
content:
Differing requirements on whether OAuth is needed to access NRF services
During the development of the GSMA’s permanent reference document FS.36 “5G Interconnect Security Recommendations”, GSMA members within the 5G Interconnect Security (5GIS) work item group have recommended that the Nnrf_AccessToken (OAuth2_Authorization) procedure must be strictly enforced at the NF-to-NRF interface.
However in investigating this, GSMA members have identified a misalignment in the relevant specifications, on the usage of Oauth in how NF service consumers can access NRF services for the first time. That is, according to TS 33.501, Oauth2_Authorization is not required for the NF service consumer to access the NRF services, although according to TS 29.510, Oauth2_Authorization is required if enabled.
Specifcially 3GPP TS 33.501 V17.0.0 (2020-12) states in Section 13.3.1.3:
“NOTE 1:           When a NF accesses any services (i.e. register, discover or request access token) provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.”
While 3GPP TS 29.510 V17.0.0 states in Section 6.1.8: 
“If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.”
And in Section 6.2.8: 
“If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.”
There is therefore a misalignment and ambiguity on whether an OAuth 2.0 access token is required or not. To address this ambiguity, FS.36 currently states: 
To protect against these threats, the Nnrf_AccessToken (OAuth2_Authorization) procedure must be strictly enforced at the NF-to-NRF interface.
NOTE:  According to TS 33.501 [17], Oauth2_Authorization is not required for the NF service consumer to access the NRF services. However further requirements are provided by other 3GPP specifications - according to TS 29.510 [14], Oauth2_Authorization is required. It is currently planned that future clarification in 3GPP specifications (especially TS 29.510) may define in greater detail how authentication and authorization on the NF-NRF interface is to be implemented.
Action Required
GSMA 5GIS would like to ask the 3GPP CT4 and SA3 groups to resolve this misalignment, so that a definite recommendation on the NF service consumer usage of Oauth2.0 authorization when accessing NRF services can be made. 
Proposed treatment:
SA3 is currently working on the Rel15 and Rel-16 solution based on the discussion during joint conference call.
Rel17 solution is open SA3 promissed to work on it 

CT4 has to make sure that when making modifications based on SA3 input it does not contradict with the requirements provided by GSMA.

SA3 may reply in their May Meeting so GSMA will not receiver feedback in their April meeting just after our CT4 meeting.

CC

Jesus: 2 aspects the misalignment and  optional use of OAuth for NRF APIs.

Giorgi: this LS comes with a surprise

Bruno: Nokia’s view optional use of Oauth is useful functionality. We should not mandate the usage

As a compromise Nokia could accept to remove  the option in Rel-15 and Rel-16 if it remains in Rel-17.

Ahmad: he was writing the LS. The main intention from GSMA was to state  misalignment between SA3 and CT4 solve it.

Giorgi:

Bruno: request a token shall not be mandate

Giorgi: we should  evaluate Bruno’s proposals/compromise.

Timing issue: SA3 and CT4 meet at the same time in May. We should try to reach consensus  and solve the issue by plenary#92

Frozen release: Rel-15 topic.



	CC3
CC7
	discussion   Rel-17 OAuth misalignment between stage 2 and stage 3
	Huawei
	noted
	

	Giorgi:

I haven’t spotted any email exchange on Bo’s proposal after the joint SA3-CT4 CC. To my knowledge SA3 is still discussing this matter. 
So, 2009 should be noted.
Bruno;

2009 should be either withdrawn, or we need to discuss it (i.e. it cannot be simply “noted”). 
The draft SA3 CR will be discussed by SA3. But since the problem relates to misalignments between CT4 and SA3 specs, and to stage 3 procedures defined by CT4, it could be worth pursuing discussions during our CT4 meeting to help reaching consensus on the way forward? 
In the DISC paper, you say: 

“

· NRF shall use the static authorization policy when an NF consumes Nnrf_NFManagement and Nnrf_NFDiscovery services:

· When a NF accesses any services (e.g. register, discover or request access token) provided by the NRF, the NRF shall use the static authorization policy to authorize the service request sent by the NF. Therefore, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed and the NF shall not request an access token for consuming the NRF services. The NF may however request an access token from the NRF for consuming other NF producer services.
· Conditional usage of the NF Service registration:
· The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43] in the following cases: (a) the NF Service Consumer is subscribing to notification services at the NRF and (b) if the NF Service Consumer is also acting as a NF Service Producer. Otherwise, the NF Service registration procedure is not required and therefore is optional. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.
“

On the 2nd point, Nokia does not agree with mandating the use of NFRegister for OAuth client registration, even for an NF service producer, for the reasons that were explained in the Ericsson/Nokia slide deck and because this would rule out certain deployment options (see attached email, with my responses to Ahmad on the CT4 list) or this would require the producer to register to multiple NRFs (e.g. for deployments where AMF is configured with or receives via NSSF the AccessToken URI of a slice specific NRF). 

As a possible compromise for Rel-15/16, we could accept:

· to remove the option to use OAuth for controlling the access to the NRF APIs, In Rel-15 and Rel-16 ONLY, provided this option remains specified in Rel-17; and

· the NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], MAY be used (“Is optional”) to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), provided it is further specified / clarified that this NF service registration (NFRegister) – as OAuth client registration - shall NOT be a pre-requisite for any NF to issue Access Token requests and obtain access tokens from the NRF, in other words, an NF that does NOT implement the option shall still be able to get Access tokens (and NRF services).

remark: 

late LS from GSMA 2391

Giorgi:

We discussed Nokia compromise solution also during last Friday CC. I got initial feedback from my back office that we are overall fine with it. 
The only concern is about Rel-17. It may not be the most optimal way to make certain assumptions on Rel-17 until we at least start the study. More detailed comments are below.
· Let’s solve Rel-15/16 problem, but keep Rel-17 solution open for further discussions [Giorgi] agree.

· Remove the option to use OAuth for controlling the access to the NRF APIs, In Rel-15 and Rel-16 
Giorgi] agree, 
but this option will be specified in Rel-17 [Giorgi] SA3 already has Rel-17 SID. Let’s work on that first to determine pros and cons.
· NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502, MAY be used (“Is optional”) to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), provided it is further specified / clarified that this NF service registration (NFRegister as OAuth client registration) shall NOT be a pre-requisite for any NF to issue Access Token requests and obtain access tokens from the NRF. In other words, an NF that does NOT implement the option shall still be able to get Access tokens (and NRF services). 
[Giorgi] We could agree to this s a compromise for making a progress.

Jesus:
From E/// side, this proposed way forward is not acceptable.
In the potential compromise proposed by Nokia, it is said that the Oauth2 client registration based on NFManagement_Register is optionally allowed, with the condition that this is not a pre-requisite to allow NRF consumers to ask for Oauth2 access tokens.
Then, once that this aspect is agreed, then what is the reason for removing Oauth2-based authorization from the NRF APIs (NFManagement and NFDiscovery) ? As commented in previous discussions, the functionality is optional in stage-3 and it is not in violation of any normative text in stage-2.

So, if we are going to compromise for R15/R16, it should be with the goal to introduce the lowest impacts on existing products/deployments (i.e. "lowest impacts" for everyone: for those who have implemented the feature, and for those who haven't). This means, in our view:

· That the stage-3 mechanisms should not be removed from the stage-3 specs. However, it's usage may be discouraged in R15/R16 under certain conditions, given the historic misalignment in how the Oauth2 client registration was specified.

· That the usage in Rel-17 is agreed to be kept, as proposed in Nokia's compromise approach.

Then, regarding of the SA3 ongoing study, this should be business as usual; the study may conclude that a given feature needs to be modified, that's fine; but what we (E///) don't consider as acceptable is that the study might conclude that the feature is not seen as "useful", and therefore it can be removed given that it does not exist in R15/R16. So, let's be clear, the feature does exist in R15/R16/17, and the reasons to remove it should be properly justified.

Giorgi:

Thanks for the comments. We believe Rel-17 should be given a clean start, with no conditions attached. We’re open to any proposals for Rel-17. 
IMHO, the most important point is decoupling Rel-17 from Rel-15/16, where we have way more compelling task to remove stage 2 vs stage 3 clash
Bruno:

This way forward is not acceptable for Nokia either. We have a Rel-17 version of 29.510 supporting the option to use Oauth2 for controlling the access to the NRF APIs. We expect stage 2 alignment on stage 3 in Rel-17.
The proposal from Ericsson further up is fine by us.
CC 3

Giorgi: in principle fine with Nokia proposal.

Bruno: Stage 3 allows the option to use OAuth. Nokia could accept to remove OAuth from Rel-15 and Rel-16 for NRF APIs but it shall remain in Rel-17. Expecting that SA3 will specify the potential use of OAuth for accessing NRF APIs.

Giorgi:

Bruno:

Jesus: Compromise but it shall cover all 3 releases in one step. We should keep the pressure to solve the topic also in Rel-17.



	
	
	
	
	
	


From: 3gpp_tsg_sa_wg3: tsg sa security <3GPP_TSG_SA_WG3@LIST.ETSI.ORG> On Behalf Of Minpeng Qi
Sent: Wednesday, April 21, 2021 9:46 AM
To: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
Subject: 转发: [SA3/CT4][OAuth] Does OAuth2.0 client needs to register with All NRFs?

Dear all, 
Please find the latest discussion as below. 

BRs,

Minpeng

From: 3GPP_TSG_CT_WG4 - Core Network and Terminals WG 4 [mailto:3GPP_TSG_CT_WG4@LIST.ETSI.ORG] On Behalf Of Ahmad Muhanna
Sent: Friday, 16 April 2021 16:29
To: 3GPP_TSG_CT_WG4@LIST.ETSI.ORG
Subject: Re: [SA3/CT4][OAuth] Does OAuth2.0 client needs to register with All NRFs?
Dear Bruno,

I appreciate the discussion during the CC today. Just for completeness, I would like to share my response below. Thanks.

IMO, the issue remains the same. Whether OAuth2.0 registration is done via NF registration procedure or via OAM solution.

Based on your response, what we seem to have is the following:

Option 1: OAM to be used for registering OAuth2.0 client and NF registration procedure to be used for registering OAuth2.0 resource server

1. Over whelming: , In this case, the OAM solution shall be used to register every single OAuth2.0 clients in the network with every single instance of NRF.

2. Not efficient: Because of a single OAuth2.0 client which may need to access an NRF setting somewhere in the network for a special case, the OAM solution MUST register all OAuth2.0 clients in the network with every single NRF instance in the network to enable such special case!

3. IMO, this is not the best way to engineer a network. It is not efficient and unnecessarily heavy burden and prune to mistakes and configuration errors.

4. YET: this OAM solution can NOT be used for the registration of OAuth2.0 resource server?!! Why?

5. This option reminds me with implementing mesh networking by requiring every element to have a dedicated connection to every other element in the network. Why that is needed.

6. It is easy to think of offloading such activity to OAM solution but this is hugely unnecessary and unneeded option!

Option 2: NF registration procedure to be used for registering OAuth2.0 client and OAuth2.0 resource server

1. The same NF registration procedure is used for both OAuth2.0 client and OAuth2.0 resource server.

2. OAuth2.0 client needs to ONLY register with its local NRF, i.e., its local authorization server collocated with its local NRF, similar to OAuth2.0 resource server.

3. In case that the deployment of such complicated 5G network does not implement any level of hierarchy and NF consumer needs to reach a specific NRF URI, ONLY then the OAuth2.0 client of that NF consumer, e.g., AMF, needs to register with that special NRF which is meant to be for a very special case. I do not see any problem in this.

4. Thus, everything in this option works nicely and neatly without an overwhelming OAM solution that is mandated to configure everything in everything else!.

What I am trying to say in here Bruno is:

The unknown aspect of the NRF handling a specific slice is the same unknown for the OAM solution and for the NF registration one.

In the case of using the NF registration procedure, It is on demand while the OAM option can not pick and choose, it has to configure every OAuth2.0 client with every NRF in the network which is an overkill. It is probably an option but for sure I am not going for it.

I hope that you see what I am saying in here and agree with it. Please see one comment inline.

Thanks.

Regards,

Ahmad

From: Landais, Bruno (Nokia - FR/Lannion) <bruno.landais@nokia.com> 
Sent: 14 April, 2021 12:33 PM
To: Ahmad Muhanna <ahmad.muhanna@mavenir.com>; 3GPP_TSG_CT_WG4@LIST.ETSI.ORG
Subject: [E] RE: [SA3/CT4][OAuth] Does OAuth2.0 client needs to register with All NRFs?

[EXTERNAL EMAIL] DO NOT CLICK links or attachments unless you recognize the sender and know the content is safe.
Hi Ahmad, 
Thanks for your response and sorry for my delayed response (was busy preparing the CT4 meeting).

You assume that the model defined for inter-PLMN service access authorization always applies to intra-PLMN cases with multiple NRFs (with OAuth2 Authorization Server role), i.e. with an NF service consumer registered as OAuth2 client to one NRF (local NRF) and with access token requests issued by this consumer always going through this specific NRF and being forwarded or redirected to the target NRF (with OAuth2 Authorization Server role) where the producers are registered. This is one possible deployment option, but not the single one in our understanding. 

Point is that there can be multiple network deployment scenarios, with centralized NRF(s) or distributed NRFs in OAuth2 Authorization Server role, and with e.g. an AMF sending an Access Token Request to a NRF slice specific NRF (in OAuth2 Authorization Server role) either through a local NRF (using the hierarchical NRF procedures) or directly.  In other words, a hierarchical NRF approach is a deployment option, and not a mandatory architecture. So we assume that it is also possible for multiple NRFs (behaving as OAuth servers) to be configured by OAM with OAuth client registration / access token policies enabling a consumer to get access tokens from different NRFs (in OAuth2 Authorization Server role).

Note also that an AMF may retrieve from the NSSF the NRF Access Token URI it shall use for a specific network slice (see excerpt from 29.531 below), 

	nrfAmfSetAccessTokenUri
	Uri
	O
	0..1
	When present, this IE shall contain the API URI of the NRF Access Token Service (see clause 6.3.2 of 3GPP TS 29.510 [13]).


and that there is no way to pass this URI to a “local NRF” (where the AMF would be registered as OAuth2 client), as opposed to the Inter-PLMN case, where the NRF Access Token Request supports the AMF providing the nrfAmfSetAccessTokenUri It has obtained from the h-NSSF (via the v-NSSF) to the v-NRF for subsequent routing to the h-NRF, see excerpt from 29.510 (Access Token Request Data): 

	hnrfAccessTokenUri
	Uri
	C
	0..1
	If included, this IE shall contain the API URI of the Access Token Service (see clause 6.3.2) of the NRF in home PLMN.
 
It shall be included during an access token request for an hSMF in the home routed roaming scenario, if it is returned from the NSSF in the home PLMN (see clause 6.1.6.2.11 of 3GPP TS 29.531 [42]).


My understanding is that this allows the AMF to send the Access Token Request directly to the slice specific NRF. 
Note also that 33.501 does not specify/detail how the service access authorization procedures are expected to be supported within an PLMN (intra-PLMN scenarios) deploying multiple NRFs in OAuth2 Authorization Server role. 

[Ahmad] 

Just out of fairness to SA3; everyone was rushing to meet the deadline of Rel-15. 

Having that in mind and understanding the complexity of the issue and in an attempt to avoid the situation we are in now, SA3 made it clear from the beginning that OAuth2.0 access token is not required to consume the NRF services. If we have an agreement on that, we would not be having this misalignment to start with.

Best regards,

Bruno

From: Ahmad Muhanna <ahmad.muhanna@mavenir.com> 
Sent: Friday, April 2, 2021 8:47 PM
To: Landais, Bruno (Nokia - FR/Lannion) <bruno.landais@nokia.com>; 3GPP_TSG_CT_WG4@LIST.ETSI.ORG
Subject: RE: [SA3/CT4][OAuth] Does OAuth2.0 client needs to register with All NRFs?

Hi Bruno,

Thanks again for the healthy discussion and details.

Please let us be patient to hopefully we converge. As you said there never been a discussion paper to cover all of this.

Please see inline.

Regards,

Ahmad

From: Landais, Bruno (Nokia - FR/Lannion) <bruno.landais@nokia.com> 
Sent: 2 April, 2021 3:57 AM
To: Ahmad Muhanna <ahmad.muhanna@mavenir.com>; 3GPP_TSG_CT_WG4@LIST.ETSI.ORG
Subject: [E] RE: [SA3/CT4][OAuth] Does OAuth2.0 client needs to register with All NRFs?

[EXTERNAL EMAIL] DO NOT CLICK links or attachments unless you recognize the sender and know the content is safe.
Hi Ahmad, 
Thanks, please see inline.

Best regards,

Bruno

From: Ahmad Muhanna <ahmad.muhanna@mavenir.com> 
Sent: Thursday, April 1, 2021 10:15 AM
To: Landais, Bruno (Nokia - FR/Lannion) <bruno.landais@nokia.com>; 3GPP_TSG_CT_WG4@LIST.ETSI.ORG
Subject: RE: [SA3/CT4][OAuth] Does OAuth2.0 client needs to register with All NRFs?

Hi Bruno,

Many Thanks for your response. 

Please see inline.

Regards,

Ahmad

From: 3GPP_TSG_CT_WG4 - Core Network and Terminals WG 4 <3GPP_TSG_CT_WG4@LIST.ETSI.ORG> On Behalf Of Landais, Bruno (Nokia - FR/Lannion)
Sent: 1 April, 2021 2:10 AM
To: 3GPP_TSG_CT_WG4@LIST.ETSI.ORG
Subject: [E] FW: [SA3/CT4][OAuth] Does OAuth2.0 client needs to register with All NRFs?

[EXTERNAL EMAIL] DO NOT CLICK links or attachments unless you recognize the sender and know the content is safe.
Hi Ahmad, all, 
Please see inline.

Best regards,

Bruno

From: 3GPP_TSG_CT_WG4_E_Meeting - Core Network and Terminals WG 4 E_Meeting <3GPP_TSG_CT_WG4_E_MEETING@LIST.ETSI.ORG> On Behalf Of Ahmad Muhanna
Sent: Thursday, April 1, 2021 2:10 AM
To: 3GPP_TSG_CT_WG4_E_MEETING@LIST.ETSI.ORG
Subject: [SA3/CT4][OAuth] Does OAuth2.0 client needs to register with All NRFs?

Dear SA3 and CT4,

It was raised by the authors of the contribution “Misalignment between SA3 and CT4 on the usage of Oauth2 in NRF APIs” Nokia and E/// and in specific Bruno, that one of the Interoperability issue that is facing the 5GC ecosystem is that SA3 requirement for allowing the OAuth2.0 client to use the Nnrf_NFManagement-Registration procedure (as documents in TS33.501 clause 13.4.1.1.1) is problematic and CAN create an interoperability between vendors.

The reason which was mentioned on our CC is the following:

1. SA3 specification mandates the OAuth2.0 client to register with the NRF.

2. This means that OAuth2.0 client needs to register with every NRF in the network, to the extent Nokia mentioned the example of the roaming case.

BL> I did NOT say “in every NRF in the network”. I commented that 

· the following SA3 requirement implies that an NF needs to be registered in an NRF from which it requests access token (for services it wishes to consume), 
[Ahmad] Okay. May be you can explain to me your understanding a little better. With the Authorization server being collocated with the NRF, do you expect the NF to request access token from which Authorization server? More clarification below.

BL> An access token is requested to the NRF to which the NF service producer to be discovered is registered.

[Ahmad] 

Thanks Bruno. In order to come up to a common understanding we need to differentiate between the authorization server and the NRF.

Why I am saying this: 

5GC NRF services are described by TS23.501/23.502 SA2 specifications.

OAuth2.0 Authorization server is described and belong to TS33.501 SA3.

The problem comes when we mix the two. We all now that they are collocated but if we split those for the sake of the discussion, then we will be able to find a common ground much easier.

Having said the above, let us clarify the following:

Nnrf_AccessToken_Get is a service that belongs to the OAuth2.0 Authorization server.

I interpret your response as follows:

Access token is issued by the OAuth2.0 authorization server which is aware of two things:

1. OAuth2.0 client information which is making the Access Token Request.

2. The authorization policy and information with respect to the requested service, according to TS23.501 clause 7.1.4, is split in 3 different pieces of information, as follows: (please note, there could be more but at least these the most fundamental pieces of information)

a. the policy of NF, [This very well belong to the NRF where the NF register its profile with]
b. the policy from the serving operator, [This should be at the OAuth2.0 authorization server as it is not specific to a NF service producer]
c. the inter-operator agreement [This also can be at the OAutth2.0 authorization server as it is not per NF service producer]
Why the above information are critical to the discussion?

Because without it we continue to go in circle without proper conclusion. Let me explain:

In order for the authorization server to issue an access token, 4 pieces of information must be available in the following order.

1. Oauth2.0 client registration

2. Per NF producer authorization policy per the NF producer profile.

3. The policy of the serving network

4. Inter-operator roaming agreement.

Please note that in order for our 5GS authorization to work, the following hierarchy of the authorization information is REQUIRED:

1. Inter-operator roaming agreement may override 1, 2, and 3.

2. Serving network policy overrides 1 and 2.

Why that is required:

1. IF the roaming scenario works without having the OAuth2.0 client at serving network being registered with the home network OAuth2.0 Authorization server (hNRF); then it MUST be more secure to allow authorization servers within the same serving network to perform authorization with having the OAuth2.0 client registered with its local OAuth2.0 Authorization server.

2. This means that OAuth2.0 is meant to register with the OAuth2.0 authorization server within its local network ONLY.

3. Meaning if we have a centralized Authorization server, then the OAuth2.0 shall register with the centralized OAuth2.0 authorization server.

4. IF we happen to have a distributed OAuth2.0 Authorization server (collocated with NRF), it does not mean that the OAuth2.0 client needs to register with every OAuth2.0 Authorization server instance in the network.

5. In other words, if it works across different operators networks, it definitely should work within the same operator network.

6. Not only that, but if it works in the case of NRF Hierarchy, it should work for this normal case of distributed OAuth2.0 authorization server.

7. Do you see my point?

· TS 33.501, clause 13.4.1.1, indicates:
OAuth 2.0 client (NF Service Consumer) registration with the OAuth 2.0 authorization server (NRF)
The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.
· that there may be multiple NRFs in the network (e.g. slice specific NRFs, PLMN-level NRF, or NRFs deployed in different regions), and
· that an NF may need to discover services from a different NRF than the NRF it is registered to (e.g. AMF 1 registered to network slice 1 specific’s NRF 1, and needing to discover AMF communication service from AMF2 registered in network slice specific 2 ‘s NRF 2, or e.g. AMF registered in PLMN-level NRF and needing to discover SMF/PCF from a network slice specific NRF).
· The above applies for roaming and non-roaming scenarios
[Ahmad] Sure. That why I am saying: Hierarchal NRF concept has been adopted by CT4 since Rel-15 which solves all of these cases. Hierarchal in my mind can span from as large as a geographical NRF to as small as a slice specific NRF (if that the case). That is the fundamental objective of the hierarchal NRF concept. NFs do not need to register with every NRF in the network regardless of its granularity.

BL> Different network deployments can be supported, e.g. with or w/o hierarchical NRFs. And in either case, an NF or network entity (e.g. AMF or SCP) may issue discovery requests to different NRFs (e.g. to different network slice specific NRFs) and to different NRFs from where the NF Service producer or SCP has registered (e.g. an SCP may register to a specific NRF managing SCPs – see excerpt from 29.510 below). 

NOTE:      In deployments where all SCPs in the network can be managed by the same NRF, i.e. all SCPs register to and discover each other with the same NRF, the NRF managing the SCPs can generate the SCP Domain Routing Information accordingly without involvement of other NRFs.

See also TS 23.502 requirements, indicating that the AMF can be configured with and issue discovery requests to slice specific NRFs or discover them from the NSSF:

“

4.3.2.2.3.2                 Non-roaming and roaming with local breakout
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Figure 4.3.2.2.3.2-1: SMF selection for non-roaming and roaming with local breakout scenarios

This procedure may be skipped altogether if SMF information is available in the AMF by other means (e.g. locally configured); otherwise:
-    when the serving AMF is aware of the appropriate NRF to be used to select NFs/services within the corresponding Network Slice instance based on configuration or based on the Network Slice selection information received during Registration, only steps 3 and 4 in the following procedure are executed as described in Figure 4.3.2.2.3.2-1;

-    when the serving AMF is not aware of the appropriate NRF to be used to select NFs/services within the corresponding Network Slice instance, all steps in the following procedure are executed as described in Figure 4.3.2.2.3.2-1.

1.   The AMF invokes the Nnssf_NSSelection_Get service operation from the NSSF in serving PLMN with the S-NSSAI of the Serving PLMN from the Allowed NSSAI requested by the UE, PLMN ID of the SUPI, TAI of the UE and the indication that the request is within a procedure of PDU Session establishment in either the non-roaming or roaming with local breakout scenario.
2.   The NSSF in serving PLMN selects the Network Slice instance, determines and returns the appropriate NRF to be used to select NFs/services within the selected Network Slice instance, and optionally may return a NSI ID corresponding to the Network Slice instance.

3.   AMF queries the appropriate NRF in serving PLMN by issuing the Nnrf_NFDiscovery_Request including at least the S-NSSAI of the Serving PLMN for this PDU Session from the Allowed NSSAI, PLMN ID of the SUPI, DNN and possibly NSI ID if the AMF has stored an NSI ID for the S-NSSAI of the Serving PLMN for this PDU Session from the Allowed NSSAI.

“
So the following SA3 reqt

The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.
would require NFs or network entities (such as AMF or SCP) to register using NFRegister to different NRFs, i.e. to NRFs to which the NFs send a discovery request to, prior to being able to send the Discovery Request (this is regardless of whether the NFs is a pure consumer or also a producer)
[Ahmad] 

No, the SA3 requirement requires the OAuth2.0 client to register with the Authorization server.  “That is part of the confusion; I can say this statement could be interpreted as written to address the case of centralized OAuth2.0 authorization server)

It does not say anywhere that the OAuth2.0 client needs to register with every OAuth2.0 authorization server in the network. 

i.e., in the case of the distributed OAuth2.0 Authorization server (collocated with NRF), the OAuth2.0 client does NOT need to register with every OAuth2.0 Authorization server instance in the network.

I thought that is the sticky point and if it working for roaming scenario, it should work for intra-PLMN scenario.

Please see the above long details for further information.

In other words, In this case, the OAuth2.0 client at AMF (I can also say the 5GC NF service consumer at AMF) does not need to register with NRF serving the SMFs of this specific slice to be able to receive this NRF service. 

I can go further and say that the AMF does not need actually to have OAuth2.0 client (nor 5GC NF service consumer at AMF) to register with the SMF slice specific NRF for the getting an access Token after the discovery.

It should be straight Discovery Request and the slice NRF performs static authorization for the AMF accessing its Nnrf_NFDiscovery API.

And continue normal process…

Mavenir Position:

1. Mavenir always believes that it is NOT required for the OAuth2.0 client to register with all NRFs in the network; because Hierarchal NRF is already supported by TS29.510 since Rel-15. 

a. Please check clause 5.3.2.2.4 “Service Discovery with intermediate redirecting NRF” 

b. Please check clause 5.3.2.2.5 “Service Discovery with intermediate forwarding NRF”

c. Clauses 5.2.2.5.4 & 5.2.2.5.5

2. Mavenir believes that the hierarchal NRF was fundamentally to avoid having all NFs to register with the same NRF (centralized NRF) but to register with its local NRF.

3. Mavenir believes that the Hierarchal NRF was introduced in CT4 for solving the hotspot issue and avoid a centralized NRF in a large 5GC network since Rel15.

4. Similarly, Mavenir believes that the OAuth2.0 client in PLMN1 is FOR SURE NOT REQUIRED to register with NRF in PLMN2 for roaming to work!!

BL> Nokia position is that NFRegister shall NEVER be required for ANY NRF of the PLMN for the purpose of Oauth2 client registration. So the related SA3 requirement (quoted above) needs to be corrected. And furthermore, it is undefined in 33.501 how this SA3 requirement would work with the concept of hierarchical NRFs (i.e. would this SA3 requirement apply to the NRF towards which an access token request is redirected/forwarded to ? if not, why? What is the logic of when this requirement should be performed towards an NRF or not?)

[Ahmad] In general I disagree. I am saying in general because the mandatory nature is also referenced below and will address it then.

That is why we have been saying all along that the collocation of Authorization server with NRF creating an issue that neither CT4 nor SA3 addressed completely and properly.

Let me try to explain:

8. The NF needs to register with one NRF, its local NRF.

9. The access token should be generated by the NRF that has the producer registered with. In other words, if the NF1 which is registered with its local NRF1 has discovered NFx which is registered with its local NRFx through its NRF1, then NRFx is the one which needs to issue the access token to the NF1 to be able to access the resources on NFx. 
BL> sure
10. The second bullet above is done via the NRF hierarchy concept. Meaning that there is no issue for NRFx to trust NRF1 and no need for the Oauth2.0 client to be registered with NRFx.

BL> Not necessarily. See my above comments and quoted stage 2 reqts. All possible network deployments need to be considered.

Additionally, NRFx should be the entity responsible for deciding whether a requester NF may be granted an access token or not, i.e. NRFx needs to be configured with corresponding information. 
[Ahmad] 

Please see my explanation above. Hopefully you agree.

11. The problem comes when we are talking about the NRF services. That is why when we do not have a clear defined distinction between the Authorization server and the NRF, we should allow static authorization for the NRF services.
BL> Static authorization (i.e. not using Oauth for authorizing access to the NRF services) is one possible deployment option already permitted by existing specifications. Another possible, optional deployment option is to use Oauth for authorizing access to NRF services. 
[Ahmad] 

As I mentioned earlier for the NRF services, it will make a good sense for the access token be optional in one single deployment, i.e., deployment has one Centralized OAuth2.0 Authorization server

For the case of distributed OAuth2.0 Authorization server collocated with the NRF, it does not make any sense and creates a complexity that does not add any value and complicates the network.

What does that means: If OAuth2.0 is enabled for the NRF APIs, then each OAuth2.0 client (NF service consumer) needs to allocate an access token from every NRF in the network in order to access the services of each of these NRFs in the network. Why is that needed?

Back to the security question: Why from security prospective this complexity is needed? if all what we are doing is the following:

1. NF sends an access token Request to the NRF to allocate an access token for accessing NRF services (NFManagement & NFDiscovery only)

2. NRF authorize the request based on local operator static policy.

3. NRF issues the access token and send back to the NF service consumer.

4. NF service consumer sends a Discovery Request and includes the access token that just has been issued by the OAuth2.0 Authorization server collocated with the NRF.

5. OAuth2.0 authorization server collocated with the NRF validates the access token that it just has issued to the NF consumer based on local operator static configuration policy.

6. Then NRF goes back and authorize the NF service consumer Discovery request based on operator local static policy and NF service Producer profile.

7. The NRF returns the expected Discovered NF service producer.

8. The NF sends an access token request to the OAuth2.0 authorization server collocated with the NRF to get an access token for accessing the resources of the discovered NF service producer?

9. The NRF authorize the NF service consumer access token request based on operator local static  policy and the NF service producer profile.

10. The OAuth2.0 authorization server collocated with NRF issues an access token and sends back to the NF service consumer to be used at the NF service producer. (Makes sense 3rd entity other NF consumer & NRF)

We are using the operator local static policy repeatedly even when authorizing the access token request for the NRF services! Why do we need this complexity?

If SA3 the security work group said it is not needed, why we need to keep it?

12. On the other hand, if we happen to have for example, a centralized Authorization server vs. a distributed NRFs, then things will work just fine. Meaning all NRFs will need to know the public key of the authorization server and thing will work just fine for NRF services too.
13. I was planning to write another post on this, but here we go not a bad idea to address it in here.
What is REQUIRED for OAuth2.0 client and OAuth2.0 resource server registration:

Simple: Each needs to register with its own local NRF.

BL> Each NF service producer needs to register to its local NRF for the purpose of exposing its services to other consumers . NOT for Oauth client registration. 

[Ahmad]

In your statement you are mixing Oauth2.0 entities with 5GC SBA entities and services.

BL> The existing 33.501 reqt quoted above mixes Oauth client registration with NF services registrations for which the NRF NFRegister service operation has been designed for.
[Ahmad] 

I must agree Bruno. But fundamentally it is about OAuth2.0 Client registration and what is Quotes is for clarification. I must say that it also can be used for the consumer registration if that is required.

But please see my clarification above.
The clauses references in TS33.501 is about the OAuth2.0 client and OAuth2.0 resource server.

In addition, we can not pick and choose. This pick and choose concept is the source of all difficulties.

Why the Nnrf_NFManagement can be used for the OAuth2.0 resource server registration BUT can NOT be used for the OAuth2.0 client registration.

So far I do not see any issue in both using the same procedure.

Please NOTE: This hierarchal NRF was introduced to solve the issue when multiple NRFs are deployed within the same PLMN. Of course, if only a centralized NRF is being deployed, then there is no issue to start with.

For those who would like to get further information on this topic, China Mobile delivered a good discussion paper (C4-186071) on this topic and two other implementation CRs.
The reason I am bringing this after the call:
FIRST: It is just very important to correct the information that have been repeated multiple times during the CC.

BL> the information was correct, and the questions legitimate, see my responses above and below.  
[Ahmad] Thanks. Clarification is good. In my mind, it was registered as a reference to any NRF. But please see my further clarification above. Thanks!
SECOND: The claim of interoperability issue is NOT valid and NOT correct.

BL> The claim of Interoperability issue is CERTAINLY VALID: 

· If an NRF implementation expects ean NF to register using NFRegister as a pre-requisite for granting an access token, but the NF implementations do not do so e.g. Pure NF service consumers as NFRegister has never been intended or designed for Oauth client registration, that NRF implementation would reject the access token request and  the NFs would not be able to consume any service. Isn’t this an interoperability problem ? …

[Ahmad] Sure. That is clearer now. 

So, the idea here is not whether the OAuth2.0 client needs to register or not? We all agreed that it needs to register and based on the above clarification, ONLY with its local NRF.

BL> If you mean registering as an Oauth client using NFRegister service operation, we do NOT agree. And see my earlier comments on network deployments, where you wrongly assume that all NFs will issue discovery requests to only one NRF (“ONLY with its local NRF ") and to the same NRF where the NF is registered).
[Ahmad] 

Please take a look at the above clarifications above and I hope that we are converging.

Just something to think about:

If the allocation of an access token for accessing NRF services by an OAuth2.0 Authorization server which is collocated with NRF1 can be used to access the NRF services at NRFx which is collocated with OAuth2.0 authorization server(x) , only then, I can consider making access token for NRF services optional makes some sense. However, the fact of the matter, in the case of distributed OAuth2.0 authorization server that is impossible while maintaining good security practices.

Hope you agree.

The idea is mandating that registration using the Nnrf_NFManagement service is causing the interoperability. Sure, we can make that optional.

As a matter of fact, based on my last reading of TS29.510, it makes NF registration in general as possible via other means, if I am not mistaken.

THIRD: Both OAuth2.0 client Registration and OAuth2.0 resource server registration are valid and have no identified issue.

BL> we certainly do not see any issue for Oauth resource server registration (there hasn’t been any specific problem reported on this in any LS or DISC paper). There are on the other hand serious concerns on the use of NFRegister for Oauth client registration, as presented by Ericsson and Nokia during the call, and your conclusion that this has “no identified issue” is far-fetched …

[Ahmad] Thanks Bruno. Please see my clarification above.

That is why we have this discussion in order for all of us to have the same view “on-target-fetched”

However, that does not mean we do not need to come up with a resolution for Rel15 and Rel16 gridlock! We do need.
Regards,

Ahmad
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